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About This Guide

This OmniSwitch CLI Reference Guide is a comprehensive resource to all Command Line Interface (CLI)
commands available on the OmniSwitch 10K Series switches.

Supported Platforms

The information in this guide applies only to OmniSwitch 10K switches.

Who Should Read this Manual?

The audience for this user guide is network administrators and IT support personnel who need to config-
ure, maintain, and monitor switches and routers in a live network. Anyone wishing to gain knowledge on
the details of all CLI commands available on the OmniSwitch will benefit from the material in this refer-
ence guide. However, advanced users who have already familiarized themselves with the OmniSwitch CLI
commands will benefit most from the detailed content in this guide.

When Should | Read this Manual?

Read this guide whenever you want detailed information on individual CLI commands. Although this
guide provides helpful information during any stage of the configuration process, it is a good idea to first
familiarize yourself with the software features available on the switch before investigating the detailed
command information in this guide.

Overview information, procedures, and live network examples on switch software features can be found in
the Switch Management Guide, Network Configuration Guide, and the Advanced Routing Configuration
Guide. Once you are familiar with the procedures and base CLI commands in these configuration guides
you can obtain more detailed information on the individual commands in this guide.
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What is in this Manual?

This reference guide includes information on every CLI command available in the switch. Command
reference information is included for base software commands as well as commands associated with
optional software packages, such as Advanced Routing (multicast routing protocols and OSPF). The infor-
mation provided for each CLI command includes:

e Command description.

* Syntax.

e Description of all keywords and variables included in the syntax.

e Default values.

e Usage guidelines, which include tips on when and how to use the command.

e Examples of command lines using the command.

e Related commands with descriptions.

¢ Release history, which indicates the release when the command was introduced.

e SNMP information, such as the MIB files related to a set of CLI commands. In addition each CLI
command includes the corresponding MIB variables that map to all parameters included in a command.

What is Not in this Manual?

Primarily a reference, this guide does not provide step-by-step instructions on how to set up particular
features on the switch. It also does not provide overview or application examples on software features. For
comprehensive information on how to configure particular software features in the switch, consult the
appropriate configuration guide.

This guide also does not provide any information on the network management applications, WebView and
OmniVista. Further information on WebView and OmniVista can be found in the context-sensitive on-line
help available with those applications.

How is the Information Organized?

Each chapter in this guide includes reference material for all commands related to a single software
feature, such as server load balancing or link aggregation. Typically commands in a single chapter will
share a common prefix.
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Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are
documented in this guide.

bold text Indicates basic command and keyword syntax.
Example: show snmp station

italicized text Indicates user-specific information such as IP addresses, slot numbers,
passwords, hames, etc.
Example: no snmp station ip_address

Italicized text that is not enclosed with straight brackets ([ ]) indicates
required information.

[ 1 (Straight Brackets) Indicates optional parameters for a given command.

Example: show aaa server [server_name]
Here, you can enter either of the following options:

show aaa server

show aaa server server_name (where server_name is the user-
specified server name, e.g., show aaa server myserverl)

Note that this example includes italicized text. The optional parameter
in this case is a user-specified server name.

{} (Curly Braces) Indicates that the user must choose between one or more parameters.

Example: port mirroring {enable | disable}
Here, you must choose one of the following:

port mirroring enable or port mirroring disable

| (\Vertical Pipes) Used to separate parameter choices within a command string. For
example, the command string

show health threshold [rx | txrx | memory | cpu]
separates the choices rx, txrx, memory, and cpu.
Examples:

show health threshold rx

show health threshold txrx

show health threshold memory

show health threshold cpu

“” (Quotation Marks) Used to enclose text strings that contain spaces. The quotation marks
are required input on the command line.

Example: vlan 2 “new test vlan”
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process.The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: OmniSwitch 10K Getting Started Guide
Release Notes

A hard-copy OmniSwitch 10K Getting Started Guide is included with your switch; this guide provides all
the information you need to get your switch up and running the first time. It provides information on
unpacking the switch, rack mounting the switch, installing NI modules, unlocking access control, setting
the switch’s IP address, and setting up a password. It also includes succinct overview information on
fundamental aspects of the switch, such as hardware LEDs, the software directory structure, CLI
conventions, and web-based management.

At this time you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: OmniSwitch 10K Hardware Users Guide
OmniSwitch AOS Release 7 Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its
hardware and software. Information about switch hardware is provided in the OmniSwitch 10K Hardware
Guide. This guide provide specifications, illustrations, and descriptions of all hardware components, such
as chassis, power supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and
cooling fans. It also includes steps for common procedures, such as removing and installing switch
components.

This guide is the primary users guide for the basic software features on a single switch. This guide
contains information on the switch directory structure, basic file and directory utilities, switch access
security, SNMP, and web-based management. It is recommended that you read this guide before
connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: OmniSwitch AOS Release 7 Network Configuration Guide
OmniSwitch AOS Release 7 Advanced Routing Configuration Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANSs, Spanning Tree, and network routing
protocols. This guide contains overview information, procedures, and examples on how standard
networking technologies are configured on the OmniSwitch.

The guide includes configuration information for networks using advanced routing technologies (OSPF
and BGP) and multicast routing protocols (DVMRP and PIM-SM).
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Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI commands
supported by the switch. This guide includes syntax, default, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for all CLI commands supported by the switch. This guide can

be consulted anytime during the configuration process to find detailed and specific information on each
CLI command.
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Related Documentation

The following are the titles and descriptions of all the OmniSwitch 10K user manuals:

OmniSwitch 10K Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch up and running. Also
provides information on fundamental aspects of OmniSwitch software architecture.

OmniSwitch 10K Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 10K chassis, power supplies,
fans, and Network Interface (NI) modules.

OmniSwitch CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch. Includes syntax definitions,
default values, examples, usage guidelines and CLI-to-MIB variable mappings.

OmniSwitch AOS Release 7 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include the
software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

OmniSwitch AOS Release 7 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP and IPX),
security options (authenticated VLANS), Quality of Service (QoS), link aggregation, and server load
balancing.

OmniSwitch AOS Release 7 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP).

OmniSwitch Transceivers Guide

Includes SFP and XFP transceiver specifications and product compatibility information.
Technical Tips, Field Notices

Includes information published by Alcatel-Lucent’s Customer Support group.

Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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Technical Support

An Alcatel-Lucent service agreement brings your company the assurance of 7x24 no-excuses technical
support. You’ll also receive regular software updates to maintain and maximize your Alcatel-Lucent
product’s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners.

With 24-hour access to Alcatel-Lucent’s Service and Support web page, you’ll be able to view and update
any case (open or closed) that you have reported to Alcatel-Lucent’s technical support, open a new case or
access helpful release notes, technical bulletins, and manuals.

Access additional information on Alcatel-Lucent’s Service Programs:
Web: service.esd.alcatel-lucent.com
Phone: 1-800-995-2696

Email: esd.support@alcatel-lucent.com
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1 Ethernet Port Commands

The Ethernet port software is responsible for configuring and monitoring Ethernet ports (10 Mbps, 100
Mbps, 1 Gbps, and 10 Gbps). This includes:

e Performing hardware diagnostics, loading software, and initializing hardware.
¢ Notifying other software modules in the system when Ethernet links become active or inactive.
e Configuring basic line parameters for Ethernet ports.

e Gathering basic line statistics for Ethernet ports and passing this information to the user interface and
configuration manager.

MIB information for the Ethernet Port commands is as follows:

Filename: AlcatelIND1Port.mib
Module: alcatelIND1PortMIB

Filename: IETF_ETHERLIKE.mib
Module: EtherLike-MIB
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Ethernet Port Commands

A summary of the available commands is listed here.

Interfaces commands

interfaces
interfaces speed
interfaces crossover
interfaces duplex
interfaces alias

clear interfaces I2-statistics
interfaces max-frame-size
interfaces flood-limit
interfaces ingress-bandwidth

interfaces pause
interfaces link-trap
interfaces ddm
interfaces ddm-trap
clear violation

show interfaces alias

show interfaces status

show interfaces capability

show interfaces accounting

show interfaces counters

show interfaces counters errors
show interfaces flood-rate

show interfaces traffic

show interfaces ingress-rate-limit

show interfaces ddm
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Ethernet Port Commands interfaces

interfaces

Enables or disables auto negotiation or administrative status on a single port, a range of ports, or an entire
Network Interface (NI).

interfaces {slot| slot/port[-port2]} {admin-state | autoneg } {enable|disable}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
admin-state enable Enables administrative state.

admin-state disable Disables administrative state.

autoneg enable Enables auto negotiation.

autoneg disable Disables auto negotiation.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If auto negotiation is disabled, auto MDIX, flow control, auto speed, and auto duplex are not accepted.
See the interfaces crossover command on page 1-7 and the interfaces duplex command on page 1-9
for more information.

Examples

-> interfaces 3 autoneg disable

-> interfaces 3/1 autoneg disable

-> interfaces 3/1-4 autoneg disable
-> interfaces 2/1-5 admin-state enable

Release History

Release 7.1.1; command introduced.
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interfaces Ethernet Port Commands

Related Commands

interfaces Configures interface speed.

interfaces crossover Configures crossover port settings.

interfaces duplex Enables or disables flow (pause).

show interfaces alias Displays interface line settings.

show interfaces alias Displays auto negotiation, speed, duplex, and crossover settings.

MIB Obijects

esmConfTable
esmPortCfgAutoNegotiation
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Ethernet Port Commands inferfaces speed

interfaces speed

Configures interface line speed.

interfaces { slot | slot/port [-port2] } speed { 10 | 100 | 1000 | auto | max {10 | 100 | 1000}}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

auto The switch automatically sets the line speed to match the attached
device (auto-sensing).

10 Sets the interface to 10 Mbps.

100 Sets the interface to 100 Mbps.

1000 Sets the interface to 1 Gigabit.

max 10 Sets the maximum speed to 10 megabits.

max 100 Sets the maximum speed to 100 megabits.

max 1000 Sets the maximum speed to 1000 megabits (1 Gigabit).

Defaults

parameter default

auto enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> interfaces 3/1 speed auto
-> interfaces 3 speed 100
-> interfaces 3/1-8 speed auto

Release History

Release 7.1.1; command introduced.
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interfaces speed Ethernet Port Commands

Related Commands

show interfaces alias Displays interface line settings.

MIB Obijects

esmConfTable
esmPortCfgSpeed
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Ethernet Port Commands interfaces crossover

interfaces crossover

Configures port crossover settings on a single port, a range of ports, or an entire Network Interface (NI).

interfaces {slot| slot/port[-port2]} crossover {auto | mdix | mdi}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

auto The interface automatically detects the crossover settings.

mdix Sets the crossover configuration to Media Dependent Interface with

Crossover (MDIX), which is the standard for hubs and switches.

mdi Sets the crossover configuration to Media Dependent Interface (MDI),
which is the standard for end stations.

Defaults
parameter default
auto | mdix | mdi auto

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e If auto negotiation is disabled, then automatic crossover is also disabled. See the interfaces command
for more information.

® You cannot configure crossover settings on fiber ports. These ports use the MDI standard.

OmniSwitch CLI Reference Guide ~ December 2010 page 1-7



interfaces crossover Ethernet Port Commands

Examples

-> interfaces 3 crossover mdi
-> interfaces 3/1 crossover mdix
-> interfaces 3/1-4 crossover auto

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces alias Displays interface line settings.

MIB Objects

esmConfTable
esmPortCfgCrossover
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Ethernet Port Commands inferfaces duplex

interfaces duplex

Configures duplex mode. In full duplex mode, the interface transmits and receives data simultaneously. In
half duplex mode, the interface can transmit or receive data at a given time. Auto duplex setting causes the
switch to advertise all available duplex modes (half/full/both) for the port during autonegotiation.

interfaces {slot| slot/port[-port2]} duplex {full | half | auto}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
full Sets interface to full duplex mode.

half Sets interface to half duplex mode.

auto Switch automatically sets both the duplex mode settings to

auto-negotiation.

Defaults
parameter default
full | half | auto full

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e You can only configure one slot at a time. Repeat the command to configure additional slots.

e Half duplex mode is not supported on Gigabit modules if a port is detected as Gigabit (1000 Mbps).
e Gigabit and 10 Gigabit fiber ports only support full duplex.

Examples

-> interfaces 3/1 duplex auto
-> interfaces 3 duplex half
-> interfaces 3/1-4 auto

Release History

Release 7.1.1; command introduced.
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Related Commands

interfaces Configures interface line speed. Set to auto to set speed and duplex
mode to auto-sensing.
show interfaces alias Displays interface line settings (e.g., speed, and mode).

MIB Objects

esmConfTable
esmPortAutoDuplexMode
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interfaces alias

Configures a description (alias) for a single port.

interfaces slot/port alias description

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

description A description for the port, which can be up to 40 characters long.
Description tags with spaces must be enclosed within quotes (e.g., “IP
Phone”).

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e You can only configure one port at time. You cannot configure an alias for multiple ports.

e Toremove an alias use a description consisting of two quotes without any spaces (e.g., ™).

Examples

-> interfaces 3/1 alias "switch port"”
-> interfaces 2/2 alias "IP Phone"
-> interfaces 3/1 alias """

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces alias Displays port status (up or down) and any aliases for a port.

MIB Objects

ifXTable
ifAlias
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clear interfaces 12-statistics

Resets all statistics counters.

clear interfaces {slot | slot/port[-port2} 12-statistics [cli]

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
cli Clears the CLI statistics only.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> clear interfaces 3/1 l2-statistics
-> clear interfaces 3/2 l2-statistics cli

Release History

Release 7.1.1; command introduced.

Related Commands

interfaces ddm Displays general interface information, including when statistics
were last cleared.

MIB Objects

alcetherStatsTable
alcetherClearStats
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interfaces max-frame-size

Configures the maximum frame size for Gigabit Ethernet interfaces.

interfaces {slot | slot/port[-port2} max-frame-size bytes

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
max frame Maximum frame size, in bytes. Valid range is 1518-9216.
Defaults

parameter default

bytes (Gigabit Ethernet Packets) 9216

bytes (Ethernet Packets) 1553

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> interfaces 3/1 max-frame-size 1518
-> interfaces 3 max-frame-size 1518

Release History

Release 7.1.1; command introduced.

Related Commands

interfaces ddm Displays general interface information (e.g., hardware, MAC
address, input errors, and output errors).

MIB Objects

esmConfTable
esmPortCfgMaxFrameSize
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interfaces flood-limit

Configures the flood rate settings on a single port, a range of ports, or an entire Network Interface (NI).

interfaces {slot| slot/port[-port2]} flood-limit {bcast|mcast|uucast|all} rate { pps pps_num| mbps
mbps_num | cap% cap_num | enable | disable}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.
port2 Last port number in a range of ports you want to configure.
bcast Specifies broadcast flood limit.

mcast Specifies multicast flood limit.

uucast Specifies unicast flood limit.

all Specifies flood limit for all types of traffic.
pps_num Packets per second.

mbps_num Megabits per second.

cap_num Percentage of port’s capacity.

enable Enables flood rate limits.

disable Disables flood rate limits.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A
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Examples

-> interfaces 3 flood-limit all rate cap% 50
-> interfaces 2/1 flood-limit bcast rate mbps 100
Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces flood-rate Displays interface flood rate settings.

MIB Objects

esmConfigTable
esmPortCfgFlow

dot3PauseTable
dot3PauseAdminMode

OmniSwitch CLI Reference Guide ~ December 2010 page 1-15



interfaces ingress-bandwidth Ethernet Port Commands

interfaces ingress-bandwidth

Configures the ingress bandwidth settings on a single port, a range of ports, or an entire Network Interface

(ND).
interfaces {slot| slot/port[-port2]} ingress-bandwidth {mbps| enable | disable}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
mbps Speciifies the ingress bandwidth in mpbs.

enable Enables ingress bandwidth limiting.

disable Disables ingress bnadwidth limiting.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> interfaces 3 ingress-bandwidth enable
-> interfaces 3 ingress-bandwidth mbps 30

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces ingress-rate-  Displays the ingress-rate-limit set for each interface por.
limit

MIB Obijects
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interfaces pause

Configures whether or not the switch will honor flow control PAUSE frames on the specified interface.
PAUSE frames are used to temporarily pause the flow of traffic between two connected devices to help
prevent packet loss when traffic congestion occurs between switches.

interfaces slot[/port[-port2]] pause {rx | disable}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

rx Allows interface to honor PAUSE frames from peer switches and

temporarily stop sending traffic to the peer. Does not transmit PAUSE
frames to peer switches.

disable Disables flow control on the interface.

Platforms Supported
OmniSwitch 10K

Defaults

By default, flow control is disabled on all switch interfaces.

Usage Guidelines

¢ Flow control is only supported on interfaces configured to run in full-duplex mode; half-duplex mode
is not supported.

¢ If both autonegotiation and flow control are enabled on the same local interface, autonegotiation calcu-
lates operational flow control settings for that interface. Note that the operational settings override the
configured settings as long as autonegotiation and flow control are both enabled for the interface:

¢ If autonegotiation is disabled, the configured flow control settings are applied to the local interface.

Examples

-> interfaces 4/2 pause rx
-> interfaces 3/1-6 disable

Release History

Release 7.1.1; command introduced.
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Related Commands

clear violation Displays interface line settings.

MIB Obijects

esmConfigTable
esmPortCfgFlow

dot3PauseTable
dot3PauseAdminMode
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interfaces link-trap

interfaces link-trap

Enables trap link messages. If enabled, a trap is generated whenever the port changes state.

interfaces [slot | slot/port [-port2]] link-trap {enable|disable}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
enable Port link up/down traps are displayed on the NMS.

disable Port link up/down traps are not displayed on the NMS.
Defaults

parameter default

enable | disable disable

Platforms Supported

OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> interfaces 3/1 link-trap enable
-> interfaces 3 link-trap enable
-> interfaces 3/1-6 link-trap enable

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces alias

MIB Objects

esmConfigTable
esmPortSlot
esmPortlIF

Displays interface line settings.
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interfaces ddm

Configures the DDM administrative status.

interfaces ddm {enable | disable}

Syntax Definitions

enable Enables DDM functionality.
disable Disables DDM functionality.
Defaults

parameter default

ddm disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e DDM capability will vary based on the transceiver manufacturer.

e DDM status must be enabled in order to enable traps; traps are enabled separately.

Examples

-> interfaces ddm enable
-> interfaces ddm disable

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces ddm Displays the interface DDM status.

MIB Obijects

ddmConfiguration
ddmConfig

page 1-20 OmniSwitch CLI Reference Guide  December 2010



Ethernet Port Commands interfaces ddm-trap

interfaces ddm-trap

Configures the DDM administrative status or trap capability.

interfaces ddm-trap {enable | disable}

Syntax Definitions

enable Enables DDM trap functionality.
disable Disables DDM trap functionality.
Defaults

parameter default

ddm-trap disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e DDM status must be enabled in order to enable traps; traps are enabled separately.

Examples

-> interfaces ddm-trap enable
-> interfaces ddm-trap disable

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces ddm Displays the interface DDM status.

MIB Objects

ddmConfiguration

ddmTrapConfig
ddmNotificationType
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clear violation

Clears all port violations set by various applications on the switch.

clear violation {port slot/port[-port] | linkagg agg_id[-agg_id]}

Syntax Definitions

slot/port[-port] Slot and port number to be cleared. User a hyphen to specificy a range
of ports.

agg_id[-agg_id] The linkagg identifier. User a hyphen to specific a range of link aggre-
gates.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

All application violations associated with a specific port are cleared when this command is used.

Examples

-> clear violation port 1/3-5
-> clear violation linkagg 1

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces Displays interface status.

MIB Objects

esmConfTable
esmPortViolationClearAll
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show interfaces

Displays general interface information (e.g., hardware, MAC address, input errors, and output errors).

show interfaces [slot | slot/port[-port2]]

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show interfaces 1/2

Slot/Port 1/2 :
Operational Status > up,
Last Time Link Changed : FRI DEC 27 15:10:40 ,
Number of Status Change: 1,

Type Ethernet,
MAC address 00:d0:95:b2:39:85,
BandWidth (Megabits) 1000, Duplex : Full,

Autonegotiation 1 [ 1000-F 100-F 100-H 10-F 10-H 1],

Long Accept Enable, Runt Accept : Disable,

Long Frame Size(Bytes) 9216, Runt Size(Bytes) : 64,

Rx :

Bytes Received : 7967624, Unicast Frames : 0,
Broadcast Frames: 124186, M-cast Frames : 290,
UnderSize Frames: 0, OverSize Frames: 0,
Lost Frames : 0, Error Frames : o,
CRC Error Frames: 0, Alignments Err : o,
TX :

Bytes Xmitted : 255804426, Unicast Frames : 24992,
Broadcast Frames: 3178399, M-cast Frames : 465789,
UnderSize Frames: 0, OverSize Frames: 0,
Lost Frames : 0, Collided Frames: o,
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output definitions

Slot/Port
Operational Status

Last Time Link Changed
Number of Status Change

Type

MAC address
Bandwidth

Duplex
Autonegotiation
Long Accept

Runt Accept

Long Frame Size
Runt Size

Bytes Received

Rx Unicast Frames
Rx Broadcast Frames
Rx M-cast Frames
Rx Undersize Frames
Rx Oversize Frames
Rx Lost Frames

Rx Error Frames

Rx CRC Error Frames
Rx Alignments Err
Bytes Xmitted

Tx Unicast Frames
Tx Broadcast Frames
Tx M-cast Frames
Tx Undersize Frames
Tx Oversize Frames
Tx Lost Frames

Tx Collided Frames
Tx Error Frames

Interface slot and port.
Interface status (up/down).

The last time the configuration for this interface was changed.

The total number of times that the configuration of this interface has

changed.

Interface type (Ethernet/Fast Ethernet/Gigabit Ethernet).

Interface MAC address.

Bandwidth (in megabits).

Duplex mode (Half/Full/Auto).

The auto negotiation settings for this interface.
Long Frames status (enable/disable).

Runt Frames status (enable/disable).

Long Frame Size (in Bytes).

Runt Frame Size (in Bytes).

Number of Bytes received.

Number of unicast frames received.

Number of broadcast frames received.
Number of multicast frames received.
Number of undersized frames received.
Number of oversized frames received.
Number of Lost Frames received.

Number of error frames received.

Number of CRC error frames received.
Number of Alignments Error frames received.
Number of Bytes transmitted.

Number of unicast frames transmitted.
Number of broadcast frames transmitted.
Number of multicast frames r transmitted.
Number of undersized frames transmitted.
Number of oversized frames transmitted.
Number of Lost Frames transmitted.

Number of collision frames received or transmitted.
Number of error frames transmitted.

Release History

Release 7.1.1; command introduced.
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Related Commands

show interfaces accounting Displays interface accounting information (e.g., packets received/
transmitted).

show interfaces counters Displays interface counter information (e.g., unicast packets
received/transmitted).

show interfaces alias Displays the interface line settings (e.g., speed and mode).

show interfaces traffic Displays interface traffic statistics (input/output bytes and packets).
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MIB Obijects

ifTable

ifOperStatus
ifType
ifPhysAddress
ifSpeed
ifInDiscards
IfOutDiscards

esmConfTable

esmPortSlot

esmPortlF
esmPortCfglLongEnable
esmPortCfgRuntEnable
esmPortCfgMaxFrameSize
esmPortCfgRuntSize

ifXTable

ifHCInOctets
ifHCInUcastPkts
ifHCInBroadcastPkts
ifHCInMulticastPkts
IfHCOutOctets
IfHCOutUcastPkts
IfHCOutBroadcastPkts
IfHCOutMul ticastPkts

alcetherStatsTable

alcetherStatsRxUndersizePkts
alcetherStatsCRCAlignErrors
alcetherStatsTxUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsTxCollisions

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsFCSErrors
dot3StatsLateCollisions
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show interfaces alias

Displays interface line settings (e.g., speed and mode).

show interfaces [slot | slot/port[-port2]] alias

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If no slot/port numbers are entered, line settings for all slots/ports on the switch are displayed.

Examples

-> show interfaces 1/2 alias

Slot/ Admin Link Alias

Port Status Status

————— PRy
171 disable down e

output definitions

Slot/Port Interface slot/port number.

Admin Status The administrative status of the port.

Link Status The link status of the port.Autonegotiation status (Enable/Disable).
Alias The configured alias for the port..

Release History

Release 7.1.1; command introduced.

OmniSwitch CLI Reference Guide ~ December 2010 page 1-27



show interfaces alias

Ethernet Port Commands

Related Commands

interfaces alias

MIB Obijects

ifXTable
ifAlias

Configures the port alias.
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show interfaces status

Displays interface line settings (e.g., speed and mode).

show interfaces [slot | slot/port[-port2]] status

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If no slot/port numbers are entered, line settings for all slots/ports on the switch are displayed.

Examples

-> show interfaces 1/2 status

DETECTED-VALUES CONFIGURED-VALUES

Slot/ Admin Auto Speed Duplex Pause Speed Duplex Pause Link

Port Status Nego (Mbps) (Mbps) Trap
—————— Ry

1/1 dis en - - - Auto Auto - dis
output definitions

Slot/Port Interface slot/port number.

Admin Status The administrative status of the port.

AutoNego Autonegotiation status (Enable/Disable).

Detected Speed Detected line speed in Mbps.

Detected Duplex Detected line duplex (Half duplex/Full duplex/Auto).

Detected Pause Detected pause control configuration.

Configured Speed Configured line speed (10/100/Auto/1000/10000 Mbps).

Configured Duplex Configured line duplex (Half duplex/Full duplex/Auto).

Configured Pause Detected pause control configuration.

Link Trap Link Trap status.
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Release History

Release 7.1.1; command introduced.

Related Commands

interfaces Enables/disables Trap LinkUpDown.

interfaces Configures interface line speed, sets speed, and duplex mode to
auto-sensing.

interfaces duplex Configures interface duplex mode.

MIB Objects

ifTable
ifLinkUpDownTrapEnable
esmConfTable

esmPortSlot
esmPortlIF
esmPortAutoSpeed
esmPortAutoDuplexMode
esmPortCfgSpeed
esmPortCfgDuplexMode
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show interfaces capability

Displays default auto negotiation, speed, duplex, flow, and cross-over settings for a single port, a range of
ports, or all ports on a Network Interface (NI) module.

show interfaces [slot | slot/port[-port2]] capability

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Displays defaults settings in two rows of data for each port. The first row of data, identified by the
label CAP, displays the valid user-defined configuration settings available for the port. The second
row, identified by the label DEF, displays the default settings for the port.

Examples

-> show interfaces 5/1 capability

Slot/Port  AutoNeg Pause  Crossover Speed Duplex

----------- T e e i T
5/1 CAP EN/DIS  EN/DIS MDI/X/Auto 10/100/1G Full/Half
5/1 DEF EN EN Auto Auto Auto

output definitions

Slot The slot number.
Port The port number
AutoNeg In the row labeled CAP, the field displays the valid auto negotiation

configurations for the port. In the row label DEF, the field displays the
default auto negotiation settings for the port. The possible values are
EN (enabled) or DIS (disabled).

Pause In the row labeled CAP, the field displays the valid pause configura-
tions for the port. In the row label DEF, the field displays the default
pause settings for the port.
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output definitions (continued)

Crossover

Speed

Duplex

In the row labeled CAP, the field displays the valid cross over configu-
rations for the port. In the row label DEF, the field displays the default
cross over settings for the port. The possible values are Auto,
MDI/X/Auto (MDI/MDIX/Auto), or -- (not configurable and/or not
applicable).

In the row labeled CAP, the field displays the valid line speed configu-
rations for the port. In the row label DEF, the field displays the default
line speed settings for the port. The possible values are 10/100, 100,
1G, 10/100/1G, 10G, or Auto.

In the row labeled CAP, the field displays the valid duplex configura-
tions for the port. In the row label DEF, the field displays the default
duplex settings for the port. The possible values are Full, Full/Half, or
Auto.

Release History

Release 7.1.1; command introduced.

Related Commands

interfaces

interfaces crossover
interfaces

interfaces duplex
show interfaces alias

MIB Obijects

esmConfTable

Enables and disables auto negotiation.
Configures crossover port settings.
Configures interface speed.
Configures duplex settings.

Displays interface line settings.

esmPortCfgAutoNegotiation

esmPortCfgFlow
esmPortCfgCrossover
esmPortCfgSpeed
esmPortAutoDuplexMode
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show interfaces accounting

Displays interface accounting information (e.g., packets received/transmitted and deferred frames
received).

show interfaces [slot | slot/port[-port2]] accounting

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If no slot/port numbers are entered, accounting information for all slots/ports on the switch is

displayed.
Examples
-> show interfaces 1/2 accounting
1/2 ,
Rx undersize packets = 0,
Tx undersize packets = o,
Rx oversize packets = o,
Tx oversize packets = 0,
Rx packets 64 Octets = 3073753,
Rx packets 65T0127 Octets = 678698,
Rx packets 128To0255 Octets = 21616,
Rx packets 256To511 Octets = 21062,
Rx packets 512T01023 Octets = 2,
Rx packets 1024T01518 Octets = 84,
Rx packets 1519t04095 Octets = 0,
Rx packets 4096ToMax Octets = 0,
Rx Jabber frames = 0
output definitions
Rx undersize packets Number of undersized packets received.
Tx undersize packets Number of undersized packets transmitted.
Rx oversize packets Number of oversized packets received.
Tx oversize packets Number of oversized packets transmitted.
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output definitions (continued)

Rx packets Octets Number of packets received in each listed octet range.

Rx Jabber frames Number of jabber packets received (longer than 1518 octets).

Tx deferred frames Number of packets for which transmission was delayed (Ethernet
only).

Release History

Release 7.1.1; command introduced.

Related Commands

interfaces ddm Displays general interface information (e.g., hardware, MAC
address, and input/output errors).
show interfaces counters Displays interface counter information (e.g., unicast packets

received/transmitted).
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show interfaces accounting

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsDeferredTransmissions

alcetherStatsTable

alcetherStatRxsUndersizePkts
alcetherStatTxsUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsPkts640ctets
alcetherStatsPkts65t01270ctets
alcetherStatsPkts128to02550ctets
alcetherStatsPkts256to5110ctets
alcetherStatsPkts512t010230ctets
alcetherStatsPkts1024to015180ctets
gigaEtherStatsPkts1519to40950ctets
gigaEtherStatsPkts4096t092150ctets
alcetherStatsRxJabber
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show interfaces counters

Displays interface counters information (e.g., unicast, broadcast, and multi-cast packets received/transmit-
ted).

show interfaces [slot | slot/port[-port2]] counters

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If no slot/port numbers are entered, counter information for all slots/ports on the switch is displayed.

Examples

-> show interfaces 3/1 counters

InOctets = 54367578586897979, OutOctets = 5.78E19,
InUcastPkts = 55654265276, OutUcastPkts = 5.78E20,
InMcastPkts = 58767867868768777, OutMcastPkts = 5465758756856,
InBcastPkts = 576567567567567576, OutBcastPkts = 786876,
InPauseFrames = 567798768768767, OutPauseFrames= 786876,

output definitions

InOctets Number of octets received.

OutOctets Number of octets transmitted.

InUcastPkts Number of unicast packets received.
OutUcastPkts Number of unicast packets transmitted.
InMcastPkts Number of multicast packets received.
OutMcastPkts Number of unicast packets transmitted.
InBcastPkts Number of broadcast packets received.
OutBcastPkts Number of unicast packets transmitted.
InPauseFrames Number of MAC control frames received.
OutPauseFrames Number of MAC control frames transmitted.
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Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces counters errors  Displays interface error frame information (e.g., CRC errors, transit
errors, and receive errors).

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF

ifXTable

ITHCInOctets
ITHCOutOctets
IfHCInUcastPkts
IfHCOutUcastPkts
ITHCInMulticastPkts
IfHCOutMul ticastPkts
IfHCInBroadcastPkts
IFfHCOutBroadcastPkts

dot3PauseTable

dot3InPauseFrame
dot30utPauseFrame
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show interfaces counters errors

Displays interface error frame information (e.g., CRC errors, transit errors, and receive errors).

show interfaces [slot | slot/port[-port2]] counters errors

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e |f no slot/port numbers are entered, counter error information for all slots/ports on the switch is
displayed.

Examples

-> show interfaces 2/1 counters errors

02/01,
Alignments Errors = 6.45E13, FCS Errors = 7.65E12
IfInErrors = 6435346, IfOutErrors= 5543,

Undersize pkts 867568, Oversize pkts= 5.98E8

output definitions

Slot/Port Interface slot and port number.

Alignments Errors Number of Alignments errors.

FCS Errors Number of Frame Check Sequence errors.

IfInErrors Number of received error frames.

IfOutErrors Number of transmitted error frames.

Undersize pkts Number of undersized packets.

Oversize pkts Number of oversized packets (more than 1518 octets).

Release History

Release 7.1.1; command introduced.
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Related Commands

show interfaces counters Displays interface counters information (e.g., unicast, broadcast,
and multi-cast packets received/transmitted).

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF

ifTable

ifInErrors
ifOutErrors

alcetherStatsTable
alcetherStatsRxUndersizePkts
dot3StatsTable

dot3StatsAlignmentErrors
dot3StatsFCSErrors
dot3StatsFrameToolLong
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show interfaces flood-rate

Displays interface peak flood rate settings.

show interfaces [slot | slot/port[-port2]] flood-rate

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e N/A

Examples

-> show interfaces flood-rate

Slot/ Bcast Bcast Bcast Ucast Ucast Ucast Mcast Mcast Mcast
Port Value Type Status Value Type Status Value Type Status
————— e
1/1 496 mbps enable 496 mbps enable 496 mbps disable
1/2 496 mbps enable 496 mbps enable 496 mbps disable
1/3 496 mbps enable 496 mbps enable 496 mbps disable
1/4 496 mbps enable 496 mbps enable 496 mbps disable
1/5 496 mbps enable 496 mbps enable 496 mbps disable

output definitions

Slot/Port Interface slot and port numbers.

Value The value set based on the type of flood limiting.

Type The type of flood limiting: mbps, pps, or %

Status Status of the type of flood-limiting: enbaled or disabled.

Release History

Release 7.1.1; command introduced.
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Related Commands

interfaces flood-limit Configures the peak flood rate for an interface.

MIB Obijects

esmConfTable

esmPortSlot

esmPortlF
esmPortMaxFloodRate
esmPortFloodMcastEnable
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show interfaces traffic

Displays interface traffic statistics.

show interfaces [slot | slot/port[-port2]] traffic

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If no slot/port numbers are entered, traffic settings for all slots/ports on the switch are displayed.

Examples

-> show interfaces traffic

Slot/Port Input packets Input bytes Output packets Output bytes
--------- T T e L T T
172 322 20624 5125 347216
3/2 322 20620 5133 347764

output definitions

Slot/Port Interface slot and port numbers.
Input packets Input packets detected.

Input bytes Input bytes detected.

Output packets Output packets detected.
Output bytes Output bytes detected.

Release History

Release 7.1.1; command introduced.
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Related Commands

interfaces ddm Displays general interface information (e.g., hardware, MAC
address, and input/output errors).

show interfaces counters Displays interface counter information (e.g., unicast packets
received/transmitted).

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

ifXTable

ifHCInOctets
ifHCInUcastPkts
ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts
ifHCOutBroadcastPkts
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show interfaces ingress-rate-limit
Displays the ingress-rate-limit set for each interface port.

show interfaces [slot| slot/port[-port1]] ingress-rate-limit

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

portl Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

If the slot number is not specified, then the switch back pressure feature must be enabled or disabled on an
entire chassis.

Examples

-> show interfaces 1/1-4 ingress-rate-limit
Slot/ Rate Limit Burst Size Status

Port (Mbps) (mMB)

—————— o
171 496 19 disable
1/2 496 19 disable
1/3 496 19 disable
174 496 19 disable

output definitions

Slot/Port Interface slot and port numbers.
Rate Limit (Mbps) Rate limit in Megabits.

Burst Size (MB) Burst size in Megabytes.
Status Status of rate limiting.

Release History

Release 7.1.1; command introduced.
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Related Commands

interfaces duplex Configures the ingress-rate-limit.

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF
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show interfaces ddm

Displays the information for the specified transceivers.

show interfaces [slot| slot/port[-port1]] ddm [W-LOW W-HIGH STATUS A-LOW A-HIGH
ACTUAL]

Syntax Definitions

slot Display all the transceivers on the specified slot.

num Display information for the specfied transceiver.

port2 Last port number in a range of ports to display.

W-LOW Display the transceivers Warning Low value.

W-HIGH Display the transceivers Warning High value.

STATUS Display the administrative status of DDM.

A-LOW Display the transceivers Alarm Low value.

A-HIGH Display the transceivers Alarm High value.

ACTUAL The real-time values indicated by the transceiver. Values displayed in
parentheses indicate the Warning or Alarm value that has been
reached.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show interfaces transceiver W-Low

Slot/Port Temp C Voltage(V) Current(mA) Output(dBm) Input(dBm)

--------- Sy SR
171 48 5.15 50 2.50 2.50
1/2 a7 5.35 49 2.43 2.43
1/3 NA NA NA NA NA

-> show interfaces transceiver A-High

Slot/Port Temp C Voltage(V) Current(mA) Output(dBm) Input(dBm)
--------- e T e T 4

171 50 5.75 75 3.22 3.22
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show interfaces ddm

1/2 50
1/3 NA

65 3.22 3.22
NA NA NA

-> show interfaces 1/1 transceiver

Threshold Temp C Voltage(V) Current(mA) Output(dBm) Input(dBm)

------------ e e
Actual 50 1.95(WL) 75 4_.92(AH) 3.22
Alarm High 120 100 4.91 4.91
Warning High 90 90 4.77 4.77
Warning Low 10 60 0.00 0.00
Alarm Low -5 20 -3.01 -10

-> show interfaces transceiver ddm

DDM Status : enable
DDM Trap Status : disable

output definitions

Slot/Port

Temp C

Voltage (V)
Current (mA)
Output (dBm)
Input (dBm)
DDM Status
DDM Trap Status
Actual

Alarm High (AH)

Warning High (WH)
Warning Low (WL)
Alarm Low (AL)

N/A

Interface slot and port numbers.

The transceiver temperature, in degrees centigrade.
The transceiver supply voltage, in volts.

The transceiver transmit bias current, in milliamps.

The transceiver output power, in decibels.

The transceiver received optical power, in decibels.

The administrative status of DDM.

The administrative status of DDM traps.

The real-time values indicated by the transceiver. Values displayed in
parentheses indicate the Warning or Alarm value that has been
reached.

Indicates the value at which the transceiver’s functionality may be
affected.

Indicates the transceiver is approaching the High Alarm value.
Indicates the transceiver is approaching the Low Alarm value.

Indicates the value at which the transceiver’s functionality may be
affected.

Indicates the transceiver does support DDM.

Release History

Release 7.1.1; command introduced.
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Related Commands

show interfaces ddm Configures the DDM administrative status or trap capability.

MIB Obijects

ddmNotifications
ddmTemperature
ddmTempLowWarning
ddmTempLowAlarm
ddmTempHiWarning
ddmTempHiAlarm
ddmSupplyVoltage
ddmSupplyVoltageLowWarning
ddmSupplyVoltageLowAlarm
ddmSupplyVoltageHiWarning
ddmSupplyVoltageHiAlarm
ddmTxBiasCurrent
ddmTxBiasCurrentLowWarning
ddmTxBiasCurrentLowAlarm
ddmTxBiasCurrentHiWarning
ddmTxBiasCurrentHiAlarm
ddmTxOutputPower
ddmTxOutputPowerLowWarning
ddmTxOutputPowerLowAlarm
ddmTxOutputPowerHiWarning
ddmTxOutputPowerHiAlarm
ddmRxOpticalPower
ddmRxOpticalPowerLowWarning
ddmRxOpticalPowerLowAlarm
ddmRxOpticalPowerHiWarning
ddmRxOpticalPowerHiAlarm
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2 UDLD Commands

This chapter describes the CLI commands used to configure the UDLD (UniDirectional Link Detection)
protocol. UDLD operates at Layer 2 in conjunction with IEEE 802.3 Layer 1 fault detection mechanism. It
is a protocol used for detecting and disabling unidirectional Ethernet fiber or copper connections to avoid
interface malfunctions, Spanning Tree loops, media faults, and so on. It operates in two main modes
normal and aggressive.

The two basic mechanisms that UDLD follows are:

e Advertises port identity and learns about its neighbors. This information is maintained in a cache table.
e |t sends continuous echo messages when fast notifications are required.

MIB information for the UDLD commands is as follows:

Filename: AlcatelIND1UDLD.mib
Module: ALCATEL-IND1-UDLD-MIB

A summary of available commands is listed here:

udld

udld port

udld mode

udld probe-timer

udld echo-wait-timer
clear udld statistics port
show udld configuration
show udld configuration port
show udld statistics port
show udld neighbor port
show udld status port

Configuration procedures for UDLD are explained in “Configuring UDLD,” OmniSwitch 10K Network
Configuration Guide.
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udid

Globally enables or disables UDLD protocol on the switch.
udld {enable | disable}

Syntax Definitions

enable Globally enables UDLD on the switch.
disable Globally disables UDLD on the switch.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

The port shutdown by this command can be reset by using the interfaces admin command.

Examples

-> udld enable
-> udld disable

Release History

Release 7.1.1; command introduced.

Related Commands

udld port Enables or disables UDLD status on a specific port or a range of ports.
show udld configuration Displays the global status of UDLD configuration.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Obijects

alaudldGlobalStatus
alaudldGlobalConfigUdldStatus
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udld port

Enables or disables UDLD status on a specific port or a range of ports.

udld port slot/port[-port2] {enable | disable}

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (for example, 3/1-4 specifies ports 1-4 on slot 3).

enable Enables UDLD status on a port.

disable Disables UDLD status on a port.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

The UDLD protocol must be enabled before using this command.

Examples

-> udld port 1/3 enable
-> udld port 1/6-10 enable
-> udld port 2/4 disable

Release History

Release 7.1.1; command introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldPortConfigudldStatus
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UDLD Commands udld mode

udld mode

Configures the operational mode of UDLD on a specific port, a range of ports, or all the ports.

udld port [slot/port[-port2]] mode {normal | aggressive}

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (for example, 3/1-4 specifies ports 1-4 on slot 3).

normal Specifies UDLD operation in the normal mode.

aggressive Specifies UDLD operation in the aggressive mode.

Defaults

parameter default

normal | aggressive normal

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e The UDLD protocol must be enabled before using this command.
e The UDLD protocol is not supported on aggregate ports.

¢ In case of faulty cable connection, the port which is configured in normal mode of operation is
considered to be in the shutdown state.

Examples

-> udld mode aggressive

-> udld mode normal

-> udld port 1/3 mode aggressive

-> udld port 2/4 mode normal

-> udld port 2/9-18 mode aggressive

Release History

Release 7.1.1; command introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldPortConfiguUdldMode
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udid probe-timer

Configures the probe-message advertisement timer on a specific port, a range of ports, or all the ports.
Probe-messages are transmitted periodically after this timer expires.

udld port [slot/port[-port2]] probe-timer seconds
no udld port [slot/port[-port2]] probe-timer

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (for example, 3/1-4 specifies ports 1-4 on slot 3).

seconds The probe-message transmission interval, in seconds.

Defaults

parameter default

seconds 15

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ Use the no form of this command to reset the probe-message timer to the default value. Note that it is
not necessary to specify the probe-message interval to reset it.

e The UDLD protocol must be enabled before using this command.

e Configure probe-advertisement timer with values varying in a range of 12-18 seconds for better
convergence time and to avoid burst of probe advertisements.

Examples

-> udld probe-timer 20

-> udld port 1/3 probe-timer 16
-> udld port 1/8-21 probe-timer 18
-> no udld probe-timer

-> no udld port 1/3 probe-timer

Release History

Release 7.1.1; command introduced.

OmniSwitch CLI Reference Guide ~ December 2010 page 2-7



udld probe-timer UDLD Commands

Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldPortConfigUdldProbelntervalTimer
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udld echo-wait-timer

Configures the echo based detection timer on a specific port, a range of ports, or all the ports. This is
known as link detection period.

udld port [slot/port[-port2]] echo-wait-timer seconds

no udld port [slot/port[-port2]] echo-wait-timer

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (for example, 3/1-4 specifies ports 1-4 on slot 3).

seconds The echo based detection period, in seconds.

Defaults

parameter default

seconds 8

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to reset the echo based detection timer to the default value. Note that
it is not necessary to specify the echo based timer to reset it.

e The UDLD protocol must be enabled before using this command.

e An echo message is expected in reply from the neighbor within this time duration, otherwise, the port
is considered as faulty.

Examples

-> udld echo-wait-timer 9

-> udld port 1/5 echo-wait-timer 12

-> udld port 1/7-16 echo-wait-timer 12
-> no udld echo-wait-timer

-> no udld port 1/3 echo-wait-timer

Release History

Release 7.1.1; command introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldPortConfigUdldDetectionPeriodTimer
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clear udld statistics port

Clears the UDLD statistics for a specific port or for all the ports.

clear udld statistics [port slot/port]

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

If the slot/port option is not specified, UDLD statistics for the switch is cleared.

Examples

-> clear udld statistics port 1/4
-> clear udld statistics

Release History

Release 7.1.1; command introduced.

Related Commands

udid Globally enables or disables UDLD protocol on the switch.
show udld statistics port Displays the UDLD statistics for a specific port.

MIB Objects
alaudldGlobalClearStats
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show udld configuration

Displays the global status of UDLD configuration.

show udld configuration

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show udld configuration

Global UDLD Status : disabled,
Global UDLD Mode : normal,
Global UDLD Probe Timer (Sec) - 15,

Global UDLD Echo-Wait Timer (Sec) : 8
Global UDLD Status : Disabled

output definitions

Global UDLD Status Indicates the UDLD status on the switch. Options include enabled or
disabled.

Global UDLD Mode Indicates the UDLD mode on the switch. Options include normal or
aggressive.

Global UDLD Probe Timer A probe-message is expected after this time period.

(Sec)

Global UDLD Echo-Wait The detection of neighbor is expected with in this time period.

Timer (Sec)

Global UDLD Status Indicates the UDLD status on the switch. Options include enabled or
disabled.

Release History

Release 7.1.1; command introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldGlobalStatus
alaudldGlobalConfigudldStatus
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show udld configuration port

Displays the configuration information for all UDLD ports or for a particular UDLD port on the switch.

show udld configuration port [slot/port]

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

Defaults
By default, a list of all UDLD ports is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show udld configuration port

Slot/Port Admin State Oper Mode Probe-Timer Echo-Wait-Timer

----------- o
171 disabled normal 15 10
1/72 disabled normal 45 10
1/17 disabled normal 33 8
1/18 disabled normal 33 8
1/19 disabled normal 33 8
1/20 disabled aggresive 55 8
1/21 disabled aggresive 55 8
1/22 disabled aggresive 55 8
1741 disabled aggresive 77 8
1742 enabled aggresive 77 8
1/43 enabled aggresive 77 8
1744 enabled aggresive 77 8
1/45 enabled aggresive 77 8

-> show udld configuration port 1/44

Global UDLD Status : enabled,

Port UDLD Status : enabled,

Port UDLD State : bidirectional,
UDLD Op-Mode : aggresive,
Probe Timer (Sec) 77,

Echo-Wait Timer (sec) - 8
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show udld configuration port

output definitions

Slot/Port
UDLD-State

Oper-Mode
Global UDLD Status
Port UDLD Status

Probe Timer
Echo-Wait Timer

Slot number for the module and physical port number on that module.

Indicates the state of interface determined by UDLD operation, which
can be notapplicable, shutdown, undetermined or bidirectional.

Indicates the operational mode of UDLD protocol. Options include
normal or aggressive.

Indicates the UDLD status on the switch. Options include enabled or
disabled.

Indicates the UDLD status on a port. Options include enable or dis-
able.

A probe-message is expected after this time period.
The detection of neighbor is expected with in this time period.

Release History

Release 7.1.1; command introduced.

Related Commands

udld mode
udld probe-timer
udld echo-wait-timer

MIB Objects
alaudldGlobalStatus

Configures the operational mode of UDLD on a specific port, a range of
ports, or all the ports.

Configures the probe-message advertisement timer on a specific port, a
range of ports, or all the ports.

Configures the echo based detection timer on a specific port, a range of
ports, or all the ports.

alaudldGlobalConfigudldStatus

alaudldPortConfigTable

alaudldPortConfigUdldOperationalStatus
alaudldPortConfigUdlidMode
alaudldPortConfigudldStatus
alaudldPortConfigUdldProbeintervalTimer
alaudldPortConfigUdldDetectionPeriodTimer

alaudldPortNeighborStatsTable

alaudldNeighborName
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show udld statistics port

Displays the UDLD statistics for a specific port.

show udld statistics port slot/port

Syntax Definitions
slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples
-> show udld statistics port 1/42

UDLD Port Statistics

Hello Packet Send :8,
Echo Packet Send 8,
Flush Packet Recvd :0
UDLD Neighbor Statistics
Neighbor ID Hello Pkts Recv Echo Pkts Recv
______________ O S S,
1 8 15
2 8 15
3 8 21
4 8 14
5 8 15
6 8 20
output definitions
Hello Packet Send The number of hello messages sent by a port.
Echo Packet Send The number of echo messages sent by a port.
Flush Packet Recvd The number of UDLD-Flush message received by a port.
Neighbor ID The name of the neighbor.
Hello Pkts Recv The number of hello messages received from the neighbor.
Echo Pkts Recv The number of echo messages received from the neighbor.
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Release History

Release 7.1.1; command introduced.

Related Commands

udld probe-timer Configures the probe-message advertisement timer on a specific port, a
range of ports, or all the ports.

udld echo-wait-timer Configures the echo based detection timer on a specific port, a range of
ports, or all the ports.

MIB Obijects

alaudldPortNeighborStatsTable

alaudldNeighborName
alaudldNumHel loSent
alaudldNumHel 1oRcvd
alaudldNumEchoSent
alaudldNumEchoRcvd
alaudldNumFlushRcvd
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show udld neighbor port

Displays the UDLD neighbor ports.
show udld neighbor port slot/port

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples
-> show udld neighbor port 1/42

Neighbor ID Device Id Port Id

_________________ e
1 00:d0:95:ea:b2:48 00:d0:95:ea:b2:78
2 00:d0:95:ea:b2:48 00:d0:95:ea:b2:79
3 00:d0:95:ea:b2:48 00:d0:95:ea:b2:74
4 00:d0:95:ea:b2:48 00:d0:95:ea:b2:75
5 00:d0:95:ea:b2:48 00:d0:95:ea:b2:76
6 00:d0:95:ea:b2:48 00:d0:95:ea:b2:77

output definitions

Neighbor ID The name of the neighbor.
Device ID The device ID.
Port ID The port ID.

Release History

Release 7.1.1; command introduced.
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Related Commands

udld echo-wait-timer Configures the echo based detection timer on a specific port, a range of
ports, or all the ports. This is known as link detection period.
show udld statistics port Displays the UDLD statistics for a specific port.

MIB Objects

alaudldPortNeighborStatsTable
alaudldNeighborName
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UDLD Commands

show udld status port

Displays the UDLD status for all ports or for a specific port.

show udld status port [slot/port]

Syntax Definitions

slot/port

Defaults

The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

By default, a list of all UDLD ports is displayed.

Platforms Supported

OmniSwitch 10K

Usage Guidelines

N/A

Examples

-> show udld status port

Slot/Port Admin State Operational State

______________ e
1/1 disabled not applicable
1/2 disabled not applicable
1/3 disabled not applicable
1/21 disabled not applicable
1740 disabled not applicable
1741 disabled not applicable
1742 enabled bidirectional
1743 enabled bidirectional
1744 enabled bidirectional
1/45 enabled bidirectional
1/46 enabled bidirectional
1747 enabled bidirectional
1/48 enabled bidirectional

-> show udld status port 1/44

Admin State = enabled,

Operational State : bidirectional

output definitions

Slot/Port
Admin State
Operational State

Slot number for the module and physical port number on that module.

Indicates whether UDLD is administratively enabled or disabled.

Indicates the state of interface determined by UDLD operation, which
can be notapplicable, shutdown, undetermined or bidirectional.
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Release History

Release 7.1.1; command introduced.

Related Commands

udld port Enables or disables UDLD status on a specific port or a range of ports.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Obijects

alaudldGlobalStatus
alaudldPortConfigTable
alaudldPortConfigUdldOperationalStatus
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3 Source Learning
Commands

The Source Learning capability of OmniSwitch is responsible for creating, updating, and deleting source
and destination MAC Address entries in the MAC Address Table. This chapter includes descriptions of
Source Learning commands used to create or delete static MAC addresses, define the aging time value for
static and dynamically learned MAC addresses, and display MAC Address Table entries and statistics.

MIB information for Source Learning commands is as follows:

Filename: Alcatelind1MacAddress.mib
Module: ALCATEL-IND1-MAC-ADDRESS-MIB

A summary of the available commands is listed here:

mac-learning

mac-learning vlan static mac-address
mac-learning vlan multicast mac-address
mac-learning aging-time

mac-learning mode

show mac-learning

show mac-learning aging-time

show mac-learning mode
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mac-learning

Configures the status of source MAC address learning on a single port, a range of ports, or on a link
aggregate of ports.

mac-learning {port slot/port | linkagg linkagg} {enable | disable}

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

linkagg Specifies the link aggregate 1D number.

enable Enables source learning.

disable Disables source learning.

Defaults

By default, source learning is enabled on all ports.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Configuring source learning is not supported on Learned Port Security ports and individual ports that
are members of a link aggregate.

e When port-based source learning is configured for a link aggregate ID, it affects all the ports that are
members of the link aggregate.

e When MAC learning is disabled on a port or link aggregate, dynamic learning of MAC addresses is
stopped.

e Static MAC addresses associated with a port or link aggregate are not cleared when source learning is
disabled. Also, new static MAC address configurations are allowed on ports or link aggregates even
when source learning is disabled on them.

e Disabling source learning on a port or link aggregate is useful on a ring configuration where switch A
does not have to learn MAC addresses from switch B or for a Transparent LAN Service, where service
provider does not require the MAC addresses of the Customer network.

Examples

-> mac-learning port 1/2 enable
-> mac-learning linkagg 10 disable

Release History

Release 7.1.1; command added.
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Related Commands

show mac-learning Displays Source Learning status of and individual port or link
aggregate ports on a switch.

Related MIB Obijects

sIMacAddressTable

sIMacLearningControlTable
sIMacLearningControlEntry
sIMacLearningControlStatus
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mac-learning vlan static mac-address

Source Learning Commands

mac-learning vlan static mac-address

Configures a static destination unicast MAC address. The configured MAC address is assigned to a fixed
switch port or link aggregate ID and VLAN. If the destination of the data packets received on the VLAN
ports is the configured MAC address, then they are forwarded to the specific MAC address port.

mac-learning vlan vlan_id {port slot/port | linkagg linkagg_id} static mac-address mac_address

[bridging | filtering]

no mac-learning {vlan vlan_id [port slot/port | linkagg linkagg_id]} {static | dynamic} [mac-address

mac_address]

Syntax Definitions

vlan_id

slot/port

linkagg_id

static

dynamic

mac_address

VLAN ID number.

Enter the slot number for the module and the physical port number on
that module (for example, 3/1 specifies port 1 on slot 3).

Enter a link aggregate ID number. See Chapter 6, “Link Aggregation
Commands.”

Specifies a permanent static MAC address that is retained even after the
switch reboots.

Specifies a dynamic MAC address that is removed when the switch
reboots.

Enter the destination MAC Address to add to the MAC Address Table
(for example, 00:00:39:59:f1:0c).

bridging Specifies that all packets to or from this MAC address are bridged.

filtering Specifies that all packets to or from this MAC address are filtered or
dropped.

Defaults

parameter default

bridging | filtering bridging

Platforms Supported
OmniSwitch 10K
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Usage Guidelines

¢ Use the no form of this command to remove a static or dynamic MAC address from the Source Learn-
ing MAC Address Table.

e The specified port or link aggregate 1D mentioned along with the linkagg keyword must already
belong to the specified VLAN. Use the vlan members untagged command to assign a port or link
aggregate ID to a VLAN before you configure the static MAC address. Only the traffic from other
ports associated with the same VLAN is directed to the static MAC address port.

e Select the filtering parameter to set up a denial of service to block potential hostile attacks. Traffic sent
to or from a filtered MAC address is dropped. Select the bridging parameter for regular traffic flow to
or from the MAC address.

e The destination MAC addresses are maintained in the Source Learning MAC address table.

e If a packet received on a port associated with the same VLAN contains a source address that matches a
static MAC address, then the packet is discarded.

¢ Use the mac-learning aging-time command to set the aging time value for all static and dynamically
learned MAC addresses. This is the value applied to static MAC addresses defined using the mac-
learning timeout form of this command.

Examples

-> mac-learning vlan 10 port 1/10 static mac-address 00:00:39:59:f1:0c bridging
-> no mac-learning vlan 14 port 1/14 static
-> no mac-learning vlan 12 port 1/12 dynamic

Release History

Release 7.1.1; command introduced.

Related Commands

mac-learning aging-time Configures aging time, in seconds, for static and dynamically learned
MAC addresses.
show mac-learning Displays Source Learning MAC Address Table information.

show mac-learning aging-time Displays the current aging time value for the Source Learning MAC
Address Table.

MIB Obijects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition
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mac-learning vlan multicast mac-address Source Learning Commands

mac-learning vlan multicast mac-address

Configures a static multicast MAC address and assigns the address to one or more egress ports. Packets
received on ports associated with the specified VLAN that contain a destination MAC address that
matches the static multicast address are forwarded to the specified egress ports. Static multicast MAC
addresses are maintained in the Source Learning MAC address table.

mac-learning vlan vlan_id { port slot/port| linkagg linkagg_id } multicast mac-address
multicast_address [group group_id]

no mac-learning {vlan vlan_id [port slot/port | linkagg linkagg_id ]} {multicast [mac-address
multicast_address]}

Syntax Definitions

vlan_id VLAN ID number.

slot/port The egress slot and port combination that is assigned to the static
multicast MAC address.

linkagg_id Enter a link aggregate ID number. See Chapter 6, “Link Aggregation
Commands.”

multicast_address Enter the destination multicast MAC Address to add to the MAC
Address Table (for example, 01:00:39:59:f1:0c).

group_id This keyword cannot be user defined.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a static multicast MAC address from the Source Learning
MAC Address Table. Note that if no parameters are specified with this form of the command, then all
static multicast addresses are removed.

¢ Note that a MAC address is considered a multicast MAC address if the least significant bit of the most
significant octet of the address is enabled. For example, MAC addresses with a prefix of 01, 03, 05, 13,
and so on, are multicast MAC addresses.

e If a multicast prefix value is not present, then the address is treated as a regular MAC address and not
allowed when using the mac-learning vlan multicast mac-address command. Also note that
multicast addresses within the following ranges are not supported:

01:00:5E:00:00:00 to 01:00:5E:7F:FF:FF
01:80:C2: XX.XX. XX
33:33: X XXX XX XX
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Source Learning Commands mac-learning vlan multicast mac-address

The configured (static) multicast MAC address is assigned to a fixed switch port or link aggregate 1D
and VLAN.

In addition to configuring the same static multicast address for multiple ports within a given VLAN, it
is also possible to use the same multicast address across multiple VLANS.

To specify different ports and different ranges of ports use 2 or more instances of the port parameter
along with the port numbers or a range of port numbers.

To specify different link aggregates and different ranges of link aggregates, use 2 or more instances of
the linkagg parameter along with the link aggregate IDs or a range of link aggregate IDs.

The specified port or link aggregate 1D must already belong to the specified VLAN. Use the

vlan port default command to assign a port or link aggregate ID to a VLAN before you configure the
static MAC address. Only traffic from other ports associated with the same VLAN is directed to the
static multicast MAC address port.

If the configuration snapshot or write memory command is entered after a static multicast MAC
address is configured, the resulting ASCII file or boot.cfg file includes the “group group_id” as the
additional syntax for the mac-learning static-multicast command. The “group group_id” indicates
the number of the multicast group that the switch has assigned to the multicast MAC address for the
given VLAN association. Each multicast address — VLAN association is treated as a unique instance
and assigned a group number specific to that instance.

Note that if the port assigned to a multicast MAC address is down or administratively disabled when
the configuration snapshot or write memory command is used, the multicast MAC address is not
saved to the resulting ASCII file or boot.cfg file.

Examples

mac-learning vlan 355 port 4/2 multicast mac-address 02:00:39:59:f1:0c
mac-learning vlan 255 port 1/12 multicast mac-address 01:00:00:3a:44:11
mac-learning vlan 1500 port 1/10 multicast mac-address 03:00:00:3a:44:12
mac-learning vlan 455 linkagg 10 linkagg 12 multicast mac-address

:00:00:3a:44:13

no mac-learning vlan 1500 port multicast mac-address 03:00:00:3a:44:12
no mac-learning vlan 455 linkagg 10 multicast mac-address 04:00:00:3a:44:13
no mac-learning multicast mac-address

Release History

Release 7.1.1; command introduced.

Related Commands

show mac-learning Displays Source Learning MAC Address Table information.
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MIB Obijects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition
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Source Learning Commands mac-learning agingtime

mac-learning aging-time

Configures aging time, in seconds, for static and dynamically learned MAC addresses. When a MAC
address has aged beyond the aging-time value, the MAC address is discarded.
mac-learning aging-time {seconds | default}

no mac-learning aging-time

Syntax Definitions

seconds Aging time value (in seconds). Do not use commas in value.
default The aging time is set to default value of 300 seconds.
Defaults

By default, the aging time is set to 300 seconds.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the default parameter to set the aging-time back to the default value of 300 seconds.

e The aging time value is a global value that applies to all VLANSs. Configuring this value on a per
VLAN basis is not supported on this platform.

¢ Note that an inactive MAC address can take up to twice as long as the aging time value specified to be
removed from the MAC address table. For example, if an aging time of 60 seconds is specified, the
MAC address ages out any time between 60 and 120 seconds of inactivity.

e The MAC address table aging time is also used as the timeout value for the Address Resolution
Protocol (ARP) table. This timeout value determines how long the switch retains dynamically learned
ARP table entries.

Examples

-> mac-learning aging-time 1200
-> no mac-learning aging-time

Release History

Release 7.1.1; command introduced.
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Related Commands

show mac-learning Displays Source Learning MAC Address Table information.

show mac-learning aging-time Displays the current aging time value for the Source Learning MAC
Address Table.

MIB Objects

sIMacAddressAgingTable
sIMacAgingValue
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Source Learning Commands mac-learning mode

mac-learning mode

Enables or disables the distributed MAC source learning mode for the chassis. Enabling this mode
increases the number of learned MAC addresses supported to 16K per module and up to 64K per chassis.

mac-learning mode [centralized | distributed]

Syntax Definitions

centralized Enables centralized MAC source learning mode.
distributed Enables distributed MAC source learning mode.
Defaults

By default, distributed MAC source learning mode is disabled for the chassis.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e After the distributed MAC mode is either enabled or disabled using this command, immediately save
the switch configuration using the write memory command and then reboot the switch.

Examples

-> mac-learning mode centralized
-> mac-learning mode distributed

Release History

Release 7.1.1; command introduced.

Related Commands

show mac-learning mode Displays the current status of the distributed MAC source learning
mode.

MIB Objects

sIMacAddressTable
sIDistributedMacMode
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show mac-learning

Source Learning Commands

show mac-learning

Displays Source Learning MAC Address Table information.

show mac-learning [summary] [multicast | static | dynamic] [vlan vlan_id [-vlan_id2]] [slot slot | port
slot/port] [linkagg linkagg] [mac-address mac_address]

Syntax Definitions
summary

multicast

static
dynamic
vlan_id [-vlan_id2]

slot

slot/port

linkagg

mac_address

Defaults

Displays summary of all the parameters.

Display all the static multicast MAC addresses information contained in
the MAC address table.

Display static MAC addresses with a permanent status.
Display dynamically learned MAC addresses.
A contiguous range of VLAN ID numbers (for example, 5-10).

Enter the slot number for a module to specify that the command must
include all ports on that module (for example, 6 specifies all ports on the
module found in slot 6 of the switch chassis).

Enter the slot number and the physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

Enter a link aggregate ID number. See Chapter 6, “Link Aggregation
Commands.”

Enter a MAC Address (for example, 00:00:39:59:f1:0c).

By default, information is displayed for all MAC addresses contained in the table.

Platforms Supported

OmniSwitch 10K

Usage Guidelines

¢ Note that only one VLAN entry - a single VLAN ID or a range of VLAN IDs is allowed with this
command. Multiple VLAN entries are not accepted.

e If astatic MAC address is configured on a port link that is down or disabled, an asterisk appears to the
right of the MAC address in the show mac-learning command display. The asterisk indicates that this
is an invalid MAC address. When the port link comes up, however, the MAC address is then
considered valid and the asterisk no longer appears next to the address in the display.
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Examples

-> show mac-learning summary

Mac Address Table Count:

Permanent Address Count =0,
Dynamic Learned Address Count = 16,
Static Multicast Address Count =0,
Total MAC Address In Use = 16

-> show mac-learning

Legend: Mac Address: * = address not valid

Vlan Mac Address Type Protocol Operation Interface
—————— e
1 00:00:00:00:00:01 learned 0800 bridging 8/ 1
1 00:d0:95:6a:73:9a learned aaaa0003 bridging 10/23

Total number of Valid MAC addresses above = 2

-> show mac-learning vlan 10-15
Legend: Mac Address: * = address not valid

Vlan Mac Address Type Protocol Operation Interface
------ T T s T ST

10 00:00:00:00:00:01 learned 0800 bridging 1/2

10 00:d0:95:6a:73:9a learned aaaa0003 bridging 172

11 00:d0:95:a3:e0:0d learned - bridging 1/3

11 00:d0:95:a3:e5:09 learned - bridging 1/3

11 00:d0:95:a3:e7:75 learned -— bridging 174

12 00:d0:95:a3:ed:f7 learned -— bridging 2/1

12 00:d0:95:a8:2a:b6 learned - bridging 2/1

12 00:d0:95:ad:e3:cc learned - bridging 2/1

13 00:d0:95:ae:3b:f6 learned - bridging 2/8

13 00:d0:95:b2:3d:fa learned - bridging 2/8

Total number of Valid MAC addresses above = 14

output definitions

VLAN Vlan ID number associated with the MAC address and the slot/port.

Mac Address MAC address that is currently learned or statically assigned.

Type MAC address management status: dynamic or static.

Protocol Protocol type for the MAC address entry. Note that if the hardware
source learning mode is active for the port, this field is blank.

Operation The disposition of the MAC address: bridging (default) or filtering.

Interface The slot number for the module and the physical port number on that

module that is associated with the static or dynamically learned MAC
address. If the interface is a link aggregate ID, zero is displayed as the
slot number (for example, 0/29).

Release History

Release 7.1.1; command introduced.
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show mac-learnin Source Learning Commands
9 g

Related Commands

show mac-learning aging-time Displays the current aging time value for the Source Learning MAC
Address Table.

MIB Obijects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition
sIMacAddressProtocol
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Source Learning Commands show mac-learning aging-time

show mac-learning aging-time

Displays the current aging time value for the Source Learning MAC Address Table.

show mac-learning aging-time

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Note that the aging time is the same for all VLANS because it is not configurable on a per-VLAN basis.
The aging time value on this platform is a global parameter that applies to all VLANSs.

Examples

-> show mac-learning aging-time

Mac Address Aging Time (seconds) = 300

Release History

Release 7.1.1; command introduced.

Related Commands

show mac-learning Displays Source Learning MAC Address Table information.

MIB Objects

sIMacAddressAgingTable
sIMacAgingValue
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show mac-learning learning-state

Displays the source learning status of a VLAN, port or link aggregate.

show mac-learning learning-state [vlan vlan[-vlan2] | port slot/port | linkagg linkagg]

Syntax Definitions

vlan The VLAN ID number.

-vlan2 The last VLAN ID in a range of VLAN IDs.

slot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

linkagg Specifies the link aggregate identifier.

Defaults

By default, the source learning status for all switch ports and link aggregates is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the port or linkagg keywords along with the port ID and link aggregate ID to display the source
learning status for a specific port or link aggregate ID.

e Use the vlan keyword along with the VLAN ID or a range of VLAN IDs to display the source learning
status for the specified VLAN or range of VLANS.

e Qutput display for a range of port IDs is supported with this command. However, output display for a
range of link aggregate 1Ds is not supported.

e When the source learning status is configured for a link aggregate ID, it affects all the ports that are
members of the link aggregate. However, source learning status cannot be configured on individual
ports which are members of the link aggregate.

Example

-> show mac-learning learning-state

port mac-learning
_____ S
1/1 disabled
1/2 enabled
1/3 disabled

-> show mac-learning learning-state port 1/2

port mac-learning
_____ S —

1/2 enabled
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-> show mac-learning learning-state linkagg 10
port mac-learning
_____ S —

0/10 disabled

output definitions

port The slot/port number for a switch port or a link aggregate ID number. If
the interface is a link aggregate ID, zero is displayed as the slot number
(for example, 0/29).

mac-learning The source learning status of the port or link aggregate (enabled or
disabled). Configured through the mac-learning command.

-> show mac-learning learning-state vlan 1-5

Vlan Learning State
____________ R,
1 Enabled
5 Enabled

output definitions
Vlan The VLAN ID numbers of the VLANS that are active.
Learning State The MAC learning state of the VLANSs.

Release History

Release 7.1.1; command introduced

Related Commands

mac-learning Configures the status of source MAC address learning on a single
port, a range of ports or on a link aggregate of ports.

Related MIB Obijects

sIMacAddressTable

sIMacLearningControlTable
sIMacLearningControlEntry
sIMacLearningControlStatus
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show mac-learning mode

Displays the current status (enabled or disabled) of the distributed MAC source learning mode.

show mac-learning mode

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A.

Examples

-> show mac-learning mode
MAC Learning Mode Configuration = CENTRALIZED
New Configured MAC Learning Mode After Reboot = DISTRIBUTED

-> show mac-learning mode
MAC Learning Mode Configuration = DISTRIBUTED

Release History

Release 7.1.1; command introduced.

Related Commands

mac-learning mode Enables or disables the distributed MAC source learning mode.

MIB Obijects

sIMacAddressTable
sIDistributedMacMode
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4 VLAN Management
Commands

VLAN management software handles VLAN configuration and the reporting of VLAN configuration
changes to other switch tasks. A VLAN defines a broadcast domain that contains physical ports and can
span across multiple switches. All switches contain a default VLAN 1. Physical switch ports are initially
assigned to VLAN 1 until they are statically or dynamically assigned to other VLANS.

This chapter includes descriptions of VLAN management commands used to create, modify or remove
VLANS. These commands allow you to enable or disable Spanning Tree Protocol (STP), add or remove
virtual router interfaces, statically assign physical switch ports to a default VLAN, and display VLAN
configuration information.

MIB information is as follows:

Filename: AlcatelIND1VIanManager.mib
Module:  ALCATEL-IND1-VLAN-MGR-MIB

A summary of the available commands is listed here:

vlan

vlan members untagged
vlan members tagged
vlan mtu-ip

show vlan

show vlan members
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vian

Creates a new VLAN with the specified VLAN ID (VID) and an optional description.
vlan vlan_id [admin-state {enable | disable}] [name description]

no vlan vlan_id

Syntax Definitions

vlan_id A numeric value that uniquely identifies an individual VLAN. This
value becomes the VLAN ID for the new VLAN.

enable Enable VLAN administrative status.

disable Disable VLAN administrative status.

description An alphanumeric string. Optional name description for the VLAN ID.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete a VLAN from the configuration.

e All VLAN ports and routers are detached before the VLAN is removed. If the VLAN deleted is a
default VLAN on the port, the port returns to default VLAN 1.

e If the VLAN deleted is not a default VLAN, then the ports are directly detached from the VLAN.

e A VLAN is not operationally active until at least one of the member ports of the VLAN is active and
can forward traffic.

¢ Note that specifying multiple VLAN IDs and/or a range of VLAN IDs on the same command line is
allowed. Use a hyphen to indicate a contiguous range of VLAN ID entries (for example, vlan 10-15).

e When a VLAN is administratively disabled, static port assignments are retained but traffic is not
forwarded from these ports.

e The description can be any alphanumeric string. Enclose the description in double quotes if it contains
more than one word with space in between.
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Examples

-> vlan 200 name “Corporate VLAN”
-> vlan 720 admin-state disable
-> no vlan 1020

Release History

Release 7.1.1; command introduced.

Related Commands

vlan members untagged Statically assigns ports to a VLAN.
show vlan Displays a list of existing VLANSs.
show vlan members Displays VLAN port assignments.

MIB Obijects

vlianTable

vianNumber
vlanDescription
vlanAdmStatus
vlanOperStatus
vlanStatus
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vlan members untagged

Configures a new default VLAN for a single port or an aggregate of ports. The VLAN specified with this
command is referred to as the configured default VLAN for the port.

vlan vlan_id [-vlan_id2] members {port slot/port[-port1] | linkagg linkagg_id[-linkagg_id2]} untagged
no vlan vlan_id [-vlan_id2] members {port slot/port[-portl]| linkagg_id linkagg_id[-linkagg_id2]}

Syntax Definitions

vlan_id An existing VLAN ID number of the VLAN to assign as the default
VLAN configured for the port.

slot/port[-portl] The slot number for the module and the physical port number
(for example, 3/1 specifies port 1 on slot 3) or a range of physical port
numbers on that module (for example, 3/1-16).

linkagg_id[-linkagg_id2] The link aggregate ID number or range of IDs to be assigned to the
specified VLAN.

Defaults
VLAN 1 is the default VLAN for all ports.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a port or link aggregate from its configured default VLAN
and restore VLAN 1 as the default VLAN.

e The VLAN ID and link aggregate ID specified with this command must already exist in the switch
configuration.

¢ This command configures the port or link aggregate to send and receive untagged packets for the speci-
fied VLAN ID, which becomes the default VLAN of the port.

e Every switch port or link aggregate has only one configured default VLAN. The 802.1Q tagged ports,
however, can have additional VLAN assignments, which are often referred to as secondary VLANS.

Examples

-> vlan 20 members port 4/1-24 tagged
-> vlan 20 members linkagg 2-4 untagged
-> no vlan 1-4 members port 4/1-24

-> no vlan 20 members linkagg 2-4

Release History

Release 7.1.1; command introduced.

page 4-4 OmniSwitch CLI Reference Guide  December 2010



VLAN Management Commands vlan members untagged

Related Commands

vlan Creates a VLAN.

vlan members tagged Configures a port to accept 802.1q-tagged packets for a specific VLAN.
show vlan Displays list of existing VLANS.

show vlan members Displays VLAN port assignments.

MIB Obijects

vpaTable

vpaVlanNumber
vpal flndex
vpaType
vpaState
vpaStatus
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vlan members tagged

Configures a port or link aggregate ID to send and receive 802.1q-tagged packets with the specified
VLAN ID.

vlan vlan_id[-vlan_id2] members {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} tagged
no vlan vlan_id[-vlan_id2] members {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]}

Syntax Definitions

vlan_id The VLAN ID number for a preconfigured VLAN that will handle the
802.1Q-tagged traffic for this port. The valid range is 1-4094.

slot The slot number for the 802.1Q tagging.

port The port number for the 802.1Q tagging.

-port2 The last port number in a range of ports.

linkagg_id The link aggregation ID, which allows you to configure 802.1Q tagging
on an aggregate of ports. The valid range is 1 to 31.

-linkagg_id2 The last link aggregate ID in a range.

Defaults

By default, all ports are untagged (they only carry untagged traffic for the default VLAN to which the port
belongs).

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete 802.1Q tagging on a port or an aggregate of ports.

e The VLAN ID and link aggregate 1D specified with this command must already exist in the switch
configuration.

e A port or link aggregate cannot be tagged with its own default VLAN ID.

Examples

-> vlan 2 members port 3/1 tagged
-> vlan 100 members port 4/1-10
-> vlan 100 members linkagg 10
-> vlan 100 members linkagg 1-4
-> no vlan 2 members port 3/1

Release History

Release 7.1.1; command introduced.
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Related Commands

vlan Creates a VLAN.
vlan members untagged Configures the default VLAN for the specified port or link aggregate.
show vlan members Displays VLAN port assignments.

MIB Obijects

gPortVlanTable

gPortVlanSlot
gPortVlanPort
gPortVLanStatus
gPortVlanTagValue
gPortVlanDescription
gAggregateVlanTagValue
gAggregateVlanAggregateld
gAggregateVlanStatus
gAggregateVlanDescription
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vlan mtu-ip

Configures the maximum transmission unit (MTU) packet size allowed for all ports associated with a
VLAN. This value is configured on a per VLAN basis, so all IP interfaces assigned to the VLAN apply the
same MTU value to packets sent on VLAN ports.

vlan vlan_id mtu-ip size

Syntax Definitions

vlan_id An existing VLAN ID number of the VLAN to assign as the default
VLAN configured for the port.

size Packet size value specified in bytes.

Defaults

By default, the MTU size is set to 1500 bytes (the standard Ethernet MTU size).

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The MTU size applies to traffic sent on all switch ports that are associated with the specified VLAN
regardless of the port speed (for example, 10/100 Ethernet, gigabit Ethernet). Therefore, assign only
ports that are capable of handling the MTU size restriction to the VLAN. If the VLAN MTU size is
greater than 1500, do not assign 10/100 Ethernet ports to the VLAN.

¢ By default, packets that exceed the MTU size are dropped. To enable MTU discovery and
fragmentation, use the icmp type command to enable the “frag needed but DF bit set” control (for
example, icmp type 3 code 4 enable).

e The maximum MTU size value for a Multi-chassis MCM-IPC VLAN its 9198.

Examples

-> vlan 200 mtu-ip 1000
-> vlan 1503 mtu-ip 9198

Release History

Release 7.1.1; command introduced.
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Related Commands

vlan Creates a VLAN.
icmp type Configures a port to accept 802.1q-tagged packets for a specific VLAN.
show vlan Displays list of existing VLANS.

MIB objects

vlanTable
vianMtu
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show vian

Displays a list of VLANSs configured on the switch.

show vlan [vlan_id]

Syntax Definitions
vlan_id VLAN ID number.

Defaults
By default, a list of all VLANS is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Specify a VLAN ID with this command to display information about a specific VLAN.

¢ Note that specifying a range of VLAN IDs is also allowed. Use a hyphen to indicate a contiguous range
(for example, show vlan 10-15). Note that only one VLAN entry - a single VLAN ID or a range of
VLAN IDs is allowed with this command. Multiple entries are not accepted.

Examples

-> show vlan

vlan type admin oper ip mtu name

————— Fom e
1 std Ena Dis Dis 1500 Finance IP
10 std Ena Dis Dis 1500 VLAN 10
11 std Ena Dis Dis 1500 VLAN 11

output definitions

vlan The numerical VLAN ID. Use the vlan command to create or remove
VLANS.

type The type of VLAN (mtp, ipc, std, vip).

admin VLAN administrative status: Ena specifies that VLAN functions are

enabled; Dis specifies that VLAN functions are disabled. Use the vlan
command to change the VLAN administrative status.

oper VLAN operational status: Ena (enabled) or Dis (disabled). The
operational status remains disabled until an active port is assigned to
the VLAN. When the operational status is enabled, then VLAN
properties (for example router interfaces, Spanning Tree) are applied to
ports and traffic flow. A VLAN must have an enabled administrative
status before it can become operationally enabled.
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show vlan

output definitions (continued)

P

mtu

name

IP router interface status: Ena (IP interface exists for the VLAN) or Dis
(no IP router interface exists for the VLAN). Use the ip interface
command to define an IP router interface for a VLAN.

Maximum Transmission Unit: Size of largest data packet that the
VLAN port can transmit. Configured through the vlan mtu-ip com-
mand.

The user-defined text description for the VLAN. By default, the VLAN
ID is displayed if the VLAN description is not specified. Configured
through the vlan command.

-> show vlan 1

Name

Type

Administrative State
Operational State

IP Router Port

1P MTU

output definitions

: Finance IP,
: Static Vlan,
: enabled,
: disabled,

: disabled,
- 1500

Name

Type

Administrative State

Operational State

IP Router Port

IP MTU

The user-defined text description for the VLAN. By default, the VLAN
ID is displayed if the VLAN description is not specified.

The type of VLAN (MTP Vlan, IPC Vlan, Standard Vlan, VIP
Vlan)

VLAN administrative status: enabled VLAN functions are enabled;
disabled specifies that VLAN functions are disabled. Use the vlan
command to change the VLAN administrative status.

VLAN operational status: Ena (enabled) or Dis (disabled). The
operational status remains disabled until an active port is assigned to
the VLAN. When the operational status is enabled, then VLAN
properties (for example router interfaces, Spanning Tree) are applied to
ports and traffic flow.

IP router port status: Ena (IP interface exists for the VLAN) or Dis (no
IP router interface exists for the VLAN). Use the ip interface
command to define an IP router interface for a VLAN.

Maximum Transmission Unit: Size of largest data packet that the
VLAN port can transmit.

Release History

Release 7.1.1; command introduced.
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Related Commands

show vlan members Displays VLAN port assignments.

MIB Obijects

vlanMgrVlan
vlanTable

vianNumber
vlanDescription
vlanAdmStatus
vlanOperStatus
vlanStatus
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show vian members

Displays VLAN port associations (VPAs) for all VLANS, a specific VLAN, or for a specific port.
show vlan [vlan_id [-vlan_id2]] members [port [slot/port[-port2]| linkagg linkagg_id [-linkagg_id2]]

Syntax Definitions

vlan_id VLAN ID number.

-vlan_id2 The last VLAN ID in a range of VLAN IDs.

slot/port Enter the slot number for the module and the physical port number on
that module (for example 3/1 specifies port 1 on slot 3).

linkagg_id Enter the link aggregate ID number to assign to the specified VLAN.

linkagg_id2 The last link aggregate ID in a range of IDs to be assigned to a
specified VLAN.

Defaults

If no parameters are specified with this command, a list of all VLANS and their assigned ports is displayed
by default.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e If the vlan_id is specified without a slot/port or linkagg_id, then all port assignments for that VLAN
are displayed.

e If the slot/port or linkagg_id is specified without a vlan_id, then all VLAN assignments for that port
are displayed.

e If both the vlan_id and slot/port or linkagg_id are specified, then information only for that VLAN and
slot/port or link aggregate ID is displayed.

¢ Note that specifying a range of VLAN IDs is also allowed. Use a hyphen to indicate a contiguous
range (for example, show vlan 10-15 port). Note that only one VLAN entry - a single VLAN ID or a
range of VLAN IDs is allowed with this command. Multiple entries are not accepted.
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VLAN Management Commands

Examples
-> show vlan members
vlan port type status
S — . R —— Fom o +
1 1/1 default inactive
2 1/2 default blocking
1174 qtagged forwarding
3 1/2 qtagged blocking
1174 default forwarding
2/5 dynamic  forwarding
-> show vlan 10 members
port type status
R — Fom—— Fom +
1/1 default forwarding
1/2 qtagged forwarding

-> show vlan members port 3/2

vlan type status
Fom——_—— Fom e —_—— Fom e - +
1 default forwarding
2 qtagged forwarding
5 dynamic blocking
3 qtagged blocking
-> show vlan 1-11 members port 1/3
type . default,
status inactive,
vlan admin : enabled,
vlan oper : disabled,

output definitions

vlan
port

type

status

vlan admin

vlan oper

Numerical VLAN ID. Identifies the VLAN assignment of the port.

The slot number for the module and the physical port number on that
module (for example 3/1 specifies port 1 on slot 3).

The type of VPA: default (configured default VLAN assignment for
the port), qtagged (802.1Q tagged secondary VLAN assignment for the
port), mirror (port is mirroring the VLAN assignment of another port),
dynamic (configured dynamic VLAN assignment for the port).

The VPA status: inactive (port is not active), forwarding (traffic is
forwarding on this VPA), blocking (traffic is not forwarding on this
VPA)

VLAN administrative status: enabled enables VLAN functions to oper-
ate; disabled disables VLAN functions without deleting the VLAN.
Use the vlan command to change the VLAN administrative status.

VLAN operational status: enabled or disabled. The

operational status remains disabled until an active port is assigned to
the VLAN. When the operational status is enabled, then VLAN
properties (for example router interfaces, Spanning Tree) are applied to
ports and traffic flow. A VLAN must have an enabled administrative
status before it can become operationally enabled.
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Release History
Release 7.1.1; command introduced.

Related Commands

show vlan Displays list of VLANSs configured on the switch.
show ip interface Displays IP router information.

MIB Obijects

vlanMgrVpa

vpaTable
vpaVlanNumber
vpalflndex
vpaType
vpaState
vpaStatus

vianMgrVilan

vlanTable
vlanAdmStatus
vlanOperStatus
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5 Distributed Spanning
Tree Commands

The Spanning Tree Algorithm and Protocol (STP) is a self-configuring algorithm that maintains a
loop-free topology while providing data path redundancy and network scalability. Based on the IEEE
802.1D standard, the Alcatel-Lucent STP implementation distributes the Spanning Tree load between the
primary management module and the network interface modules. This functionality improves network
robustness by providing a Spanning Tree that continues to respond to BPDUs and port link up and down
states in the event of a fail over to a backup management module or switch.

In addition to a distributed architecture, this implementation also provides the following Spanning Tree
features:

e Automatic configuration of a physical topology into a single Spanning Tree to ensure that there is only
one data path between any two switches.

¢ Fault tolerance within the network topology. The Spanning Tree is reconfigured in the event of a data
path or bridge failure or when a new switch is added to the topology.

e Support for four Spanning Tree protocols: 802.1D (STP), 802.1W (RSTP), and 802.1Q 2005 (MSTP).

e A flat Spanning Tree operating mode. If STP or RSTP is used, this mode applies a single STP instance
across all VLANSs. If MSTP is used, this mode applies a single STP instance to each Multiple
Spanning Tree Instance (MSTI), which identifies a set of VLANS.

e A per-VLAN Spanning Tree operating mode that applies a single STP instance for each defined VLAN
on the switch.

e An STP topology that includes 802.1Q tagged ports and link aggregate logical ports in the calculation
of the physical topology.

MIB information for Distributed Spanning Tree commands is as follows:

Filename: AlcatelIND1VIanSTP.MIB
Module: STP-MGMT-MIB
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A summary of the available commands is listed here:

Bridge commands

spantree mode

spantree protocol
spantree priority
spantree hello-time
spantree max-age
spantree forward-delay
spantree bpdu-switching
spantree path-cost-mode
spantree vlan admin-state
spantree auto-vlan-containment
show spantree

show spantree cist

show spantree msti

show spantree vlan

show spantree mode

Port commands

spantree cist

spantree vlan

spantree priority

spantree cist path-cost
spantree msti path-cost
spantree vlan path-cost
spantree cist mode
spantree vlan mode
spantree cist connection
spantree vlan connection
spantree cist admin-edge
spantree vlan admin-edge
spantree cist auto-edge
spantree vlan auto-edge
spantree cist restricted-role
spantree vlan restricted-role
spantree cist restricted-tcn
spantree vlan restricted-tcn
spantree cist txholdcount
spantree vlan txholdcount
show spantree ports

show spantree cist ports
show spantree msti ports
show spantree vlan ports

MST region commands

spantree mst region name
spantree mst region revision-level
spantree mst region max-hops
show spantree mst

MST instance commands

spantree msti

spantree msti vlan

show spantree msti vlan-map
show spantree cist vlan-map
show spantree map-msti

PVST+ commands

spantree pvst+compatibility
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spantree mode

Selects the flat Spanning Tree or per-VLAN Spanning Tree operating mode for the switch. These modes
are exclusive; however, it is not necessary to reboot the switch when the STP modes are changed.

spantree mode {flat | per-vlan}

Syntax Definitions

flat One Spanning Tree instance per switch.
per-vian One Spanning Tree instance for each VLAN configured on a switch.
Defaults

By default, the Spanning Tree mode for the switch is set to per-VLAN.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The Multiple Spanning Tree Protocol (MSTP), as defined in the IEEE 802.1Q 2005 standard, is only
supported on switches operating in the flat Spanning Tree mode.

e If standard STP or RSTP is used when the switch is running in the flat mode, a single STP instance is
applied across all VLANSs. For example, if a port belonging to VLAN 10 and a port belonging to
VLAN 20 connect to the same switch together, then STP blocks one of these ports.

e If MSTP is used when the switch is running in the flat mode, a single STP instance is applied to each
Multiple Spanning Tree Instance (MSTI). Each MSTI represents a set of VLANS.

e Flat Spanning Tree mode supports fixed (untagged) and 802.1Q tagged ports in each VLAN. However,
Bridge Protocol Data Units (BPDUSs) are always untagged.

¢ If the per-VLAN mode is selected, a single Spanning Tree instance is enabled for each VLAN config-
ured on the switch. For example, if there are five VLANSs configured on the switch, then there are five
separate Spanning Tree instances. In essence, a VLAN is a virtual bridge that has its own bridge ID
and
configurable STP parameters, such as protocol, priority, hello time, max-age, and forward delay.

e When operating in per-VLAN mode, 802.1Q tagged ports participate in an 802.1Q Spanning Tree
instance that allows the Spanning Tree to extend across tagged VLANSs. As a result, a tagged port can
participate in more than one Spanning Tree instance; one for each VLAN that the port carries.

e |faVLAN contains both fixed and tagged ports and the switch is operating in per-VLAN Spanning
Tree mode, then a hybrid of the two Spanning Tree instances (single and 802.1Q) is applied. If a
VLAN appears as a tag on a port, then the BPDU for that VLAN are also tagged. However, if a VLAN
appears as the configured default VLAN for the port, then BPDU are not tagged and the single Span-
ning Tree instance applies.

e Regardless of which mode the switch is running in, it is possible to administratively disable the
Spanning Tree status for an individual VLAN (see Chapter 4, “VLAN Management Commands”).
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Note. Active ports associated with such a VLAN are excluded from any Spanning Tree calculations and
remain in a forwarding state.

Examples

-> spantree mode flat
-> spantree mode per-vlan

Release History

Release 7.1.1; command introduced.

Related Commands

spantree protocol Selects the Spanning Tree protocol for the specified instance.

spantree bpdu-switching Enables the switching of Spanning Tree BPDU on a VLAN that has
Spanning Tree disabled.

show spantree Displays VLAN Spanning Tree parameter values.

MIB Obijects

vStpTable

vStpNumber
vStpMode
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spantree protocol

Configures the Spanning Tree protocol for the flat mode Common and Internal Spanning Tree (CIST)
instance or for an individual VLAN instance.

spantree [cist | vlan vlan_id] protocol {stp | rstp | mstp}

Syntax Definitions

cist The CIST instance (also known as MSTI 0). This parameter is config-
urable in both modes (flat or per-VLAN).

vlan_id An existing VLAN ID number. This parameter is configurable in both
modes (flat or per-VLAN).

stp IEEE 802.1D standard Spanning Tree Algorithm and Protocol.

rstp IEEE 802.1W Rapid Spanning Tree Protocol.

mstp IEEE 802.1Q 2005 Multiple Spanning Tree Protocol. This protocol is

not supported on a per-VLAN basis.

Defaults
By default, the Spanning Tree protocol is set to RSTP.

parameter default

cist | vlan vlan_id cist

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e If the optional cist or vlan parameter is not specified with this command, the protocol is set for the
CIST instance by default. This is true regardless of which mode (flat or per-VLAN) is active.

Note. Selecting MSTP is only an option for the flat mode CIST instance and is required to configure
Multiple Spanning Tree Instances (MSTI).

e MSTP is only active when the switch is operating in the flat Spanning Tree mode. STP and RSTP are
active when the switch is operating in either the flat or per-VLAN Spanning Tree mode.

e Deleting all existing MSTIs is required before changing the protocol from MSTP to STP or RSTP.

Note. When the protocol is changed to/from MSTP, the bridge priority and port path cost values for the
flat mode CIST instance are reset to their default values. However, if the path cost mode was set to 32-bit
prior to the protocol change, the path cost is not reset to the default value. See the spantree path-cost-
mode command page for more information.
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Examples

-> spantree protocol mstp
-> spantree cist protocol mstp
-> spantree vlan 5 protocol rstp

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
show spantree Displays the Spanning Tree instance configuration.

MIB Obijects

vStplInsTable

vStplnsNumber
vStplnsMode
vStplnsProtocolSpecification
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spantree vlan admin-state

Enables or disables the Spanning Tree status for a VLAN.

spantree vlan vlan_id [-vlan_id2] admin-state {enable | disable}

Syntax Definitions

vlan_id[-vlan_id2] An existing VLAN ID number. Use a hyphen to specify a range of
VLANS (10-15).

enable Enables Spanning Tree for the specified VLAN.

disable Disables Spanning Tree for the specified VLAN.

Defaults

By default, the Spanning tree status is enabled for a VLAN instance.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

VLAN Spanning Tree instances are only active when the switch is running in the per-VLAN mode.
However, configuring the VLAN Spanning Tree status is allowed in both modes (per-VLAN and flat).

Examples

-> spantree vlan 850-900 admin-state enable
-> gpantree vlan 720-750 admin-state disable
-> spantree vlan 500 admin-state disable

Release History

Release 7.1.1; command introduced.

Related Commands

vlan Creates a VLAN.
show vlan Displays a list of existing VLANSs.
show vlan members Displays VLAN port assignments.

MIB Obijects

vianTable

vianNumber
vlanAdmStatus
vlanOperStatus
vlanStatus
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spantree mst region name

Defines the name for a Multiple Spanning Tree (MST) region. One of three attributes (hame, revision
level, and a VLAN to MST instance association table) that defines an MST region as required by the IEEE
802.1Q 2005 standard. Switches that share the same attribute values are all considered part of the same
MST region. Currently each switch can belong to one MST region at a time.

spantree mst region name name

no spantree mst region name

Syntax Definitions

name An alphanumeric string. Use quotes around string if the name contains
multiple words with spaces between them (for example “Alcatel-Lucent
Marketing™).

Defaults

By default, the MST region name is left blank.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove the MST region name.

Note. It is not necessary to specify the region name to remove it.

e To change the existing region, use this command with a string value that is different than the existing
region name.

e Specifying an MST region name is allowed regardless of which Spanning Tree operating mode or
protocol is currently active on the switch. However, MST configuration values, such as region name,
only apply when the switch is operating in the flat Spanning Tree mode and using MSTP.

Examples

-> spantree mst region name SalesRegion
-> spantree mst region name “Alcatel-Lucent Marketing”
-> no spantree mst region name

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mst region revision-  Defines the revision level for an MST region.

level

spantree mst region max-hops Defines the maximum number of hops for the MST region.

spantree msti Defines a MSTI number that identifies an association between a range
of VLANSs and a Spanning Tree instance.

spantree msti vlan Defines an association between a range of VLANSs and a single MSTI.

MIB Obijects

vStpMstRegionTable

vStpMstRegionNumber
vStpMstRegionConfigName
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spantree mst region revision-level

Defines the revision level for a Multiple Spanning Tree (MST) region. One of three attributes (name,
revision level, and a VLAN to MST instance association table) that defines an MST region as required by
the IEEE 802.1Q 2005 standard. Switches that share the same attribute values are all considered part of the
same MST region. Currently each switch can belong to one MST region at a time.

spantree mst region revision-level rev_level

Syntax Definitions

rev_level A numeric value that identifies the MST region revision level for the
switch.

Defaults

By default, the MST revision level is set to zero.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

An MST region revision level can be assigned to the MST region regardless of which Spanning Tree
operating mode or protocol is currently active on the switch. However, MST configuration values, such as
revision level, only apply when the switch is operating in the flat Spanning Tree mode, using the MSTP.

Examples

-> spantree mst region revision-level 1000
-> spantree mst region revision-level 2000

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mst region name Defines the name for an MST region.
spantree mst region max-hops Defines the maximum number of hops for the MST region.

spantree msti Defines a MSTI number that identifies an association between a range
of VLANSs and a Spanning Tree instance.

spantree msti vlan Defines an association between a range of VLANSs and a single MSTI.

MIB Obijects

vStpMstRegionTable

vStpMstRegionNumber
vStpMstRegionConfigRevisionLevel
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spantree mst region max-hops

Configures the maximum number of hops that are authorized to receive Multiple Spanning Tree (MST)
regional information. Use this command to assign the maximum number of hops a BPDU is allowed to
traverse, before it is discarded and related information is aged out.

spantree mst region max-hops max_hops

Syntax Definitions

max_hops A numeric value that designates the maximum number of hops.

Defaults

By default, the maximum number of hops is set to 20.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ The value configured with this command is a regional value that applies to all instances and is used to
determine the size of the region.

e The maximum hop count value is the initial value of the “remaining hops” parameter in the MST
BPDU that originates from the bridge that is serving as the root bridge for the region. Each bridge that
in turn receives the MST BPDU decrements the “remaining hops” count value by one and passes the
new value along to the next bridge. When the count reaches 0, the BPDU is discarded.

e Specifying an MST maximum hop count is allowed regardless of which Spanning Tree operating mode
or protocol is currently active on the switch. However, MST configuration values only apply when the
switch is operating in the flat Spanning Tree mode and using the MSTP.

Examples

-> spantree mst region max-hops 40

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mst region name Defines the name for an MST region.

spantree mst region revision-  Defines the revision level for an MST region.

level

spantree msti Defines a MSTI number that identifies an association between a range
of VLANSs and a Spanning Tree instance.

spantree msti vlan Defines an association between a range of VLANSs and a single MSTI.

MIB Obijects

vStpMstRegionTable

vStpMstRegionNumber
vStpMstRegionMaxHops
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spantree msti

Defines a Multiple Spanning Tree Instance (MSTI) number. This number identifies an association
between a range of VLANSs and a single Spanning Tree instance. In addition, it is possible to assign an
optional name to the MST] for further identification.

spantree msti msti_id [name name]

no spantree msti msti_id [name]

Syntax Definitions

msti_id A numeric MSTI ID number. A range of VLANS is
associated to an MSTI ID number.

name An alphanumeric string. Use quotes around string if the name contains
multiple words with spaces between them (for example “Alcatel-Lucent
Marketing™).

Defaults

By default, a flat mode Common and Internal Spanning Tree (CIST) instance always exists. The MSTI ID
number for this instance is 0.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove the MSTI from the switch configuration.

e Use the no form of this command along with the name parameter to remove the optional MSTI name
from the specified instance. The instance itself is not removed; only the name.

e There is always one CIST per switch. Initially all VLANSs are associated with the CIST instance.

e Creating an MSTI is allowed when the switch is operating in either the per-VLAN or flat Spanning
Tree mode, as long as MSTP is the selected flat mode protocol. The MSTI configuration, however, is
not active unless the switch is running in the flat mode.

Examples

-> spantree msti 10

-> spantree msti 20 name BldgOneST10
-> no spantree msti 20 name

-> no spantree msti 10

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mst region name Defines the name for an MST region.

spantree mst region revision-  Defines the revision level for an MST region.

level

spantree mst region max-hops Defines the maximum number of hops for the MST region.

spantree msti vlan Defines an association between a range of VLANSs and a single MSTI.

MIB Obijects

vStpMstinstanceTable

vStpMstilnstanceNumber
vStpMstilnstanceName
vStpMstinstanceVlanBitmapAddition
vStpMstinstanceVlanBitmapDeletion
vStpMstinstanceVlanBitmapState
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spantree msti vian

Defines an association between a range of VLANS and a single Multiple Spanning Tree Instance (MSTI).
The MSTI-to-VLAN mapping created with this command is one of three attributes (name, revision level,
and a VLAN to MST instance association table) that defines an MST region as required by the IEEE
802.1Q 2005 standard. Switches that share the same attribute values are all considered part of the same
MST region. Currently each switch can belong to one MST region at a time.

spantree msti msti_id vlan vlan_id[-vlan_id2]

no spantree msti msti_id vlan vlan_id[-vlan_id2]

Syntax Definitions

msti_id A numeric MSTI identification number. A range of VLANS are
associated to an MSTI ID number.

vlan_id A VLAN ID number.

[vlan_id2] The last VLAN ID in a range of VLAN IDs.

Defaults

By default, all VLANS are associated with the flat mode Common and Internal Spanning Tree (CIST)
instance, which is also known as MSTI 0.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a VLAN or a range of VLANS from the specified MSTI
association.

¢ Note that the VLAN ID specified with this command does not have to already exist in the switch
configuration. This command maps VLAN IDs to MSTIs, but does not create VLANS.

e A VLAN is associated with only one MSTI at a time, but it is possible to move a VLAN from one
MST] to another. In addition, it is also possible to assign only one VLAN to an MSTI; a range of
VLANS is not required.

e To associate multiple VLANS in a single command, use a hyphen to specify a range of VLAN IDs and
a space to separate multiple VLAN IDs and/or ranges (for example 100-115 122 135 200-210).

e Configuring an MSTI-to-VLAN mapping is allowed when the switch is operating in either the per-
VLAN or flat Spanning Tree mode, as long as MSTP is the selected flat mode protocol. The MSTI
configuration, however, is not active unless the switch is running in the flat mode.

Examples

-> spantree msti 10 vlan 100-115
-> spantree msti 20 vlan 122
-> no spantree msti 10 vlan 100-115
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Release History

Release 7.1.1; command introduced.

Related Commands

spantree mst region name Defines the name for an MST region.

spantree mst region revision-  Defines the revision level for an MST region.

level

spantree mst region max-hops Defines the maximum number of hops for the MST region.

spantree msti Defines a MSTI number that identifies an association between a range

of VLANSs and a Spanning Tree instance.

MIB Obijects

vStpMstVlanAssignmentTable

vStpMstVlanAssignmentVlanNumber
vStpMstVlanAssignmentEntry
vStpMstVlanAssignmentMstiNumber
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spantree priority

Configures the bridge priority value for the Common and Internal Spanning Tree (CIST) instance, a Multi-
ple Spanning Tree Instance (MSTI), or a VLAN instance. This command is also used to configure the
priority value for a port or link aggregate associated with the CIST, an MSTI, or a VLAN.

spantree [cist | msti msti_id | vlan vlan_id] [port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]]
priority priority

Syntax Definitions

cist The CIST instance (also known as MSTI 0). This parameter is config-
urable in both modes (flat or per-VLAN).

msti_id An existing MSTI ID number. If MSTI 0 is specified, the priority
applies to the CIST instance. This parameter is configurable in both
modes (flat or per-VLAN) but only if the flat mode protocol is set to

MSTP.

vlan_id An existing VLAN ID number. This parameter is configurable in both
modes (flat or per-VLAN).

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

priority A bridge or port priority value. The valid range for the bridge priority is

0-65535. The valid range for the port priority is 0-15. If MSTP is the
active flat mode protocol, enter a value that is a multiple of 4096 (for
example, 4096, 8192, 12288).

Defaults

e By default, the bridge priority value is set to 32768 for the CIST, an MST]I, and a VLAN instance.

e By default, the port or link aggregate priority value is set to 7.

parameter default

cist | msti msti_id | vlan vlan_id cist

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The bridge priority is used to determine which bridge the Spanning Tree algorithm designates as the
root bridge. The port priority value is used to determine the most favorable port when a bridge has
multiple ports with the same path cost to the root bridge.

e The lower the bridge or port priority number assigned, the higher the priority that is associated with the
bridge or port.
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If none of the optional instance parameters (cist, msti, or vlan) or port and linkagg parameters are
specified with this command, the bridge priority is configured for the CIST instance by default. This is
true regardless of which mode (flat or per-VLAN) is active for the switch.

Although the cist, msti, and vlan parameters are configurable in both the flat and per-VLAN mode, the
specified priority values are not applied unless the supporting mode (flat for CIST/MSTI or per-VLAN
for a VLAN instance) is active.

To configure the bridge priority with this command, specify the instance (cist, msti, or vlan) and the
priority value; do not specify a port number or link aggregate ID.

The bridge priority value for an MST] is calculated by adding the configured priority value to the Span
ning Tree instance number. For example, if the priority value of MSTI 10 equals 32768 (the default),
then the Spanning Tree priority value advertised for this instance is 32770 (32768 + 10).

When the protocol is changed to/from MSTP, the bridge priority for the flat mode CIST instance is
reset to the default value.

The bridge priority specifies the priority value for the first two octets of the Bridge ID (eight octets
long). The remaining six octets of the Bridge ID contain a dedicated bridge MAC address. In regards to
the priority for an MSTI, only the four most significant bits are used.

To configure the port priority with this command, specify the instance (cist, msti, or vlan), a port
number or link aggregate 1D that is associated with that instance, and the priority value.

The port priority value configured with this command is only applied to the specified instance. As a
result, a single port can have different priority values for each instance. For example, in flat mode, port
1/24 can have a priority value of 7 for MSTI 2 and a priority value of 5 for MSTI 3.

The port priority specifies the value of the priority field contained in the first byte of the port ID. The
second byte contains the physical switch port number.

Examples

The following command examples set the bridge priority for the specified instance:

spantree priority 8192
spantree cist priority 8192
spantree vlan 2 priority 32679
spantree msti 1 priority 2500

ERROR: Valid bridge priority values are multiples of 4096: 0, 4096,

->

8192, 12288, 16384 ... 61440
spantree msti 1 priority 8192

The following command examples set the port priority for the specified instance:

spantree port 1/10 priority 10

spantree cist port 1/10 priority 10
spantree cist linkagg 10 priority 1
spantree vlan 200 port 2/1 priority 15
spantree vlan 2 linkagg 5 priority 2
spantree msti 2 port 1/24 priority 5
spantree msti 3 linkagg 6-8 priority 10

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.

show spantree Displays the Spanning Tree instance configuration.

show spantree ports Displays the Spanning Tree port configuration.

MIB Obijects

vStplInsTable

vStplnsNumber
vStplnsMode
vStplnsPriority
vStpInsBridgeAddress
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spantree hello-time

Configures the Spanning Tree hello time value for the flat mode Common and Internal Spanning Tree
(CIST) instance or for a per-VLAN mode VLAN instance. This value specifies the amount of time, in
seconds, between each transmission of a BPDU on any port that is the Spanning Tree root or is attempting
to become the Spanning Tree root.

spantree [cist | vlan vlan_id] hello-time seconds

Syntax Definitions

cist The CIST instance (also known as MSTI 0). This parameter is config-
urable in both modes (flat or per-VLAN).

vlan_id An existing VLAN ID number. This parameter is configurable in both
modes (flat or per-VLAN).

seconds Specifies the Hello time value in seconds. The valid range is 1-10.

Defaults

By default, the bridge hello time value is set to 2 seconds.

parameter default

cist | vlan vlan_id cist

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e | owering the Hello Time interval improves the robustness of the Spanning Tree Algorithm. Increasing
the Hello Time interval lowers the overhead of the Spanning Tree Algorithm.

¢ If the optional cist or vlan parameter is not specified with this command, the hello time is configured
for the CIST instance by default. This is true regardless of which mode (flat or per-VLAN) is active for
the switch.

e Although the cist and vlan parameters are configurable in both the flat and per-VLAN mode, the speci-
fied hello time value is not applied unless the supporting mode (flat for CIST or per-VLAN for a
VLAN instance) is active.

¢ Note that for Multiple Spanning Tree Instances (MSTI), the hello time value is inherited from the CIST
instance and is not a configurable parameter.

Examples

-> spantree hello-time 5
-> spantree cist hello-time 5
-> spantree vlan 10 hello-time 3
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Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
show spantree Displays the Spanning Tree instance configuration.

MIB Obijects

vStplInsTable

vStpInsNumber
vStplnsMode
vStplInsBridgeHelloTime
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spantree max-age

Configures the bridge maximum age time value for the flat mode Common and Internal Spanning Tree
(CIST) instance or for a per-VLAN mode VLAN instance. This value is the amount of time, in seconds,
that the Spanning Tree Protocol information learned from the network on any port is retained. This infor-
mation is discarded when it ages beyond the maximum age value.

spantree [cist | vlan vlan_id] max-age seconds

Syntax Definitions

cist The CIST instance (also known as MSTI 0). This parameter is config-
urable in both modes (flat or per-VLAN).

vlan_id An existing VLAN ID number. This parameter is configurable in both
modes (flat or per-VLAN).

seconds Max-age time in seconds. The valid range is 6—-40.

Defaults

By default, the bridge maximum age time value is set to 20 seconds.

parameter default

cist | vlan vlan_id cist

Platforms Supported
OmniSwitch 10K

Usage Guidelines
¢ A low maximum age time causes the Spanning Tree Algorithm to reconfigure more often.

¢ If the optional cist or vlan parameter is not specified with this command, the maximum age time is
configured for the CIST instance by default. This is true regardless of which mode (flat or per-VLAN)
is active for the switch.

e Although the cist and vlan parameters are configurable in both the flat and per-VLAN mode, the speci-
fied maximum age time value is not applied unless the supporting mode (flat for CIST or per-VLAN
for a VLAN instance) is active.

¢ Note that for Multiple Spanning Tree Instances (MSTI), the maximum age time value is inherited from
the CIST instance and is not a configurable parameter.

Examples

-> spantree max-age 10
-> spantree cist max-age 10
-> spantree vlan 10 max-age 30
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Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
show spantree Displays the Spanning Tree instance configuration.

MIB Obijects

vStplInsTable

vStpInsNumber
vStplnsBridgeMaxAge
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spantree forward-delay

Configures the bridge forward delay time for the flat mode Common and Internal Spanning Tree (CIST)
instance or for a per-VLAN mode VLAN instance. This value is the amount of time, in seconds, that
determines how fast a port changes its Spanning Tree state until it reaches a forwarding state. The forward
delay time specifies how long a port stays in the listening and learning states, which precede the
forwarding state.

spantree [cist | vlan vlan_id] forward-delay seconds

Syntax Definitions

cist The CIST instance (also known as MSTI 0). This parameter is config-
urable in both modes (flat or per-VLAN).

vlan_id An existing VLAN ID number. This parameter is configurable in both
modes (flat or per-VLAN).

seconds Forward delay time, in seconds.The valid range is 4-30.

Defaults

By default, the bridge forward delay time value is set to 15 seconds.

parameter default

cist | vlan vlan_id cist

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ A low forward delay time can cause temporary loops in the network, because data may get forwarded
before the reconfiguration message has reached all nodes on the network.

e The forward delay time is also used to age out all dynamic MAC address entries in the forwarding
table (MAC address table) when a topology change occurs.

e If the optional cist or vlan parameter is not specified with this command, the forward delay time is
configured for the CIST instance by default. This is true regardless of which mode (flat or per-VLAN)
is active for the switch.

e Although the cist and vlan parameters are configurable in both the flat and per-VLAN mode, the speci-
fied forward delay time value is not applied unless the supporting mode (flat for CIST or per-VLAN
for a VLAN instance) is active.

e Note that for Multiple Spanning Tree Instances (MSTI), the forward delay time is inherited from the
CIST instance and is not a configurable parameter.
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Examples

-> spantree forward-delay 30
-> spantree cist forward-delay 30
-> spantree vlan 5 forward-delay 10

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
show spantree Displays the Spanning Tree instance configuration.

MIB Obijects

vStplInsTable

vStplnsNumber
vStplnsMode
vStplInsBridgeForwardDelay
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spantree bpdu-switching

Enables or disables the switching of Spanning Tree BPDU for VLAN and CIST instances if the switch is
running in the per-VLAN mode.

spantree {vlan vlan_id | cist} bpdu-switching {enable | disable}

Syntax Definitions

vlan_id An existing VLAN ID number.

enable Enables BPDU switching for the specified instance.
disable Disables BPDU switching for the specified instance.
Defaults

By default, BPDU switching is disabled for VLAN or CIST instance.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Specifying the BPDU switching status for a VLAN does not depend on the current VLAN Spanning
Tree status. For example, setting the BPDU switching status to enabled is allowed on a VLAN that also
has Spanning Tree enabled.

e Use the vlan parameter along with the vlan_id to enable or disable BPDU switching for a particular
VLAN.

e Use the cist parameter to enable or disable BPDU switching for the CIST instance.

Examples

-> spantree mode flat

-> spantree bpdu-switching enable

-> spantree bpdu-switching disable

-> spantree cist bpdu-switching enable
-> spantree cist bpdu-switching disable

-> spantree mode per-vlan

-> gpantree vlan 10 bpdu-switching enable
-> spantree vlan 10 bpdu-switching disable

Release History

Release 7.1.1; command introduced.
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Related Commands

vlan members untagged Enables or disables Spanning Tree instance for the specified VLAN.
show spantree Displays VLAN Spanning Tree parameter values.

MIB Objects

vStplInsTable
vStplnsBpduSwitching
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spantree path-cost-mode

Configures the automatic selection of a 16-bit path cost for STP/RSTP ports and a 32-bit path cost for
MSTP ports or sets all path costs to use a 32-bit value.

spantree path-cost-mode {auto | 32bit}

Syntax Definitions

auto The port path cost value is automatically set depending on which
protocol is active on the switch (32-bit for MSTP, 16-bit for STP/
RSTP).

32bit Specifies that a 32-bit value is used for the port path cost value

regardless of which protocol is active on the switch.

Defaults

By default, the path cost mode is set to auto.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e All path cost values, except those for MSTIs, are reset to the default path cost value when this mode is
changed.

e When connecting a switch running in the 32-bit path cost mode to a switch running in the 16-bit mode,
the 32-bit switch has a higher path cost value and thus an inferior path cost to the 16-bit switch. To
avoid this, use the spantree path-cost-mode command to change the 32-bit switch to a 16-bit switch.

¢ Note that when the protocol is changed to/from MSTP, the bridge priority and port path cost values for
the flat mode CIST instance are reset to their default values. The exception to this is if the path cost
mode is set to 32-bit prior to the protocol change, the path cost is not reset to its default value

Examples

-> spantree path-cost-mode 32bit
-> spantree path-cost-mode auto

Release History

Release 7.1.1; command introduced.

Related Commands

spantree protocol Configures the protocol for the flat mode CIST instance or a per-VLAN
mode VLAN instance.
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MIB Obijects

vStpBridge
vStpPathCostMode
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spantree pvst+compatibility

Enables or disables PVST+ mode on the switch, port or link aggregate enabling them to operate with
Cisco switches.

spantree pvst+compatibility {port slot/port] | linkagg linkagg_id} {enable | disable | auto}

Syntax Definitions

enable Enables the PVST+ mode.

disable Disables the PVST+ mode.

auto IEEE BPDUs are used until a PVST+ BPDU is detected.

slot/port Specifies the slot number for the module and the physical port number
or a range of ports on that module (for example, 3/1 specifies port 1 on
slot 3).

linkagg_id Link aggregate 1D number.

Defaults

PVST+ is disabled by default.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e In order to handle PVST+ mode, the ports must be configured in per-VLAN mode.
e Specify pvst+compatibility enable to enable all the ports on the switch to handle PVST+ BPDUs.

e |Initially, a port sends or receive IEEE BPDUs. Once a PVST+ BPDU is received, the port sends and
receives only PVST+ BPDUs for tagged VLANSs and IEEE BPDUs for default VLANS.

Examples

-> spantree pvst+compatibility enable
-> spantree pvst+compatibility disable

-> spantree port 1/3 pvst+compatibility enable
-> spantree port 2/2 pvst+compatibility auto
-> spantree linkagg 2 pvst+compatibility enable

Release History

Release 7.1.1; command introduced.
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Related Commands

show spantree Displays Spanning Tree bridge information for all flat mode Common
and Internal Spanning Tree (CIST) instance and per-VLAN mode
VLAN instance.

show spantree ports Displays Spanning Tree port information for the flat mode Common and
Internal Spanning Tree (CIST) instance or a per-VLAN mode VLAN
instance.

show spantree cist ports Displays Spanning Tree port information for the flat mode Common and

Internal Spanning Tree (CIST) instance.

show spantree msti ports Displays Spanning Tree port information for a flat mode Multiple
Spanning Tree Instance (MSTI).

MIB Obijects

vStpPortConfigPVST
vStpPortConfigStatePVST
vStpBridgeModePVST
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spantree auto-vlan-containment

Enables or disables Auto VLAN Containment (AVC). When enabled, AVC prevents a port that has no
VLANs mapped to an Multiple Spanning Tree Instance (MSTI) from becoming the root port for that
instance. Such ports are automatically assigned an infinite path cost value to make them an inferior choice
for root port.

spantree [msti msti_id] auto-vlan-containment {enable | disable}

Syntax Definitions

msti_id An existing MSTI ID number. A range of VLANS are
associated to an MSTI ID number.

enable Enables automatic VLAN containment.

disable Disables automatic VLAN containment.

Defaults

By default, automatic VLAN containment is disabled.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The AVC feature is not active for any MSTI until it is globally enabled. To globally enable this feature,
use the spantree auto-vlan-containment command but do not specify an msti_ id.

e When AVC is globally enabled, it is active for all MSTIs. To disable AVC for a single instance,
specify the msti_id for the instance and use the disable form of this command.

e Use the enable form of this command and specify an msti_id to enable AVC for an instance that was
previously disabled.

e An administratively set port path cost takes precedence and prevents AVC configuration of the path
cost. However, if the port path cost is administratively set to zero, then the path cost is reset to the
default value.

¢ Note that when AVC is disabled, a port assigned to a VLAN that is not mapped to a specific instance,
can become the root port for that instance and cause a loss of connectivity between other VLANS.

e AVC does not have any effect on root bridges.

Examples

-> spantree auto-vlan-containment enable
-> spantree auto-vlan-containment disable
-> spantree msti 1 auto-vlan-containment disable
-> spantree msti 1 auto-vlan-containment enable
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Release History

Release 7.1.1; command introduced.

Related Commands

show spantree msti ports Displays Spanning Tree port information for a flat mode Multiple
Spanning Tree Instance (MSTI).

MIB Obijects

vStplInsTable
vStplnsAutoVlanContainment

vStpBridge
vStpBridgeAutoVlanContainment
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spantree cist

Enables or disables the Spanning Tree status on a port or a link aggregate of ports for the flat mode
Common and Internal Spanning Tree (CIST) instance.

spantree cist {port slot/port[-port2?] | linkagg linkagg_id[-linkagg_id2]} {enable | disable}

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

enable Enables Spanning Tree on the specified port for the CIST instance.

disable Disables Spanning Tree on the specified port for the CIST instance.

Defaults

By default, the Spanning Tree status is enabled on eligible ports.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the CIST instance regardless of which Spanning Tree operating mode
(flat or per-VLAN) or protocol is active for the switch.

e If the switch is running in per-VLAN mode when this command is used, the Spanning Tree status
configured for the port is not active for the CIST instance until the operating mode for the switch is
changed to the flat mode.

e When the Spanning Tree status is disabled on a port, the port is set to a forwarding state for the
specified instance.

e Physical ports that are reserved for link aggregation do not participate in the Spanning Tree Algorithm.
Instead, the algorithm is applied to the aggregate logical link (virtual port) that represents a collection
of physical ports.

Examples

-> spantree cist port 4/1 enable

-> spantree cist port 4/2-5 disable
-> spantree cist linkagg 16 disable
-> spantree cist linkagg 22-26 enable

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree vlan Configures the Spanning Tree status on a port or a link aggregate of

ports for a VLAN instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortEnable
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spantree vian

Enables or disables the Spanning Tree status on a port or a link aggregate of ports for the specified VLAN
instance.

spantree vlan vlan_id [-vlan2] {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} {enable |
disable}

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

enable Enables Spanning Tree on the specified port for the specified instance.

disable Disables Spanning Tree on the specified port for the specified instance.

Defaults

By default, the Spanning Tree status is enabled on eligible ports.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the specified VLAN instance regardless of which Spanning Tree operat-
ing mode (flat or per-VLAN) is active for the switch.

e If the switch is running in the flat mode when this command is used, the Spanning Tree status
configured for the port is not active for the specified VLAN instance until the operating mode for the
switch is changed to the per-VLAN mode.

e When the Spanning Tree status is disabled on a port, the port is set to a forwarding state for the
specified instance.

e |If STP is disabled on a VLAN in the per-VLAN mode, the port Spanning Tree status is ignored and all
active ports associated with the VLAN are put in a forwarding state and not included in the Spanning
Tree Algorithm. Note that when this occurs, ports will not bridge BPDU unless the BPDU switching
status for the VLAN is enabled.

e Physical ports that are reserved for link aggregation do not participate in the Spanning Tree Algorithm.
Instead, the algorithm is applied to the aggregate logical link (virtual port) that represents a collection
of physical ports.

Examples

-> spantree vlan 2 port 4/1 enable
-> spantree vlan 2 port 4/2-5 disable
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-> spantree vlan 3 linkagg 16 disable
-> spantree vlan 3 linkagg 22-25 disable

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist Configures the Spanning Tree status on a port or an aggregate of ports

for the CIST instance when the switch is operating in either the per-
VLAN or flat mode.

spantree vlan admin-state Enables or disables Spanning Tree instance for the specified VLAN.

spantree bpdu-switching Enables or disables the switching of Spanning Tree BPDU for all VLAN
instances if the switch is running in the per-VLAN mode.

MIB Obijects

vStplInsPortTable

vStpInsPortNumber
vStplnsPortEnable
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spantree cist path-cost

Configures the Spanning Tree path cost value for a port or a link aggregate of ports for the flat mode
Common and Internal Spanning Tree (CIST) instance. This value is the contribution of this port to the path
cost towards the Spanning Tree root bridge that includes this port. Path cost is a measure of the distance of
the listed port from the root bridge in the number of hops.

spantree cist {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} path-cost path_cost

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

path_cost Path cost value. The valid range is 0 - 65535 for 16-bit, 0-200000000
for 32-bit.

Defaults

By default, the path cost is set to zero.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command only applies to the port path cost value for the CIST instance regardless of which oper-
ating mode (flat or per-VLAN) or protocol is active for the switch.

e If the switch is running in per-VLAN mode when this command is used, the specified path cost value is
not active for the CIST instance until the operating mode for the switch is changed to the flat mode.

¢ Note that when the Spanning Tree protocol is changed to/from MSTP, the bridge priority and port path
cost values for the flat mode CIST instance are reset to their default values.

e Use the spantree path-cost-mode command to automatically select the path cost value based on the
active Spanning Tree protocol (16-bit for STP and RSTP, 32-bit for MSTP) or to use a 32-bit path cost
value regardless of which protocol is active.

e If a 32-bit path cost value is in use and the path_cost is set to zero, the following recommended default
path cost values based on link speed are used:

Link Speed Recéi?nigggdl\[zalue
10 MB 2,000,000
100 MB 200,000
1GB 20,000
10 Gbps 2,000
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e Isa 16-bit path cost value is in use and the path_cost is set to zero, the following IEEE 802.1D
recommended default path cost values based on link speed are used:

Link Speed Recéifnigggdl\D/alue
4 Mbps 250
10 Mbps 100
16 Mbps 62
100 Mbps 19
1 Gbps 4
10 Gbps

e If a 32-bit path cost value is in use and the path_cost for a link aggregate is set to zero, the following
default values based on link speed and link aggregate size are used:

Aggregate Size Default Path
(number of links) Cost Value

10 MB 2 1,200,000
800,000
600,000
120,000
80,000
60,000
12,000
8,000
6,000
1,200
800
600

Link Speed

100 MB

1GB

10GB

O BN B~ DNOO| B~ DN D>

e If a 16-bit path cost value is in use and the path_cost for a link aggregate is set to zero, the following
default values based on link speed and link aggregate size are used. Note that for Gigabit ports the
aggregate size is not applicable in this case:

Aggregate Size Default Path
(number of links) Cost Value

10 Mbps 2 60
40
30
12
9
7

Link Speed

100 Mbps

ol | N OO D>

OmniSwitch CLI Reference Guide ~ December 2010 page 5-39



spantree cist path-cost Distributed Spanning Tree Commands

Aggregate Size Default Path

Link Speed (number of links)  Cost Value
1 Gbps N/A 3
10 Gbps N/A 1
Examples

-> spantree cist port 4/1 path-cost 19

-> spantree cist port 4/2-5 path-cost 19

-> spantree cist linkagg 16 path-cost 12000

-> spantree cist linkagg 17-20 path-cost 12000

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.

spantree path-cost-mode Selects a 32-bit or automatic path cost mode for the switch.

spantree msti path-cost Configures the Spanning Tree path cost value for a port or a link aggre-

gate of ports for an MSTI.

spantree vlan path-cost Configures the Spanning Tree path cost value for a port or a link aggre-
gate of ports for a VLAN instance.

MIB Obijects

vStplInsPortTable

vStpInsPortNumber
vStpInsPortPathCost
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spantree msti path-cost

Configures the Spanning Tree path cost value for a port or a link aggregate of ports for the specified flat
mode Multiple Spanning Tree Instance (MSTI). This value is the contribution of this port to the path cost
towards the Spanning Tree root bridge that includes this port. Path cost is a measure of the distance of the
listed port from the root bridge in the number of hops.

spantree msti msti_id {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} path-cost path_cost

Syntax Definitions

msti_id An existing MSTI ID number. If MSTI 0 is specified, the priority
applies to the CIST instance.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

path_cost Path cost value. The valid range is 0 - 65535 for 16-bit, 0-200000000
for 32-hit.

Defaults

By default, the path cost is set to zero.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the specified MSTI regardless of which operating mode (flat or per-
VLAN) is active for the switch. However, if MSTP is not the selected flat mode protocol, the path cost
value for any MST] is not configurable.

¢ Note that if zero is entered for the msti_id value, the specified path cost value is applied to the CIST
instance.

¢ Note that when the Spanning Tree protocol is changed to/from MSTP, the bridge priority and port path
cost values for the flat mode CIST instance are reset to their default values.

e The path cost value configured with this command is only applied to the specified instance. As a result,
a single port can have a different path cost for each instance. For example, in flat mode, port 1/24 can
have a path cost of 20000 for MSTI 2 and a path cost of 35000 for MSTI 3.

e |f the switch is running in per-VLAN mode when this command is used, the specified path cost value
is not active for the specified MSTI until the operating mode for the switch is changed to the flat mode.

e When MSTP is the active protocol on the switch, only a 32-bit path cost value is used. Using a 16-bit
path cost value is not an option.
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e If zero is entered for the path_cost value, then the following recommended default path cost values
based on link speed are used:

Link Speed Recéifnigggdl\D/alue
10 MB 2,000,000
100 MB 200,000
1GB 20,000
10 Gbps 2,000

¢ If the path_cost value for a link aggregate is set to zero, the following default values based on link
speed and link aggregate size are used:

Aggregate Size Default Path

LinkSpeed o imber of links) ~ Cost Value
10 MB 2 1,200,000
4 800,000
8 600,000
100 MB 2 120,000
4 80,000
8 60,000
1GB 2 12,000
4 8,000
8 6,000
10 GB 2 1,200
4 800
3 600
Examples

-> spantree msti 0 port 4/1 path-cost 35000

-> spantree msti 0 port 1/20-24 path-cost 12000
-> spantree msti 2 linkagg 10 path-cost 20000
-> spantree msti 2 linkagg 10-12 path-cost 65000

Release History

Release 7.1.1; command introduced.
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spantree msti path-cost

Related Commands

spantree mode
spantree cist path-cost

spantree vlan path-cost

MIB Obijects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortPathCost

Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.

Configures the Spanning Tree path cost value for a port or a link aggre-
gate of ports for the CIST instance.

Configures the Spanning Tree path cost value for a port or a link aggre-
gate of ports for a VLAN instance.
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spantree vian path-cost

Configures the Spanning Tree path cost value for a port or a link aggregate of ports for the specified
VLAN instance. This value is the contribution of this port to the path cost towards the Spanning Tree root
bridge that includes this port. Path cost is a measure of the distance of the listed port from the root bridge
in the number of hops.

spantree vlan vlan_id {port slot/port[-port2] | linkagg linkagg_id [-linkagg_id2]} path-cost path_cost

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

path_cost Path cost value. The valid range is 0 - 65535 for 16-bit, 0-200000000
for 32-hit.

Defaults

By default, the path cost is set to zero.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the specified VLAN instance regardless of which operating mode (flat
or per-VLAN) is active for the switch.

e If the switch is running in the flat mode when this command is used, the specified path cost for the port
is not active for the specified VLAN instance until the operating mode for the switch is changed to the
per-VLAN mode.

¢ Note that when the Spanning Tree protocol is changed to/from MSTP, the bridge priority and port path
cost values for the flat mode CIST instance are reset to their default values.

e Use the spantree path-cost-mode command to automatically select the path cost value based on the
active Spanning Tree protocol (16-bit for STP and RSTP, 32-bit for MSTP) or to use a 32-bit path cost
value regardless of which protocol is active.

e If a 32-bit path cost value is in use and the path_cost is set to zero, the following IEEE 892.1S
recommended default path cost values based on link speed are used:

) IEEE 802.1D
Link Speed oo ommended Value
10 MB 2,000,000
100 MB 200,000
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) IEEE 802.1D
Link Speed Recommended Value
1GB 20,000
10 Gbps 2,000

e Isa 16-bit path cost value is in use and the path_cost is set to zero, the following IEEE 802.1D
recommended default path cost values based on link speed are used:

Link Speed Recéifnigggdl\D/alue
4 Mbps 250
10 Mbps 100
16 Mbps 62
100 Mbps 19
1 Gbps 4
10 Gbps

e If a 32-bit path cost value is in use and the path_cost for a link aggregate is set to zero, the following
default values based on link speed and link aggregate size are used:

Aggregate Size Default Path
(number of links) Cost Value

10 MB 2 1,200,000
800,000
600,000
120,000
80,000
60,000
12,000
8,000
6,000
1,200
800
600

Link Speed

100 MB

1GB

10 GB

O B[N BN B~ N0 D>

¢ If a 16-bit path cost value is in use and the path_cost for a link aggregate is set to zero, the following
default values based on link speed and link aggregate size are used. Note that for Gigabit ports the
aggregate size is not applicable in this case:
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Aggregate Size Default Path

Link Speed umber of links) ~ Cost Value

10 Mbps 2 60

4 40

8 30

100 Mbps 2 12

4 9

8 7

1 Gbps N/A 3

10 Gbps N/A 1

Examples

-> spantree vlan 200 port 4/1 path-cost 4

-> spantree vlan 200 port 4/2-5 path-cost 4

-> spantree vlan 300 linkagg 16 path-cost 200000
-> spantree vlan 500 linkagg 24-28 path-cost 20000

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist path-cost Configures the Spanning Tree path cost value for a port or a link aggre-

gate of ports for the CIST instance.

spantree msti path-cost Configures the Spanning Tree path cost value for a port or a link aggre-
gate of ports for an MSTI.

MIB Obijects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortPathCost
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spantree cist mode

Configures manual mode (forwarding or blocking) or dynamic mode to manage the state of a port or a link
aggregate of ports for the flat mode Common and Internal Spanning Tree (CIST) instance. Dynamic mode
defers the management of the port state to the Spanning Tree algorithm.

spantree cist {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} mode {forwarding |
dynamic | blocking}

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

forwarding Sets the port state to forwarding.

dynamic Port state is determined by the Spanning Tree algorithm.

blocking Sets the port state to blocking.

Defaults

By default, the port Spanning Tree mode is set to dynamic.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the port Spanning Tree mode for the CIST instance regardless of which
operating mode (flat or per-VLAN) is active for the switch.

e If the switch is running in per-VLAN mode when this command is used, the specified port mode is not
active for the CIST instance until the operating mode for the switch is changed to the flat mode.

e Ports manually configured to operate in a forwarding or blocking state do not participate in the
Spanning Tree algorithm.

e When port state is manually set to forwarding or blocking, the port remains in that state until it is
changed using this command.

Examples

-> spantree cist port 4/1 mode forwarding

-> spantree cist port 4/2-5 mode forwarding

-> spantree cist linkagg 10 mode blocking

-> spantree cist linkagg 15-20 mode forwarding

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree vlan mode Configures the Spanning Tree mode for a port or a link aggregate of

ports for the specified VLAN instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortManualMode
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spantree vlan mode

Configures Manual mode (forwarding or blocking) or Dynamic mode to manage the state of a port or a
link aggregate of ports for the specified VLAN instance. Dynamic mode defers the management of the
port state to the Spanning Tree algorithm.

spantree vlan vlan_id {port slot/port[-port2] | linkagg linkagg_id [-linkagg_id2]} mode {dynamic |
blocking | forwarding}

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

dynamic Port state is determined by Spanning Tree algorithm.

blocking Sets port state to blocking.

forwarding Sets port state to forwarding.

Defaults

By default, the port Spanning Tree mode is set to dynamic.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the specified VLAN instance regardless of which operating mode (flat
or per-VLAN) is active for the switch.

e If the switch is running in the flat mode when this command is used, the specified mode for the port is
not active for the specified VLAN instance until the operating mode for the switch is changed to the
per-VLAN mode.

e Ports manually configured to operate in a forwarding or blocking state do not participate in the
Spanning Tree algorithm.

e When port state is manually set to forwarding or blocking, the port remains in that state until it is
changed using this command.

Examples

-> spantree vlan 255 port 4/1-4 mode forwarding
-> spantree vlan 355 port 1/24 mode dynamic

-> spantree vlan 450 linkagg 1 mode dynamic

-> spantree vlan 450 linkagg 1-5 mode dynamic
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Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist mode Configures the Spanning Tree mode for a port or a link aggregate of

ports for the CIST instance.

MIB Obijects

vStplInsPortTable

vStpInsPortNumber
vStplnsPortManualMode
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spantree cist connection

Configures the connection type for a port or a link aggregate of ports for the flat mode Common and Inter-
nal Spanning Tree (CIST).

spantree cist {port slot/port [-port2] | linkagg linkagg_id [-linkagg_id2]} connection {noptp | ptp |
autoptp}

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

noptp Defines port connection type as no point to point link.

ptp Defines port connection type as point to point link.

autoptp Specifies that switch software automatically defines connection type as

point-to-point or no point-to-point.

Defaults

By default, the link connection type is set to auto point-to-point.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command only applies to the port connection type for the CIST instance regardless of which oper-
ating mode (flat or per-VLAN) is active for the switch.

e If the switch is running in per-VLAN mode when this command is used, the specified port connection
type is not active for the CIST instance until the operating mode for the switch is changed to the flat
mode.

e A port is considered connected to a point-to-point LAN segment if the port belongs to a link aggregate
of ports or if autonegotiation determines the port must run in full duplex mode or if full duplex mode
was administratively set. Otherwise, the port is considered connected to a no point-to-point LAN
segment.

¢ Rapid transition of a designated port to forwarding can only occur if the port connection type is defined
as a point-to-point or an edge port. Rapid transition of an alternate port role to a root port role is not
affected by the port connection type definition.

Examples

-> spantree cist port 7/24 connection noptp
-> spantree cist port 7/25-28 connection ptp
-> spantree cist linkagg 5-10 connection autoptp
-> spantree cist linkagg 5-10 connection autoptp

OmniSwitch CLI Reference Guide ~ December 2010 page 5-51



spantree cist connection Distributed Spanning Tree Commands

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist admin-edge Configures the administrative edge port status for a port or aggregate

of ports for the CIST instance.

spantree cist auto-edge Configures whether or not Spanning Tree automatically determines the
operational edge status of a port or an aggregate of ports for the flat
mode CIST instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortAdminConnectionType
vStplnsPortOperConnectionType
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spantree vlan connection

Configures the connection type for a port or a link aggregate of ports for a VLAN instance.

spantree vlan vlan_id {port slot/port [-port2] | linkagg linkagg_id [-linkagg_id2]} connection {noptp |
ptp | autoptp}

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds
(10-20).

noptp Defines port connection type as no point-to-point link.

ptp Defines port connection type as point-to-point link.

autoptp Specifies that switch software automatically defines connection type as
point-to-point or no point-to-point and whether or not the port is an
edge port.

Defaults

By default, the link connection type is set to auto point-to-point.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the specified VLAN instance regardless of which operating mode (flat
or per-VLAN) is active for the switch.

e If the switch is running in the flat mode when this command is used, the specified connection type for
the port is not active for the specified VLAN instance until the operating mode for the switch is
changed to the per-VLAN mode.

e A port is considered connected to a point-to-point LAN segment if the port belongs to a link aggregate
of ports or if autonegotiation determines the port must run in full duplex mode or if full duplex mode
was administratively set. Otherwise, the port is considered connected to a no point-to-point LAN
segment.

e Rapid transition of a designated port to forwarding can only occur if the port connection type is defined
as a point to point or an edge port. Rapid transition of an alternate port role to a root port role is not
affected by the port connection type definition.
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Examples

-> spantree
-> spantree
-> spantree
-> spantree

Release History

vian
vian
vian
vian

255 port 7/24 connection noptp

255 port 7/25-27 connection ptp
255 linkagg 3 connection autoptp
255 linkagg 3-7 connection autoptp

Release 7.1.1; command introduced.

Related Commands

spantree mode

Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch

spantree cist admin-edge Configures the administrative edge port status for a port or aggregate

of ports for the CIST instance.

spantree cist auto-edge Configures whether or not Spanning Tree automatically determines the

MIB Obijects

vStplInsPortTable

vStpInsPortNumber
vStplnsPortAdminConnectionType
vStplnsPortOperConnectionType

operational edge status of a port or an aggregate of ports for the flat
mode CIST instance.
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spantree cist admin-edge

Configures the administrative edge port status for a port or a link aggregate of ports for the flat mode
Common and Internal Spanning Tree (CIST).

spantree cist {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} admin-edge {enable | disable}

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds

enable Enables the administrative edge port status for the specified port-CIST
instance.

disable Disables the administrative edge port status for the specified port-CIST
instance.

Defaults

By default, the administrative edge port status is disabled (off).

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This command only applies to the port connection type for the CIST instance regardless of which oper-
ating mode (flat or per-VLAN) is active on the switch.

If the switch is running in the per-VLAN mode when this command is used, the specified edge port
status is not active for the CIST instance until the switch is configured to run in the flat Spanning Tree
mode.

The administrative edge port status is used to determine if a port is an edge or non-edge port when
automatic edge port configuration (auto-edge) is disabled for the port. However, if auto-edge is
enabled for the port, then the administrative status is overridden.

Rapid transition of a designated port to forwarding can only occur if the port connection type is defined
as a point to point or an edge port. Rapid transition of an alternate port role to a root port role is not
affected by the port connection type definition.

Configure ports that connect to a host (PC, workstation, server, and so on) as edge ports to avoid
unnecessary topology changes when these ports go active. This also prevents the flushing of learned
MAC addresses on these ports if a topology change occurs as a result of another non-edge port going
active. If an edge port receives a BPDU, it operationally reverts back to a no point-to-point connection

type.
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Examples

-> spantree cist linkagg 15 admin-edge enable
-> spantree cist linkagg 4-10 admin-edge enable
-> spantree cist port 8/25 admin-edge disable
-> spantree cist port 2/2-5 admin-edge enable

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch
spantree vlan admin-edge Configures the administrative edge port status for a port or a link

aggregate of ports for a specific VLAN instance.

spantree cist auto-edge Configures whether or not Spanning Tree automatically determines the
operational edge status of a port or a link aggregate of ports for the flat
mode CIST instance.

spantree vlan auto-edge Configures whether or not Spanning Tree determines the operational
edge port status for a port or a link aggregate of ports for the specified
per-VLAN mode VLAN instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortAdminEdge
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spantree vlan admin-edge

Configures the administrative edge port status for a port or a link aggregate of ports for a VLAN instance.

spantree vlan vlan_id {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} admin-edge {enable |
disable}

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds

enable Enables the administrative edge port status for the specified port-VLAN
instance.

disable Disables the administrative edge port status for the specified port-

VLAN instance.

Defaults

By default, the administrative edge port status is disabled (off).

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This command only applies to the specified VLAN instance regardless of which operating mode (flat
or per-VLAN) is active for the switch.

If the switch is running in the flat mode when this command is used, the specified edge port status for
the port is not active for the VLAN instance until the switch is configured to run in the per-VLAN
Spanning Tree mode.

The administrative edge port status is used to determine if a port is an edge or non-edge port when
automatic edge port configuration (auto-edge) is disabled for the port. However, if auto-edge is
enabled for the port, then the administrative status is overridden.

Rapid transition of a designated port to forwarding can only occur if the port connection type is defined
as point to point or an edge port. Rapid transition of an alternate port role to a root port role is not
affected by the port connection type definition.

Configure ports that connect to a host (PC, workstation, server, and so on.) as edge ports to avoid
unnecessary topology changes when these ports go active. This also prevents the flushing of learned
MAC addresses on these ports if a topology change occurs as a result of another non-edge port going
active. If an edge port receives a BPDU, it operationally reverts back to a no point to point connection

type.
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Examples

-> spantree vlan 4 linkagg 15 admin-edge enable
-> spantree vlan 5 linkagg 12-14 admin-edge enable
-> spantree vlan 255 port 8/23 admin-edge disable
-> spantree vlan 3 port 2/2-5 admin-edge enable

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch
spantree cist admin-edge Configures the administrative edge port status for a port or aggregate

of ports for the CIST instance.

spantree cist auto-edge Configures whether or not Spanning Tree automatically determines the
operational edge status of a port or aggregate of ports for the flat mode
CIST instance.

spantree vlan auto-edge Configures whether or not Spanning Tree determines the operational
edge port status for a port or aggregate of ports for the specified per-
VLAN mode VLAN instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortAdminEdge
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spantree cist auto-edge

Configures whether or not Spanning Tree automatically determines the operational edge port status of a
port or a link aggregate of ports for the flat mode Common and Internal Spanning Tree (CIST).

spantree cist {port slot/port[-port2] | linkagg linkagg_id [-linkagg_id2]} auto-edge {enable | disable}

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of IDs.

enable Spanning Tree automatically determines edge port status.

disable Spanning Tree does not automatically determine edge port status.

Defaults

By default, automatic edge port status configuration is enabled.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This command only applies to the CIST instance regardless of which operating mode (flat or per-
VLAN) is active for the switch.

If the switch is running in the per-VLAN mode when this command is used, the specified edge port
status for the port is not active for the CIST instance until the switch is running in the flat Spanning
Tree mode.

The administrative edge port status is used to determine if a port is an edge or non-edge port when
automatic edge port configuration (auto-edge) is disabled for the port. However, if auto-edge is
enabled for the port, then the administrative status is overridden.

Rapid transition of a designated port to forwarding can only occur if the connection type of the port is
defined as point to point or an edge port. Rapid transition of an alternate port role to a root port role is
not affected by the port connection type definition.

Configure ports that connect to a host (PC, workstation, server, and so on.) as edge ports to avoid
unnecessary topology changes when these ports go active. This also prevents the flushing of learned
MAC addresses on these ports if a topology change occurs as a result of another non-edge port going
active. If an edge port receives a BPDU, it operationally reverts back to a no point to point
connection type.

Examples

spantree cist linkagg 15 auto-edge enable
spantree cist linkagg 10-12 auto-edge disable
spantree cist port 8/23 auto-edge disable
spantree cist port 2/2-5 auto-edge enable
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Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch
spantree vlan auto-edge Configures whether or not Spanning Tree determines the operational

edge port status for a port or aggregate of ports for the specified per-
VLAN mode VLAN instance.

spantree cist admin-edge Configures the administrative edge port status for a port or aggregate
of ports for the CIST instance.
spantree vlan admin-edge Configures the administrative edge port status for a port or

aggregate of ports for a specific VLAN instance.

MIB Obijects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortAutoEdge
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spantree vian auto-edge

Configures whether or not Spanning Tree determines the operational edge port status for a port or a link
aggregate of ports for the specified per-VLAN mode VLAN instance.

spantree vlan vlan_id {port slot/port[-port2] | linkagg linkagg_id [-linkagg_id2]} auto-edge {enable |
disable}

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of IDs.

enable Spanning Tree automatically determines edge port status.

disable Spanning Tree does not automatically determine edge port status.

Defaults

By default, automatic edge port status configuration is enabled (on).

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This command only applies to the specified VLAN instance regardless of which operating mode (flat
or per-VLAN) is active for the switch.

If the switch is running in the flat mode when this command is used, the specified edge port status for
the port is not active for the VLAN instance until the switch is running in the per-VLAN Spanning
Tree mode.

The administrative edge port status is used to determine if a port is an edge or non-edge port when
automatic edge port configuration (auto-edge) is disabled for the port. However, if auto-edge is
enabled for the port, then the administrative status is overridden.

Rapid transition of a designated port to forwarding can only occur if the connection type of the port is
defined as point to point or an edge port. Rapid transition of an alternate port role to a root port role is
not affected by the port connection type definition.

Configure ports that connect to a host (PC, workstation, server, and so on.) as edge ports to avoid
unnecessary topology changes when these ports go active. This also prevent the flushing of learned
MAC addresses on these ports if a topology change occurs as a result of another non-edge port going
active. If an edge port receives a BPDU, it operationally reverts back to a no point to point connection

type.
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Examples

-> spantree vlan 255 port 8/23 auto-edge disable
-> spantree vlan 4 port 2/2-10 auto-edge enable

-> spantree vlan 100 linkagg 10 auto-edge disable
-> spantree vlan 200 linkagg 1-5 auto-edge enable

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist auto-edge Configures whether or not Spanning Tree automatically determines the

operational edge status of a port or aggregate of ports for the flat mode
CIST instance.

spantree cist admin-edge Configures the administrative edge port status for a port or aggregate
of ports for the CIST instance.

spantree vlan admin-edge Configures the administrative edge port status for a port or aggregate
of ports for a specific VLAN instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortAutoEdge
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spantree cist restricted-role

Configures the restricted role status for a port or a link aggregate of ports. Enabling this parameter blocks
the port from becoming the Root Port, even if it is the most likely candidate for root. Once a root port is
selected, the restricted port is selected as an Alternate Port.

spantree cist {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} restricted-role {enable |
disable}

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds

enable Enables the restricted role status for the specified port.

disable Disables the restricted role status for the specified port.

Defaults

By default, the restricted role status for the port is disabled.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e When running in flat mode, this is a per-port setting and is applicable to any CIST or MSTI instances
configured on that port.

e Enabling the restricted role status is used by network administrators to prevent bridges external to the
core region of the network from influencing the Spanning Tree topology.

¢ Note that enabling the restricted role status for a port may impact connectivity within the network.

Examples

-> spantree cist linkagg 15-20 restricted-role enable
-> spantree cist port 8/23 restricted-role disable
-> spantree cist port 8/24-27 restricted-role disable
-> spantree cist linkagg 10 restricted-role disable

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree vlan restricted-role Configures the restricted role status for a port or aggregate of ports for

the per-VLAN mode VLAN instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortRestrictedRole
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spantree vlan restricted-role

Configures the restricted role status for a port or a link aggregate of ports for the specified VLAN
instance. Enabling this parameter blocks the port from becoming the Root Port, even if it is the most likely
candidate for root. Once a Root Port is selected, the restricted port is selected as an Alternate Port.

spantree vlan vlan_id {port slot/port[-port2] | linkagg linkagg_id[-linkagg_id2]} restricted-role {enable
| disable}

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds

enable Enables the restricted role status for the specified port-VLAN instance.

disable Disables the restricted role status for the specified port-VLAN instance.

Defaults

By default, the restricted role status for the port is disabled.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Enabling the restricted role status is used by network administrators to prevent bridges external to the
core region of the network from influencing the Spanning Tree topology.

¢ Note that enabling the restricted role status for a port may impact connectivity within the network.

e This command only applies to the VLAN instance specified by the VLAN ID regardless of which
operating mode (flat or per-VLAN) is active for the switch.

e |f the switch is running in the flat mode when this command is used, the specified restricted role status
for the port is not active for the VLAN instance until the switch is running in the per-VLAN Spanning
Tree mode.

Examples

-> spantree vlan 3 linkagg 15 restricted-role enable
-> spantree vlan 255 port 8/23 restricted-role enable
-> spantree vlan 255 port 8/24-27 restricted-role enable
-> spantree vlan 255 linkagg 11-15 restricted-role enable

Release History

Release 7.1.1; command introduced.

OmniSwitch CLI Reference Guide ~ December 2010 page 5-65



spantree vlan restricted-role Distributed Spanning Tree Commands

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist restricted-role Configures the restricted role status for a port or aggregate of ports for

the flat mode CIST instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortRestrictedRole
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spantree cist restricted-tcn

Configures the restricted TCN status for a port or a link aggregate of ports for the flat mode Common and
Internal Spanning Tree (CIST). When this parameter is enabled, the port does not propagate topology
changes and notifications to/from other ports.

spantree cist {port slot/port[-port2?] | linkagg linkagg_id[-linkagg_id2]} restricted-tcn {enable | disable}

Syntax Definitions

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of IDs.

enable Enables the restricted TCN status for the specified port-CIST instance.

disable Disables the restricted TCN status for the specified port-CIST instance.

Defaults

By default, the restricted TCN status for the port is disabled.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Enabling the restricted TCN status is used by network administrators to prevent bridges external to the
core region of the network from causing unnecessary MAC address flushing in that region.

¢ Note that enabling the restricted TCN status for a port may impact Spanning Tree connectivity.

¢ This command only applies to the CIST instance regardless of which operating mode (flat or per-
VLAN) is active for the switch.

e If the switch is running in the per-VLAN mode when this command is used, the specified restricted
TCN status for the port is not active for the CIST instance until the switch is running in the flat Span-
ning Tree mode.

Examples

-> spantree cist linkagg 15 restricted-tcn enable
-> spantree cist port 8/23 restricted-tcn disable
-> spantree cist port 2/2-4 restricted-tcn enable
-> spantree cist linkagg 10-14 restricted-tcn disable

Release History

Release 7.1.1; command introduced.
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Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree vlan restricted-tcn Configures the restricted TCN status for a port or aggregate of ports for

the specified per-VLAN mode VLAN instance.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortRestrictedTcn
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spantree vlan restricted-tcn

Configures the restricted TCN status for a port or a link aggregate of ports for the specified VLAN
instance. When this parameter is enabled, the port does not propagate topology changes and
notifications to/from other ports.

spantree vlan vlan_id {port slot/port [-port2] | linkagg linkagg_id [-linkagg_id2]} restricted-tcn
{enable | disable}

Syntax Definitions

vlan_id An existing VLAN ID number.

slot/port[-port2] The slot number and port number of the physical port. Use a hyphen to
specify a range of ports (4/1-8).

linkagg_id[-linkagg_id2] The link aggregate ID number. Use a hyphen to specify a range of IDs.

enable Enables the restricted TCN status for the specified port-VLAN instance.

disable Disables the restricted TCN status for the specified port-VLAN
instance.

Defaults

By default, the restricted TCN is set to disable.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Enabling the restricted TCN status is used by network administrators to prevent bridges external to the
core region of the network from causing unnecessary MAC address flushing in that region.

¢ Note that enabling the restricted TCN status for a port may impact Spanning Tree connectivity.

e This command only applies to the specified VLAN instance regardless of which operating mode (flat
or per-VLAN) is active for the switch.

e |f the switch is running in the flat mode when this command is used, the specified restricted TCN
status for the port is not active for the VLAN instance until the switch is running in the per-VLAN
Spanning Tree mode.

Examples

-> spantree vlan 2 linkagg 15 restricted-tcn enable

-> spantree vlan 2 linkagg 16-20 restricted-tcn enable
-> spantree vlan 255 port 8/23 restricted-tcn disable
-> spantree vlan 255 port 8/24-27 restricted-tcn disable
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Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist restricted-tcn Configures the restricted TCN status for a port or aggregate of ports for

the flat mode Common and Internal Spanning Tree (CIST).

MIB Obijects

vStplInsPortTable

vStpInsPortNumber
vStplnsPortRestrictedTcn
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spantree cist txholdcount

This command is used to rate limit the transmission of BPDU through a given port for the flat mode
Common and Internal Spanning Tree (CIST) instance.

spantree cist txholdcount value

Syntax Definitions

value A numeric value that controls the transmission of BPDU through the
port. The valid range is 1-10.

Defaults

By default, the txholdcount value is set to 3.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command only applies to the CIST instance regardless of which operating mode (flat or per-
VLAN) is active for the switch.

e If the switch is running in the per-VLAN mode when this command is used, the specified txholdcount
status for the port is not active for the CIST instance until the switch is running in the flat Spanning
Tree mode.

Examples

-> spantree cist txholdcount 5

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.

spantree vlan txholdcount Configures the BPDU transmission rate limit for the specified VLAN
instance.

MIB Obijects

vStpinsTable
vStplnsBridgeTxHoldCount

OmniSwitch CLI Reference Guide ~ December 2010 page 5-71



spantree vlan txholdcount Distributed Spanning Tree Commands

spantree vian txholdcount

This command is used to rate limit the transmission of BPDU through a given port for the VLAN instance.

spantree vlan vlan_id txholdcount {value}

Syntax Definitions

vlan_id An existing VLAN ID number.
value A numeric value that controls the transmission of BPDU through the
port. The valid range is 1-10.

Defaults

By default, the txholdcount value is set to 3.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to the specified VLAN instance regardless of which operating mode (flat
or per-VLAN) is active for the switch.

e |f the switch is running in the flat mode when this command is used, the specified txholdcount status
for the port is not active for the VLAN instance until the switch is running in the per-VLAN Spanning
Tree mode.

Examples

-> spantree vlan 3 txholdcount 6

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode Selects the Spanning Tree operating mode (flat or per-VLAN) for the
switch.
spantree cist txholdcount Configures the BPDU transmission rate limit for the CIST instance.

MIB Objects

vStplInsTable
vStplnsBridgeTxHoldCount
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show spantree

Displays Spanning Tree bridge information for the flat mode Common and Internal Spanning Tree (CIST)
instance or the per-VLAN mode VLAN instances.

show spantree

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If the switch is operating in the per-VLAN mode, this command displays a list of VLAN instances.

e If the switch is operating in the flat mode and the protocol is STP or RSTP, this command displays the
single flat mode instance.

e If the switch is operating in the flat mode and the protocol is set to MSTP, this command displays a list
of MSTls, including MSTI O (also known as the CIST).

Examples

-> spantree mode flat
-> spantree protocol rstp
-> show spantree

Spanning Tree Path Cost Mode : 32 BIT
Bridge STP Status Protocol Priority(Prio:SyslID)
------ o

1 ON RSTP 32768 (0x8000:0x0000)

output definitions

Spanning Tree Path Cost The Spanning Tree path cost mode for the switch (32 BIT or AUTO)

Mode Configured through the spantree path-cost-mode command.

Bridge The CIST instance, referred to as bridge 1 when either STP (802.1D) or
RSTP (802.1W) is the active protocol.

STP Status The Spanning Tree state for the CIST instance (ON or OFF).

Protocol The Spanning Tree protocol applied to the instance (STP or RSTP).
Configured through the spantree protocol command.

Priority The Spanning Tree bridge priority for the instance. The lower the num-
ber, the higher the priority. Configured through the spantree priority
command.
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-> spantree mode flat

-> spantree protocol mstp

-> show spantree

Spanning Tree Path Cost Mode

: AUTO

Msti STP Status Protocol Priority (Prio:SyslID)
----- e ———

0 ON MSTP
2 ON MSTP
3 ON MSTP

output definitions

32768 (0x8000:0x0000)
32770 (0x8000:0x0002)
32771 (0x8000:0x0003)

Spanning Tree Path Cost
Mode

Msti

STP Status
Protocol

Priority

The Spanning Tree path cost mode for the switch (32 BIT or AUTO)
Configured through the spantree path-cost-mode command.

The Multiple Spanning Tree Instance (MSTI) instance number.
Configured through the spantree msti command. Note that MSTI 0
also represents the CIST instance that is always present on the switch.

The Spanning Tree state for the MSTI (ON or OFF).

The Spanning Tree protocol applied to this instance. Configured
through the spantree protocol command.

The Spanning Tree bridge priority for the instance. The lower the
number, the higher the priority. Configured through the spantree pri-
ority command.

-> spantree mode per-vlan

-> show spantree

Spanning Tree Path Cost Mode
Spanning Tree PVST+ Mode

- AUTO
Enable

Vlan STP Status Protocol Priority
----- S

1 ON STP
2 ON STP
3 ON STP
4 ON STP
5 ON STP
6 ON STP
7 ON STP

output definitions

32768 (0x8000)
32768 (0x8000)
32768 (0x8000)
32768 (0x8000)
32768 (0x8000)
32768 (0x8000)
32768 (0x8000)

Spanning Tree Path Cost
Mode

Spanning Tree PVST+ Mode

Vian

STP Status

The Spanning Tree path cost mode for the switch (32 BIT or AUTO)
Configured through the spantree path-cost-mode command.

Indicates whether the PVST + status is enabled or disabled. Configured
through the spantree pvst+compatibility command.

The VLAN ID associated with the VLAN Spanning Tree instance.
Configured through the vlan commands

The Spanning Tree state for the instance (ON or OFF). Configured
through the spantree vlan admin-state command.
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show spantree

output definitions (continued)

Protocol

Priority

The Spanning Tree protocol applied to this instance (STP or RSTP).
Configured through the spantree protocol command.

The Spanning Tree bridge priority for the instance. The lower the
number, the higher the priority. Configured through the spantree pri-
ority command.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree cist

show spantree msti

show spantree vlan

MIB Obijects

vStplInsTable
vStpInsNumber

Displays the Spanning Tree bridge configuration for the CIST
instance regardless of which mode (per-VLAN or flat) is active on
the switch.

Displays the Spanning Tree bridge configuration for an MSTI
regardless of which mode (per-VLAN or flat) is active on the
switch.

Displays the Spanning Tree bridge configuration for a VLAN
instance regardless of which mode (per-VLAN or flat) is active on
the switch.

vStplnsProtocolSpecification

vStplnsMode
vStplnsPriority
vStplnsBridgeAddress
vStplnsDesignatedRoot
vStplnsRootCost
vStpInsRootPortNumber

vStplnsNextBestRootCost

vStplnsNextBestRootPortNumber

vStplnsBridgeTxHoldCount

vStplnsTopChanges

vStplnsTimeSinceTopologyChange

vStplnsMaxAge
vStplnsForwardDelay
vStplnsHelloTime
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show spantree cist

Displays the Spanning Tree bridge configuration for the flat mode Common and Internal Spanning Tree
(CIST) instance.

show spantree cist

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guideline

This command displays Spanning Tree bridge information for the flat mode CIST instance regardless of
which mode (per-VLAN or flat) is active on the switch. Note that minimal information is displayed when
this command is used in the per-VLAN mode, as the CIST is not active in this mode. See second example
below.

Examples

-> spantree mode flat
-> show spantree cist
Spanning Tree Parameters for Cist

Spanning Tree Status : ON,

Protocol IEEE Multiple STP,
mode : FLAT (Single STP),
Auto-Vlan-Containment: Enabled ,
Priority : 32768 (0x8000),
Bridge ID 8000-00:d0:95:01:39:2c,
CST Designated Root 8000-00:d0:95:01:39:2c,
Cost to CST Root 0,
Next CST Best Cost 0

8000-00:d0:95:01:39:

Designated Root 2c,
Cost to Root Bridge 0,
Root Port None,
Next Best Root Cost 0,
Next Best Root Port None,
TxHoldCount 3,
Topology Changes o,
Topology age : 00:00:00,

Current Parameters (seconds)

Max Age = 20,
Forward Delay = 15,
Hello Time = 2

Parameters system uses

System Max Age

System Forward Delay =

when attempting to become root

= 20,
20,
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show spantree cist

System Hello Time
BPDU Switching Enabled

-> spantree mode per-vlan
-> show spantree cist

= 10

Per Vlan Spanning Tree is enforced !! (Per VLAN mode)
INACTIVE Spanning Tree Parameters for Flat Mode

Spanning Tree Status :
Protocol

Priority

TxHoldCount :
System Max Age (seconds)

System Forward Delay (seconds)
System Hello Time (seconds)

output definitions

ON,
IEEE Rapid STP,
32768 (0x8000),

5,
10,
10,

5

Spanning Tree Status
Protocol

Mode

Auto-Vlan-Containment

Priority

Bridge ID

CST Designated Root
Cost to CST Root
Next CST Best Cost

Designated Root
Cost to Root Bridge
Root Port

Next Best Root Cost
Next Best Root Port

Tx Hold Count

The Spanning Tree state for the instance (ON or OFF).

The Spanning Tree protocol applied to the CIST (STP, RSTP, or
MSTP). Configured through the spantree protocol command.

The Spanning Tree operating mode for the switch (per-vlan or flat).
Configured through the spantree mode command.

The auto VLAN containment status for the instance (Enabled or
Disabled). AVC prevents a port that has no VLANs mapped to a
Multiple Spanning Tree Instance (MSTI) from becoming the root port
for that instance. Configured through the spantree auto-vlan-contain-
ment command.

The Spanning Tree bridge priority for the instance. The lower the num-
ber, the higher the priority. Configured through the spantree priority
command.

The bridge identifier for this Spanning Tree instance. Consists of the
bridge priority value (in hex) concatenated with the dedicated bridge
MAC address.

The bridge identifier for the root of the flat mode CIST instance. This
field only appears when MSTP is active on the switch.

The cost of the path to the root of the flat mode CIST instance. This
field only appears when MSTP is active on the switch.

The cost of the next best root port for the flat mode CIST instance. This
field only appears when MSTP is active on the switch.

The bridge identifier for the root of the Spanning Tree for this instance.
The cost of the path to the root for this Spanning Tree instance.

The port that offers the lowest cost path from this bridge to the root
bridge for this Spanning Tree instance.

The cost of the next best root port for this Spanning Tree instance.

The port that offers the next best (second lowest) cost path to the root
bridge for this Spanning Tree instance.

The count to limit the transmission of BPDU through the port.
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output definitions (continued)

Topology Changes The number of topology changes detected by this Spanning Tree
instance since the management entity was last reset or initialized.

Topology age The amount of time (in hundredths of seconds) since the last topology
change was detected by this Spanning Tree instance (hh:mm:ss or dd
days and hh:mm:ss).

Max Age The amount of time (in seconds) that Spanning Tree Protocol informa-
tion is retained before it is discarded. Configured through the spantree
max-age command.

Forward Delay The amount of time (in seconds) that a port remains in the Listening
state and then the Learning state until it reaches the forwarding state.
This is also the amount of time used to age out all dynamic entries in
the Forwarding Database when a topology change occurs. Configured
through the spantree forward-delay command.

Hello Time The amount of time (in seconds) between the transmission of Configu-
ration BPDUs on any port that is the Spanning Tree root or is attempt-
ing to become the Spanning Tree root. Configured through the
spantree hello-time command.

System Max Age The Max Age value for the root bridge.
System Forward Delay The Forward Delay value for the root bridge.
System Forward Delay The Forward Delay value for the root bridge.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree Displays the Spanning Tree bridge configuration for the flat mode
CIST instance or a per-VLAN mode VLAN instance, depending on
which mode is active for the switch.

show spantree msti Displays the Spanning Tree bridge configuration for an MSTI
regardless of which mode (per-VLAN or flat) is active on the
switch.

show spantree vlan Displays the Spanning Tree bridge configuration for a VLAN
instance regardless of which mode (per-VLAN or flat) is active on
the switch.
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MIB Obijects

vStplInsTable

vStplnsNumber

vStplInsMode
vStplnsProtocolSpecification
vStplnsPriority
vStplnsBridgeAddress
vStplInsTimeSinceTopologyChange
vStplnsTopChanges
vStplInsDesignatedRoot
vStplnsRootCost
vStplnsRootPortNumber
vStplInsNextBestRootCost
vStplnsNextBestRootPortNumber
vStplnsMaxAge
vStplnsHelloTime
vStplInsBridgeTxHoldCount
vStplnsForwardDelay
vStplInsBridgeMaxAge
vStplInsBridgeHelloTime
vStplnsBridgeForwardDelay
vStplInsCistRegionalRootld
vStpInsCistPathCost
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show spantree msti

Displays Spanning Tree bridge information for a Multiple Spanning Tree Instance (MSTI).

show spantree msti [msti_id]

Syntax Definitions
msti_id An existing MSTI ID number.

Defaults
By default, displays information for all MSTIs.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e If an msti_id number is not specified, this command displays the Spanning Tree status, protocol, and
priority values for all MSTIs.

e This command displays Spanning Tree bridge information for an MSTI regardless of which mode (per-
VLAN or flat) is active for the switch.

¢ Note that minimal information is displayed when this command is used in the per-VLAN mode, as
MSTIs are not active in this mode. In addition, this command fails if MSTP is not the selected flat
mode protocol.

¢ Note that MSTI 0 also represents the CIST instance that is always present on the switch. To view the
CIST instance using this command, specify zero (0) for the msti_id number.

Examples

-> spantree mode flat
-> spantree protocol mstp
-> show spantree msti

Spanning Tree Path Cost Mode : AUTO
Msti STP Status Protocol Priority (Prio:SyslID)

————— S
0 ON MSTP 32768 (0x8000:0x0000)
2 ON MSTP 32770 (0x8000:0x0002)
3 ON MSTP 32771 (0x8000:0x0003)

-> show spantree msti 0

Spanning Tree Parameters for Cist

Spanning Tree Status : ON,
Protocol : IEEE Multiple STP,
mode : FLAT (Single STP),
Priority : 32768 (0x8000),
Bridge ID : 8000-00:d0:95:6b:08:40,
CST Designated Root : 0001-00:10:b5:58:9d:39,
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show spantree msti

Cost to CST Root : 39,
Next CST Best Cost : 0,
Designated Root : 8000-00:d0:95:6b:08:
Cost to Root Bridge : o,
Root Port : Slot 9 Interface 2,
Next Best Root Cost : 0,
Next Best Root Port : None,
TxHoldCount : 6,
Topology Changes : 1,
Topology age : 0:30:46
Current Parameters (seconds)
Max Age = 6,
Forward Delay = 4,
Hello Time = 2
Parameters system uses when attempting to become root
System Max Age = 20,
System Forward Delay = 15,
System Hello Time = 2

-> show spantree msti 1

Spanning Tree Parameters for Msti 1

Spanning Tree Status :
Protocol

mode

Priority

Bridge ID
Designated Root

Cost to Root Bridge : o,
Root Port : None,
Next Best Root Cost : 0,
Next Best Root Port : None,
TxHoldCount : 6,
Topology Changes : o,
Topology age : 0:0:0
Current Parameters (seconds)
Max Age = 20,
Forward Delay = 15,
Hello Time = 2
Parameters system uses when attempting to become root
System Max Age = 20,
System Forward Delay = 15,
System Hello Time = 2

-> spantree mode per-vilan
-> show spantree msti

ON,

IEEE Multiple STP,
FLAT (Single STP),
32769 (0x8001),

8001-00:d0:95:6b:08:
8001-00:d0:95:6b:08:

Spanning Tree Path Cost Mode : AUTO
** lnactive flat mode instances: **

Msti STP Status Protocol Priority (Prio:SyslID)

40,

40,
40,

————— o~
0 ON MSTP 32768 (0x8000:0x0000)
2 ON MSTP 32770 (0x8000:0x0002)
3 ON MSTP 32771 (0x8000:0x0003)
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-> show spantree msti 0

per-vlan Spanning Tree is enforced !! (per-vlan mode)
INACTIVE Spanning Tree Parameters for Cist

Spanning Tree Status :
Protocol

Priority

TxHoldCount :
System Max Age (seconds)

System Forward Delay (seconds)
System Hello Time (seconds)

-> show spantree msti 2

ON,
IEEE Multiple STP,
32768 (0x8000),
5,
20,
15,
2

per-vlan Spanning Tree is enforced !! (per-vlan mode)
INACTIVE Spanning Tree Parameters for Msti 2

Spanning Tree Status :
Protocol

Priority

TxHoldCount :
System Max Age (seconds)

System Forward Delay (seconds)
System Hello Time (seconds)

output definitions

ON,

IEEE Multiple STP,
32770 (0x8002),
5,
20,
15,
2

Spanning Tree Path Cost
Mode

Msti

STP Status

Protocol

Mode

Priority

Bridge ID

CST Designated Root
Cost to CST Root
Next CST Best Cost

Designated Root
Cost to Root Bridge
Root Port

The Spanning Tree path cost mode for the switch (32 BIT or AUTO)
Configured through the spantree path-cost-mode command.

The Multiple Spanning Tree Instance (MSTI) number. MSTI O repre-
sents the CIST. Configured through the spantree msti command.

The Spanning Tree state for the instance (ON or OFF).

The Spanning Tree protocol applied to the instance (STP, RSTP, or
MSTP). This value is not configurable for an MSTI. Configured
through the spantree protocol command.

The Spanning Tree operating mode for the switch (per-vlan or flat).
Configured through the spantree mode command.

The Spanning Tree bridge priority for the instance. The lower the num-
ber, the higher the priority. Configured through the spantree priority
command.

The bridge identifier for this Spanning Tree instance. Consists of the
bridge priority value (in hex) concatenated with the dedicated bridge
MAC address.

The bridge identifier for the root of the flat mode CIST instance. This
field only appears when MSTP is active on the switch.

The cost of the path to the root for the flat mode CIST instance. This
field only appears when MSTP is active on the switch.

The cost of the next best root port for the flat mode CIST instance. This
field only appears when MSTP is active on the switch.

The bridge identifier for the root of the Spanning Tree for this instance.
The cost of the path to the root for this Spanning Tree instance.

The port that offers the lowest cost path from this bridge to the root
bridge for this Spanning Tree instance.
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show spantree msti

output definitions (continued)

Next Best Root Cost
Next Best Root Port

TxHoldCount
Topology Changes

Topology age

Max Age

Forward Delay

Hello Time

System Max Age
System Forward Delay
System Forward Delay

The cost of the next best root port for this Spanning Tree instance.

The port that offers the next best (second lowest) cost path to the root
bridge for this Spanning Tree instance.

The count to limit the transmission of BPDU through the port.

The number of topology changes detected by this Spanning Tree
instance since the management entity was last reset or initialized.

The amount of time (in hundredths of seconds) since the last topology
change was detected by this Spanning Tree instance (hh:mm:ss or dd
days and hh:mm:ss).

The amount of time (in seconds) that Spanning Tree Protocol informa-
tion is retained before it is discarded. MSTIs inherit this value from the
CIST instance.

The amount of time (in seconds) that a port remains in the Listening
state and then the Learning state until it reaches the forwarding state.
This is also the amount of time used to age out all dynamic entries in
the Forwarding Database when a topology change occurs. MSTIs
inherit this value from the CIST instance.

The amount of time (in seconds) between the transmission of Configu-
ration BPDUSs on any port that is the Spanning Tree root or is attempt-
ing to become the Spanning Tree root. MSTIs inherit this value from
the CIST instance.

The Max Age value for the root bridge.
The Forward Delay value for the root bridge.
The Forward Delay value for the root bridge.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree

show spantree cist

show spantree vlan

Displays the Spanning Tree bridge configuration for the flat mode
CIST instance or a per-VLAN mode VLAN instance, depending on
which mode is active for the switch.

Displays the Spanning Tree bridge configuration for the CIST
instance regardless of which mode (per-VLAN or flat) is active on
the switch.

Displays the Spanning Tree bridge configuration for a VLAN
instance regardless of which mode (per-VLAN or flat) is active on
the switch.
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MIB Obijects

vStplInsTable

vStplnsNumber

vStpInsMode
vStplnsProtocolSpecification
vStplnsPriority
vStplnsBridgeAddress
vStplInsTimeSinceTopologyChange
vStplnsTopChanges
vStplInsDesignatedRoot
vStplnsRootCost
vStplnsRootPortNumber
vStplInsNextBestRootCost
vStplnsNextBestRootPortNumber
vStplnsMaxAge
vStplnsHelloTime
vStplInsBridgeTxHoldCount
vStplnsForwardDelay
vStplInsBridgeMaxAge
vStplInsBridgeHelloTime
vStplnsBridgeForwardDelay
vStpInsCistRegionalRootld
vStpInsCistPathCost
vStplnsMstiNumber
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show spantree vian

Displays Spanning Tree bridge information for a per-VLAN mode VLAN instance.

show spantree vlan [vlan_id]

Syntax Definitions
vlan_id An existing VLAN ID number.

Defaults
By default, displays information for all VLAN instances.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e If avlan_id number is not specified, this command displays the Spanning Tree status, protocol, and
priority values for all VLAN instances.

e Specify a vlan_id number with this command to display Spanning Tree bridge information for a
specific VLAN instance.

e This command displays Spanning Tree bridge information for a VLAN instance regardless of which
mode (per-VLAN or flat) is active on the switch. Note that minimal information is displayed when this
command is used in the flat mode, as VLAN instances are not active in this mode.

Examples

-> spantree mode per-vlan
-> show spantree vlan

Spanning Tree Path Cost Mode : AUTO
Vlan STP Status Protocol Priority

————— S
1 ON STP 32768 (0x8000)
2 ON STP 32768 (0x8000)
3 ON STP 32768 (0x8000)
4 ON STP 32768 (0x8000)
5 ON STP 32768 (0x8000)
6 ON STP 32768 (0x8000)

-> show spantree vlan 6
Spanning Tree Parameters for Vlan 6

Spanning Tree Status : ON,
Protocol : IEEE STP,

mode : Per VLAN (1 STP per-vlan),
Priority : 32768 (0x8000),
Bridge ID : 8000-00:d0:95:6a:f4:58,
Designated Root : 0000-00:00:00:00:00:00,
Cost to Root Bridge : o,

Root Port : Slot 1 Interface 1,

Next Best Root Cost : 0,
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Next Best Root Port : Slot 1 Interface 1,
Tx Hold Count : 6,
Topology Changes : o,
Topology age : 00:00:00,
Current Parameters (seconds)

Max Age = 20,

Forward Delay = 15,

Hello Time = 2

Parameters system uses when attempting to become root

System Max Age = 20,
System Forward Delay = 15,
System Hello Time = 2
-> spantree mode flat
-> show spantree vlan 1
Single/Multiple Spanning Tree is enforced !! (flat mode)
INACTIVE Spanning Tree Parameters for Vlan 1
Spanning Tree Status : ON,
Protocol : IEEE Rapid STP,
Priority : 32768 (0x8000),
TxHoldCount : 5,
System Max Age (seconds) = 20,
System Forward Delay (seconds) = 5,
System Hello Time (seconds) = 5
output definitions
Spanning Tree Path Cost The Spanning Tree path cost mode for the switch (32 BIT or AUTO)
Mode Configured through the spantree path-cost-mode command.
Vlan The VLAN ID associated with the VLAN Spanning Tree instance.
Configured through the vlan commands
STP Status The Spanning Tree state for the instance (ON or OFF).
Protocol The Spanning Tree protocol applied to the VLAN instance (STP or

RSTP). Note that MSTP is not supported for a VLAN instance.
Configured through the spantree protocol command.

Mode The Spanning Tree operating mode for the switch (per-vlan or flat).
Configured through the spantree mode command.

Priority The Spanning Tree bridge priority for the instance. The lower the
number, the higher the priority. Configured through the spantree pri-
ority command.

Bridge ID The bridge identifier for this Spanning Tree instance. Consists of the
bridge priority value (in hex) concatenated with the dedicated bridge
MAC address.

Designated Root The bridge identifier for the root of the Spanning Tree for this instance.

Cost to Root Bridge The cost of the path to the root for this Spanning Tree instance.

Root Port The port that offers the lowest cost path from this bridge to the root
bridge for this Spanning Tree instance.

Next Best Root Cost The cost of the next best root port for this Spanning Tree instance.

Next Best Root Port The port that offers the next best (second lowest) cost path to the root

bridge for this Spanning Tree instance.
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show spantree vlan

output definitions (continued)

Tx Hold Count
Topology Changes

Topology age

Max Age

Forward Delay

Hello Time

System Max Age
System Forward Delay
System Forward Delay

The count to limit the transmission of BPDU through the port.

The number of topology changes detected by this Spanning Tree
instance since the management entity was last reset or initialized.

The amount of time (in hundredths of seconds) since the last topology
change was detected by this Spanning Tree instance (hh:mm:ss or dd
days and hh:mm:ss).

The amount of time (in seconds) that Spanning Tree Protocol
information is retained before it is discarded. Configured through the
spantree max-age command.

The amount of time (in seconds) that a port remains in the Listening
state and then the Learning state until it reaches the forwarding state.
This is also the amount of time used to age out all dynamic entries in
the Forwarding Database when a topology change occurs. Configured
through the spantree forward-delay command.

The amount of time (in seconds) between the transmission of
Configuration BPDUs on any port that is the Spanning Tree root or is
attempting to become the Spanning Tree root. Configured through the
spantree hello-time command.

The Max Age value for the root bridge.
The Forward Delay value for the root bridge.
The Forward Delay value for the root bridge.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree

show spantree cist

show spantree msti

MIB Obijects

vStplInsTable

vStplnsNumber
vStplnsMode

Displays the Spanning Tree bridge configuration for the flat mode
CIST instance or a per-VLAN mode VLAN instance, depending on
which mode is active for the switch.

Displays the Spanning Tree bridge configuration for the CIST
instance regardless of which mode (per-VLAN or flat) is active on
the switch.

Displays the Spanning Tree bridge information for an MSTI when
the switch is operating in the per-VLAN or flat Spanning Tree
mode.

vStplnsProtocolSpecification

vStpInsPriority
vStpInsBridgeAddress

vStplnsTimeSinceTopologyChange

vStplnsTopChanges
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vStplnsDesignatedRoot
vStplInsRootCost
vStplnsRootPortNumber
vStplnsNextBestRootCost
vStpInsNextBestRootPortNumber
vStplnsMaxAge
vStplnsHelloTime
vStplnsBridgeTxHoldCount
vStplnsForwardDelay
vStplnsBridgeMaxAge
vStpInsBridgeHelloTime
vStplInsBridgeForwardDelay
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show spantree ports

Displays Spanning Tree port information.

show spantree ports [forwarding | blocking | active | configured]

Syntax Definitions

forwarding Displays Spanning Tree operational port parameters for ports that are
forwarding for the specified instance.

blocking Displays Spanning Tree operational port parameters for ports that are
blocked for the specified instance.

active Displays a list of active ports associated with the specified instance.

configured Displays Spanning Tree administrative port parameters for all ports

associated with the specified instance.

Defaults

parameter default
forwarding | blocking | active | all ports
configured

Platforms Supported
OmniSwitch 10K

Usage Guidelines

If the switch is operating in the per-VLAN mode, this command displays port information for the
VLAN instances.

If the switch is operating in the flat mode and the protocol is STP or RSTP, this command displays port
information for the single flat mode instance.

If the switch is operating in the flat mode and the protocol is set to MSTP, this command displays port
information for the MSTls, including MSTI 0 (also known as the CIST).

Examples

-> spantree mode flat
-> spantree protocol rstp

-> show spantree ports

Bridge Port Oper Status Path Cost Role

————te———— o o o
1 171 FORW 19 ROOT
1 172 DIS 0 DIS
1 1/3 DIS 0 DIS
1 174 DIS 0 DIS
1 1/5 DIS 0 DIS
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RPRRRRREPR

1/6
1/7
1/8
1/9
1710
1/11
1/12

DIS 0 DIS
DIS 0 DIS
DIS 0 DIS
DIS 0 DIS
DIS 0 DIS
DIS 0 DIS
DIS 0 DIS

-> spantree protocol mstp
-> show spantree ports

Msti

[eNeoNeoNoNoNoNeoNoNoNoNoNe)

-> spantree mode

Port Oper Status Path Cost Role
————— e

/1 DIS 0 DIS
172 DIS 0 DIS
1/3 DIS 0 DIS
174 DIS 0 DIS
1/5 DIS 0 DIS
1/6 DIS 0 DIS
/7 DIS 0 DIS
1/8 DIS 0 DIS
1/9 DIS 0 DIS
1/10 DIS 0 DIS
1711 DIS 0 DIS
1712 DIS 0 DIS

per-vilan

ports

-> show spantree

Vlan Port Oper Status Path Cost Role Notes

————— e
1 171 DIS 0 DIS
1 1/2 DIS 0 DIS
1 1/3 DIS 0 DIS
1 1/4 DIS 0 DIS
1 1/5 DIS 0 DIS
1 1/6 DIS 0 DIS
1 177 DIS 0 DIS
1 1/8 DIS 0 DIS
1 1/9 DIS 0 b] |

output definitions

Bridge, Msti, or Vlan The CIST instance, referred to as bridge 1 when either STP (802.1D) or

Port

Oper Status

RSTP (802.1W) is the active protocol in the flat mode. The MSTI num-
ber when MSTP is the active protocol in the flat mode. The VLAN ID
number when STP or RSTP is the active protocol in the per-VLAN
mode.

The slot number for the module and the physical port number or a
logical port. If the slot number is 0, then the port number refers to a link
aggregate logical port number (for example, 0/31).

The port operational state as defined by application of the Spanning
Tree Protocol. Possible port operational states include: disabled, block-
ing, learning, and forwarding.
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output definitions (continued)

Path Cost The contribution of this port to the path cost towards the Spanning Tree
root bridge that includes this port. Path cost is a measure of the distance
of the listed port from the root bridge in the number of hops. Config-
ured through the spantree msti path-cost or spantree vlan path-cost-
command.

Role The role of the port for this Spanning Tree instance. Possible port roles
are: root, designated, alternate, and backup.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree cist ports Displays Spanning Tree port information for the flat mode CIST
instance when the switch is operating in the per-VLAN or flat Span-
ning Tree mode.

show spantree msti ports Displays Spanning Tree port information for an MSTI when the
switch is operating in the per-VLAN or flat Spanning Tree mode.

show spantree vlan ports Displays Spanning Tree port information for VLAN instances when
the switch is operating in the per-VLAN or flat Spanning Tree
mode.

MIB Obijects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortPriority
vStplInsPortEnable
vStplnsPortState
vStplnsPortManualMode
vStplnsPortPathCost
vStplnsPortDesignatedCost
vStplInsPortRole
vStplnsPortAdminConnectionType
vStplnsPortOperConnectionType
vStplnsPortAdminEdge
vStplnsPortAutoEdge
vStplnsPortRestrictedRole
vStplnsPortRestrictedTcn
vStplnsPortPrimaryPortNumber
vStplnsPortDesignatedRoot
vStplnsPortDesignatedBridge
vStpPortConfigPVST
vStpPortConfigStatePVST
vStpBridgeModePVST
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show spantree cist ports

Displays Spanning Tree port information for the flat mode Common and Internal Spanning Tree (CIST)

instance.

show spantree cist ports [forwarding | blocking | active | configured]

Syntax Definitions

Displays Spanning Tree operational port parameters for ports that are

Displays Spanning Tree operational port parameters for ports that are

Displays a list of active ports associated with the specified instance.

Displays Spanning Tree administrative port parameters for the CIST

forwarding
forwarding for the CIST instance.
blocking
blocked for the CIST instance.
active
configured
instance.
Defaults
parameter default
forwarding | blocking | active | all ports

configured

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command displays Spanning Tree port information for the flat mode CIST instance regardless of
which mode (per-VLAN or flat) is active for the switch.

¢ Note that minimal information is displayed when this command is used in the per-VLAN mode, as the
CIST is not active in this mode.

Examples

-> show spantree cist ports

Spanning Tree Port Summary for Cist

Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
————— B S
1/1 FORW 200000 2 ROOT 1/1 PTP EDG 8000-00:30:f1:5b:37:73
1/2  DIS 0 0O DIS 1/2 NS No 0000-00:00:00:00:00:00
1/3 DIS 0 0O DIS 1/3 NS EDG 0000-00:00:00:00:00:00
174 DIS 0 O DIS 1/4 NS No 0000-00:00:00:00:00:00
1/5 DIS 0 0O DIS 1/5 NS EDG 0000-00:00:00:00:00:00
1/6 DIS 0 O DIS 1/6 NS EDG 0000-00:00:00:00:00:00
1/7 DIS 0 0O DIS 1/7 NS EDG 0000-00:00:00:00:00:00
1/8 DIS 0 O DIS 1/8 NS No 0000-00:00:00:00:00:00
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-> show spantree cist ports active

Spanning Tree Port Summary for Cist

Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
————— ' S
1/1 FORW 200000 52 ROOT 1/1 PTP EDG 8000-00:30:f1:5b:37:73

-> show spantree cist ports

Per Vlan Spanning Tree is enforced !! (Per VLAN mode)
INACTIVE Spanning Tree Parameters

Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
————— R
1/1  DIS DIS 1/1 NS NO 0000-00:00:00:00:00:00

0 0

0 0 DIS 1/2 NS NO 0000-00:00:00:00:00:00
173 DIS 0 0 DIS 1/3 NS NO 0000-00:00:00:00:00:00

0 0O DIS 1/4 NS NO 0000-00:00:00:00:00:00

0 0 DIS 1/5 NS NO 0000-00:00:00:00:00:00

output definitions

Port The slot number for the module and the physical port number or a
logical port. If the slot number is 0, then the port number refers to a link
aggregate logical port number (for example, 0/31).

Oper St The port operational state as defined by application of the Spanning
Tree Protocol. Possible port operational states include: disabled,
blocking, listening, learning, and forwarding.

Path Cost The contribution of this port to the path cost towards the Spanning Tree
root bridge that includes this port. Path cost is a measure of the distance
of the listed port from the root bridge in the number of hops.
Configured through the spantree vlan path-cost command.

Desig Cost The path cost of the Designated Port of the segment connected to this
port. If this is the root bridge or the Spanning Tree status of the port is
administratively disabled, this value is 0.

Role The role of the port for this Spanning Tree instance. Possible port roles
are: root, designated, alternate, and backup.

Prim. Port The slot number for the module and the physical port number on that
module for the primary port associated with this Spanning Tree
instance. This information is only available if the port role is backup.

Op Cnx Operational connection type: PTP, NPT, or NS (nonsignificant).
Shows the current operational state of the port connection type. See the
spantree vlan connection command for more
information.

Op Edg Operational connection type: EDG. Shows the current operational state
of the port connection type. See the spantree vlan connection
command for more information.

Desig Bridge ID The bridge identifier for the designated bridge for this port segment.
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-> show spantree cist ports configured

Spanning Tree Port Admin Configuration for Vlan 1
Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/ PVST+

Port Pri St. Mode

Cost Cnx Edg Edg Tcn Root Guard Cfg Stat

----- 4
171 7 ENA No 0 AUT No Yes No No AUT OfFF
1/2 7 ENA No 0 NPT No Yes No No AUT OFF
1/3 7 ENA No 0 NPT No Yes No No AUT OFF
174 7 ENA No 0 NPT No Yes No No AUT OFF
1/5 7 ENA No 0 NPT No Yes No No AUT O

output definitions

Port

Port Pri
Adm St

Man. Mode

Config Cost
Adm Cnx

Adm Edg

Aut Edg

Rstr Tcn

Rstr Role

The slot number for the module and the physical port number or a
logical port. If the slot number is 0, then the port number refers to a link
aggregate logical port number (for example, 0/31).

The Spanning Tree priority for the port. The lower the number, the
higher the priority.

The Spanning Tree administrative status of the port: enabled or
disabled.

The manual mode setting for the port: yes indicates that the blocking or
forwarding state of the port was manually set and the port does not
participate in the Spanning Tree Algorithm; no indicates that the
Spanning Tree Algorithm is managing the port state. Configured
through the spantree vlan path-cost command.

The configured path cost value for this port. Configured through the
spantree vlan path-cost command.

The administrative connection type: PTP, NPT, or AUT. Configured
through the spantree vlan connection command.

The edge port administrative status: yes indicates that the port is an
admin edge port; no indicates that the port is not an admin edge port.
Configured through the spantree vlan connection command.

The edge port automatic status: yes indicates that the port is an auto-
matic edge port; no indicates that the port is not an automatic edge port.
Configured through the spantree cist auto-edge or spantree vlan
auto-edge command.

The restricted TCN capability: yes indicates that the port supports the
restricted TCN capability; no indicates that the port does not support
the restricted TCN capability. Configured through the spantree cist
restricted-tcn or spantree vlan restricted-tcn command.

The restricted role port status: yes indicates that the port is a restricted
role port; no indicates that the port is not a restricted role port. Config-
ured through the spantree cist restricted-role or spantree vlan
restricted-role command.

Release History

Release 7.1.1; command introduced.
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Related Commands

show spantree ports Implicit command for displaying Spanning Tree port information
for the flat mode CIST instance or a per-VLAN mode VLAN
instance.

show spantree msti ports Displays Spanning Tree port information for an MSTI when the

switch is operating in the per-VLAN or flat Spanning Tree mode.

MIB Objects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortPriority
vStplnsPortState
vStplnsPortEnable
vStplnsPortPathCost
vStplInsPortDesignatedCost
vStplnsPortDesignatedBridge
vStplnsPortAdminEdge
vStplnsPortAutoEdge
vStplnsPortRestrictedRole
vStplnsPortRestrictedTcn
vStpInsPortManualMode
vStplnsPortRole
vStplnsPrimaryPortNumber
vStplnsPortAdminConnectionType
vStplnsPortOperConnectionType
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show spantree msti ports

Displays Spanning Tree port information for a flat mode Multiple Spanning Tree Instance (MSTI).

show spantree msti [msti_id] ports [forwarding | blocking | active | configured]

Syntax Definitions

msti_id An existing MSTI ID number.

forwarding Displays Spanning Tree operational port parameters for ports that are
forwarding for the CIST instance.

blocking Displays Spanning Tree operational port parameters for ports that are
blocked for the CIST instance.

active Displays a list of active ports associated with the specified instance.

configured Displays Spanning Tree administrative port parameters for the CIST
instance.

Defaults

parameter default

msti_id all MSTls

forwarding | blocking | active | all ports

configured

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e If an msti_id number is not specified, this command displays the Spanning Tree port operational status,
path cost, and role values for all associated MSTIs.

e This command displays Spanning Tree port information for an MSTI regardless of which mode (per-
VLAN or flat) is active on the switch.

¢ Note that minimal information is displayed when this command is used in the per-VLAN mode, as
MSTIs are not active in this mode. In addition, if MSTP is not the selected flat mode protocol, this
command fails.

¢ The configured keyword is only available when an instance number is specified with this command. In
addition, this keyword cannot be used in combination with either the forwarding or blocking
keywords.

¢ Note that MSTI 0 also represents the CIST instance that is always present on the switch. To view the
CIST instance using this command, specify zero (0) for the msti_id number.
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Examples

-> show spantree msti ports
Msti Port Oper Status Path Cost Role

————— S
0 171 FORW 200000 ROOT
0 1/2 DIS 0 DIS
0 1/3 DIS 0 DIS
0 174 DIS 0 DIS
0 1/5 DIS 0 DIS
0 1/6 DIS 0 DIS
0 1/7 DIS 0 DIS
0 1/8 DIS 0 DIS
0 1/9 DIS 0 DIS
0 1/10 DIS 0 DIS
0 1711 DIS 0 DIS
0 1/12 DIS 0 DIS
0 1/13 DIS 0 DIS
0 1714 DIS 0 DIS
0 1/15 DIS 0 DIS
0 1716 DIS 0 DIS
0 1717 DIS 0 DIS
0 1/18 DIS 0 DIS
0 1/19 DIS 0 DIS
0 1720 DIS 0 DIS
0 1721 DIS 0 DIS
0 1722 DIS 0 DIS
0 1/23 DIS 0 DIS
0 1/24 DIS 0 DIS
0 571 DIS 0 DIS
0 5/2 DIS 0 DIS
1 171 FORW 200000 MSTR
1 172 DIS 0 DIS
1 1/3 DIS 0 DIS
1 174 DIS 0 DIS
1 1/5 DIS 0 DIS
1 1/6 DIS 0 DIS
1 1/7 DIS 0 DIS
1 1/8 DIS 0 DIS
1 1/9 DIS 0 DIS
1 1710 DIS 0 DIS
1 1711 DIS 0 DIS
1 1712 DIS 0 DIS
1 1/13 DIS 0 DIS
1 1714 DIS 0 DIS
1 1/15 DIS 0 DIS
1 1/16 DIS 0 DIS
1 1717 DIS 0 DIS
1 1718 DIS 0 DIS
1 1719 DIS 0 DIS
1 1/20 DIS 0 DIS
1 1721 DIS 0 DIS
1 1722 DIS 0 DIS
1 1/23 DIS 0 DIS
1 1724 DIS 0 DIS
1 5/1 DIS 0 DIS
1 5/2 DIS 0 DIS
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-> show spantree msti 0 ports

Per Vlan Spanning Tree is enforced !! (Per VLAN mode)
INACTIVE Spanning Tree Parameters

Oper Path Desig Prim. Op Op

Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
----- S S TEE S

171 DIS 0 O DIS 1/1 NS NO 0000-00:00:00:00:00:00

172 DIS 0 0O DIS 1/2 NS NO 0000-00:00:00:00:00:00

1/3 DIS 0 0O DIS 1/3 NS NO 0000-00:00:00:00:00:00

1/4 DIS 0 O DIS 1/4 NS NO 0000-00:00:00:00:00:00

1/5 DIS 0 0O DIS 1/5 NS NO 0000-00:00:00:00:00:00

1/6 DIS 0 O DIS 1/6 NS NO 0000-00:00:00:00:00:00

1/7 DIS 0 0O DIS 1/7 NS NO 0000-00:00:00:00:00:00

-> show spantree msti 0 ports configured

Spanning Tree Port Admin Configuration for Vlan 1
Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/  PVST+
Port Pri St. Mode Cost Cnx Edg Edg Tcn Root Guard Cfg Stat

————— S
171 7 ENA No 0 AUT No Yes No No AUT OFF
1/2 7 ENA No 0 NPT No Yes No No AUT OFF
1/3 7 ENA No 0 NPT No Yes No No AUT OFF
174 7 ENA No 0 NPT No Yes No No AUT OfF
1/5 7 ENA No 0 NPT No Yes No No AUT

output definitions

Msti The Multiple Spanning Tree Instance (MSTI) number. MSTI 0
represents the CIST. Configured through the spantree msti command.

Port The slot number for the module and the physical port number or a
logical port. If the slot number is 0, then the port number refers to a link
aggregate logical port number (for example, 0/31).

Oper St The port operational state as defined by application of the Spanning
Tree Protocol. Possible port operational states include: disabled,
blocking, listening, learning, and forwarding.

Path Cost The contribution of this port to the path cost towards the Spanning Tree
root bridge that includes this port. Path cost is a measure of the distance
of the listed port from the root bridge in the number of hops.
Configured through the spantree msti path-cost command.

Desig Cost The path cost of the Designated Port of the segment connected to this
port. If this is the root bridge or the Spanning Tree status of the port is
administratively disabled, this value is 0.

RSTR Role/ Root Guard The role of the port for this Spanning Tree instance. Possible port roles
are: root, designated, alternate, master, and backup.

Prim. Port The slot number for the module and the physical port number on that
module for the primary port associated with this Spanning Tree
instance. This information is only available if the port role is backup.

Op Cnx Operational connection type: PTP, NPT, or NS (nonsignificant).
Shows the current operational state of the port connection type. See the
spantree vlan connection command for more information.
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show spantree msti ports

output definitions (continued)

Op Edg

Desig Bridge ID
PVST+ Cfg

PVST+ Stat

Operational connection type: EDG. Shows the current operational state
of the port connection type. See the spantree vlan connection
command for more information.

The bridge identifier for the designated bridge for this port segment.

Indicates the current PVST+ port configuration (auto, enable or
disable).

Indicates the current status of the PVST+ mode (On or Off).

-> show spantree msti 2 ports configured
Spanning Tree Port Admin Configuration for Msti 2
Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/
Port Pri St. Mode Cost Cnx Edg Edg Tcn Root Guard Opt.

----- S
171 7 ENA No
172 7 ENA No
1/3 7 ENA No
174 7 ENA No
1/5 7 ENA No
1/6 7 ENA No
177 7 ENA No
1/8 7 ENA No
1/9 7 ENA No
1710 7 ENA No
1711 7 ENA No
1712 7 ENA No

output definitions

e o
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS
0 AUT No Yes No No DIS

Port

Port Pri

Adm St

Man. Mode

Config Cost
Adm Cnx

Adm Edg

The slot number for the module and the physical port number or a logi-
cal port. If the slot number is 0, then the port number refers to a link
aggregate logical port number (for example, 0/31).

The Spanning Tree priority for the port. It is a numeric value and the
lower the number, the higher the priority. Configured through the
spantree priority command.

The Spanning Tree administrative status of the port: enabled - ENA or
disabled - DIS.

The manual mode setting for the port: yes indicates that the blocking or
forwarding state of the port was manually set and the port does not par-
ticipate in the Spanning Tree Algorithm; no indicates that the Spanning
Tree Algorithm is managing the port state. Configured through the
spantree vlan path-cost command.

The configured path cost value for this port. Configured through the
spantree msti path-cost command.

The administrative connection type: PTP, NPT, or AUT. Configured
through the spantree vlan connection command.

The edge port administrative status: yes indicates that the port is an
admin edge port; no indicates that the port is not an admin edge port.
Configured through the spantree vlan connection command.
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output definitions (continued)

Aut Edg The edge port automatic status: yes indicates that the port is an auto-
matic edge port; no indicates that the port is not an automatic edge port.
Configured through the spantree cist auto-edge or spantree vlan
auto-edge command.

Rstr Tcn The restricted TCN capability: yes indicates that the port supports the
restricted TCN capability; no indicates that the port does not support
the restricted TCN capability. Configured through the spantree cist
restricted-tcn or spantree vlan restricted-tcn command.

Rstr Role The restricted role port status: yes indicates that the port is a restricted
role port; no indicates that the port is not a restricted role port. Config-
ured through the spantree cist restricted-role or spantree vlan
restricted-role command.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree ports Displays Spanning Tree port information for the flat mode CIST
instance or a per-VLAN mode VLAN instance.

show spantree cist ports Displays Spanning Tree port information for a CIST instance when
the switch is operating in the per-VLAN or flat Spanning Tree
mode.

show spantree vlan ports Displays Spanning Tree port information for a VLAN when the

switch is operating in the per-VLAN or flat Spanning Tree mode.
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MIB Obijects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortPriority
vStplnsPortState
vStplnsPortEnable
vStplnsPortPathCost
vStplnsPortDesignatedCost
vStplnsPortDesignatedBridge
vStpInsPortAdminEdge
vStplInsPortAutoEdge
vStplnsPortRestrictedRole
vStplnsPortRestrictedTcn
vStplnsPortManualMode
vStplnsPortRole
vStpPortConfigPVST
vStpPortConfigStatePVST
vStpBridgeModePVST
vStplnsPrimaryPortNumber
vStplnsPortAdminConnectionType
vStplnsPortOperConnectionType
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show spantree vlan ports

Displays Spanning Tree port information for a VLAN instance.

show spantree vlan [vlan_id[-vlan_id2]] ports [forwarding | blocking | active | configured]

Syntax Definitions

vlan_id[-vlan_id2] An existing VLAN ID number. Use a hyphen to specify a range of
VLAN IDs (10-15)

forwarding Displays Spanning Tree operational port parameters for ports that are
forwarding for the CIST instance.

blocking Displays Spanning Tree operational port parameters for ports that are
blocked for the CIST instance.

active Displays a list of active ports associated with the specified instance.

configured Displays Spanning Tree administrative port parameters for the CIST
instance.

Defaults

parameter default

vlan_id all VLAN instances

forwarding | blocking | active | all ports

configured

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e If avlan_id number is not specified, this command displays the Spanning Tree port operational status,
path cost, and role values for all VLAN instances.

e Specifying a range of VLAN IDs is also allowed. Use a hyphen to indicate a contiguous range (e.g.,
show spantree vlan 10-15 ports). Note that only one VLAN entry—a single VLAN ID or a range of
VLAN IDs— is allowed with this command. Multiple entries are not accepted.

e This command displays Spanning Tree port information for a VLAN instance regardless of which
mode (per-VLAN or flat) is active for the switch.

¢ Note that minimal information is displayed when this command is used in the flat mode, as VLAN
instances are not active in this mode.

¢ The configured keyword is only available when a VLAN ID is specified with this command. In addi-
tion, this keyword cannot be used in combination with either the forwarding or blocking keywords.
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Examples

-> show spantree vlan ports
Vlan Port Oper Status Path Cost Role Note

————— o
1 171 DIS 0 DIS
1 172 DIS 0 DIS
1 1/3 DIS 0 DIS
1 1/4 DIS 0 DIS
1 1/5 DIS 0 DIS
1 1/6 DIS 0 DIS
1 177 DIS 0 DIS
1 1/8 DIS 0 DIS
1 1/9 DIS 0 DIS
1 1/10 DIS 0 DIS
1 1711 DIS 0 DIS
1 1712 FORW 19 DIS

-> show spantree vlan 1 ports
Spanning Tree Port Summary for Vlan 1

Oper Path Desig Prim. Op Op

Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
————— R

171 DIS 0 0 DIS 1/1 NS EDG 0000-00:00:00:00:00:00

1/2 DIS 0 0 DIS 1/2 NS NO 0000-00:00:00:00:00:00

1/3 DIS 0 0 DIS 1/3 NS NO 0000-00:00:00:00:00:00

174 DIS 0 0O DIS 1/4 NS NO 0000-00:00:00:00:00:00

1/5 DIS 0 0O DIS 1/5 NS NO 0000-00:00:00:00:00:00

1/6 DIS 0 0O DIS 1/6 NS NO 0000-00:00:00:00:00:00

177 DIS 0 0 DIS 1/7 NS NO 0000-00:00:00:00:00:00

1/8 DIS 0 0 DIS 1/8 NS NO 0000-00:00:00:00:00:00

1/9 DIS 0 0 DIS 1/9 NS NO 0000-00:00:00:00:00:00

1710 DIS 0 0O DIS 1/10 NS NO 0000-00:00:00:00:00:00

1711 DIS 0 0O DIS 1/11 NS NO 0000-00:00:00:00:00:00

1/12 FORW 19 0 DIS 1/12 PTP NO 0001-00:d0:95:6a:79:50

-> show spantree vlan 1 ports active
Spanning Tree Port Summary for Vlan 1

Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
————— R
1/12 FORW 19 0 DIS 1/12 PTP EDG 0001-00:d0:95:6a:79:50

-> show spantree vlan 10-13 ports
Spanning Tree Port Summary for Vlan 10
Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
----- s T L e T SR
1746 DIS 0 O DIS 1746 NS EDG 0000-00:00:00:00:00:00
Spanning Tree Port Summary for Vlan 11
Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
----- S S TEE S
1736 DIS 0 O DIS 1/36 NS EDG 0000-00:00:00:00:00:00
1/37 DIS 0 0 DIS 1/37 NS NO 0000-00:00:00:00:00:00
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Spanning Tree Port Summary for Vlan 12

Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
————— R
1742 DIS 0 O DIS 1/42 NS EDG 0000-00:00:00:00:00:00
1743 DIS 0 O DIS 1743 NS NO 0000-00:00:00:00:00:00
Spanning Tree Port Summary for Vlan 13
Oper Path Desig Prim. Op Op
Port St Cost Cost Role Port Cnx Edg Desig Bridge ID Note
————— R
1/38 DIS 0 O DIS 1/38 NS EDG 0000-00:00:00:00:00:00

output definitions

Vlan The VLAN ID associated with the VLAN Spanning Tree instance.
Configured through the vlan commands
Port The slot number for the module and the physical port number or a logi-

cal port. If the slot number is 0, then the port number refers to a link
aggregate logical port number (e.g., 0/31).

Oper St The port operational state as defined by application of the Spanning
Tree Protocol. Possible port operational states include: disabled, block-
ing, listening, learning, and forwarding.

Path Cost The contribution of this port to the path cost towards the Spanning Tree
root bridge that includes this port. Path cost is a measure of the distance
of the listed port from the root bridge in the number of hops. Config-
ured through the spantree vlan path-cost command.

Desig Cost The path cost of the Designated Port of the segment connected to this
port. If this is the root bridge or the Spanning Tree status of the port is
administratively disabled, this value is 0.

Role The role of the port for this Spanning Tree instance. Possible port roles
are: root, designated, alternate, master, and backup.

Prim. Port The slot number for the module and the physical port number on that
module for the primary port associated with this Spanning Tree
instance. This information is only available if the port role is backup.

Op Cnx Operational connection type: PTP, NPT, or NS (nonsignificant).
Shows the current operational state of the port’s connection type. See
the spantree vlan connection command for more information.

Op Edg Operational connection type: EDG. Shows the current operational state
of the port’s connection type. See the spantree vlan connection com-
mand for more information.

Desig Bridge ID The bridge identifier for the designated bridge for this port’s segment.
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show spantree vlan ports

-> show spantree vlan 1 ports configured

Spanning Tree Port Admin Configuration for Vlan 1

Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/ PVST+

Port Pri St. Mode

————— B
1/1 7 ENA No 0 AUT No Yes No No
1/2 7 ENA No 0 AUT No Yes No No
1/3 7 ENA No 0 AUT No Yes No No
174 7 ENA No 0 AUT No Yes No No
1/5 7 ENA No O AUT No Yes No No
1/6 7 ENA No 0O AUT No Yes No No
177 7 ENA No 0O AUT No Yes No No
1/8 7 ENA No 0 AUT No Yes No No
1/9 7 ENA No 0 AUT No Yes No No
1710 7 ENA No O AUT No Yes No No
1711 7 ENA No O AUT No Yes No No
1/12 7 ENA No 0O AUT No Yes No No
-> show spantree vlan 10-13 ports configured
Spanning Tree Port Admin Configuration for Vlan 10
Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/
Port Pri St. Mode Cost Cnx Edg Edg Tcn Root Guard
————— T T T T T s Tt T
1/46 7 ENA No O AUT No Yes No No
Spanning Tree Port Admin Configuration for Vlan 11
Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/
Port Pri St. Mode Cost Cnx Edg Edg Tcn Root Guard
----- B
1/36 7 ENA No O AUT No Yes No No
1/37 7 ENA No O AUT No Yes No No
Spanning Tree Port Admin Configuration for Vlan 12
Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/
Port Pri St. Mode Cost Cnx Edg Edg Tcn Root Guard
----- B
1742 7 ENA No O AUT No Yes No No
1743 7 ENA No O AUT No Yes No No
Spanning Tree Port Admin Configuration for Vlan 13
Port Adm Man. Config Adm Adm Aut Rstr Rstr Role/
Port Pri St. Mode Cost Cnx Edg Edg Tcn Root Guard
----- B
1/38 7 ENA No O AUT No Yes No No

output definitions

Cost Cnx Edg Edg Tcn

Root Guard Cfg Stat

PVST+
Cfg Stat

AUT OFF

PVST+
Cfg Stat

AUT OFF
AUT OFF

PVST+
Cfg Stat

AUT OFF
AUT OFF

PVST+
Cfg Stat

AUT OFF

Port

Port Pri

Adm St

The slot number for the module and the physical port number or a logi-
cal port. If the slot number is 0, then the port number refers to a link
aggregate logical port number (e.g., 0/31).

The Spanning Tree priority for the port (0-15). The lower the number,
the higher the priority. Configured through the spantree priority com-

mand.

The Spanning Tree administrative status of the port: enabled or dis-
abled. Configured through the spantree vlan command to enable or
disable Spanning Tree on a port.
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output definitions (continued)

Man. Mode

Config Cost
Adm Cnx

Adm Edg

Aut Edg

Rstr Tcn

Rstr Role/Root Guard

PVST+ Cfg

PVST+ Stat

The manual mode setting for the port: yes indicates that the blocking or
forwarding state of the port was manually set and the port does not par-
ticipate in the Spanning Tree Algorithm; no indicates that the Spanning
Tree Algorithm is managing the port state. Configured through the
spantree vlan mode command.

The configured path cost value for this port. Configured through the
spantree vlan path-cost command.

The administrative connection type: PTP, NPT, or AUT. Configured
through the spantree vlan path-cost command.

The edge port administrative status: yes indicates that the port is an
admin edge port; no indicates that the port is not an admin edge port.
Configured through the spantree vlan connection command.

The edge port automatic status: yes indicates that the port is an auto-
matic edge port; no indicates that the port is not an automatic edge port.
Configured through the spantree cist auto-edge or spantree vlan
auto-edge command.

The restricted TCN capability: yes indicates that the port supports the
restricted TCN capability; no indicates that the port does not support
the restricted TCN capability. Configured through the spantree cist
restricted-tcn or spantree vlan restricted-tcn command.

The restricted status of the port: Yes indicates that the port is restricted
from becoming the root; No indicates that the port is not restricted from
becoming the root. Configured through the spantree cist restricted-
role or spantree vlan restricted-role command.

The type of BPDU used on the port: AUTO indicates that IEEE
BPDUs are used until a PVST+ BPDU is detected; ENA indicates
that PVST+ BPDUs are used; DIS indicates that IEEE BPDUs are
used. Configured through the spantree pvst+compatibility command.

Indicates whether or not the PVST+ interoperability status is enabled
(ENA) or disabled (DIS) for the port. Configured through the spantree
pvst+compatibility command.

Release History

Release 7.1.1; command was introduced.
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Related Commands

show spantree ports Displays Spanning Tree port information for the flat mode CIST
instance or a per-VLAN mode VLAN instance.

show spantree cist ports Displays Spanning Tree port information for a CIST instance when
the switch is operating in the per-VLAN or flat Spanning Tree
mode.

show spantree msti ports Displays Spanning Tree port information for an MSTI when the

switch is operating in the per-VLAN or flat Spanning Tree mode.

MIB Obijects

vStplInsPortTable

vStplnsPortNumber
vStplnsPortPriority
vStplnsPortState
vStplInsPortEnable
vStpInsPortPathCost
vStplnsPortDesignatedCost
vStplnsPortDesignatedBridge
vStplnsPortAdminConnectionType
vStplnsPortOperConnectionType
vStpInsPortAdminEdge
vStpInsPortAutoEdge
vStplnsPortRestrictedRole
vStplnsPortRestrictedTcn
vStplnsPortManualMode
vStplnsPortRole
vStplnsPrimaryPortNumber
vStplnsPortAdminConnectionType
vStplnsPortOperConnectionType
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show spantree mode

Displays the current global Spanning Tree mode parameter values for the switch.

show spantree mode

Syntax Definition
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

The global parameters for spanning tree can be activated or configured using the related commands.

Examples

-> show spantree mode

Spanning Tree Global Parameters

Current Running Mode
Current Protocol
Path Cost Mode

Cisco PVST+ mode
Vlan Consistency check

output definitions

- Per VLAN,

: N/A (Per VLAN),
: 32 BIT,

Auto VlIan Containment :
: Disabled
: Disabled

N/A

Current Running Mode
Current Protocol

Path Cost Mode

Auto Vlan Containment

Cisco PVST+ mode
Vlan Consistency check

The spantree mode active on the switch. (Flat or Per VLAN)
The spantree protocol active on the switch.
The path cost mode value configured on the switch. (AUTO or 32 BIT)

The Auto VLAN containment mode configured on the switch
(Enabled or Disabled).

The PVST+ mode configured on the switch (Enabled or Disabled).

Specifies if VLAN consistency check is Enabled or Disabled on the
switch.
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show spantree mode

Related Commands

spantree mode

spantree protocol

spantree path-cost-mode

spantree pvst+compatibility

Assigns a flat Spanning Tree or per-VLAN Spanning Tree operating
mode for the switch.

Configures the Spanning Tree protocol for the flat mode Common and
Internal Spanning Tree (CIST) instance or for an individual VLAN
instance if the switch is running in the per-VLAN mode.

Configures the automatic selection of a 16-bit path cost for STP/RSTP
ports and a 32-bit path cost for MSTP ports or sets all path costs to use
a 32-bit value.

Enables or disables PVST+ mode on the switch, port or link aggregate
enabling them to operate with Cisco switches.

spantree auto-vlan-containment Enables or disables Auto VLAN Containment (AVC).

Release History

Release 7.1.1; command introduced.

MIB Obijects

vStpTable
vStpMode
vStplInsTable

vStplnsProtocolSpecification

vStpBridge
vStpPathCostMode

vStpMstRegionTable
vStpBridgeModePVST

vStpBridge

vStpBridgeAutoVlanContainment
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show spantree mst

Displays the Multiple Spanning Tree (MST) information for a MST region or the specified port or link
aggregate on the switch.

show spantree mst {region | port slot/port | linkagg linkagg_id}

Syntax Definitions

slot/port Specifies the slot number for the module and the physical port number
on that module.

linkagg_id Link aggregate 1D number.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Three MST region attributes (configuration name, revision level, and configuration digest) define an
MST region as required by the IEEE 802.1Q 2005 standard. Switches that share the same values for
these attributes are all considered part of the same region. Currently each switch can belong to one
MST region at a time.

¢ This command is available when the switch is operating in either the per-VLAN or flat Spanning Tree
mode.

e Specify the port number or link aggregate ID along with the port or linkagg keyword to get
information related to the specified port or link aggregate.

Examples

-> show spantree mst region

Configuration Name = Region 1

Revision Level =0

Configuration Digest = 0xac36177f 50283cd4 b83821d8 ab26de62
Revision Max hops = 20

Cist Instance Number = O

-> show spantree mst port 1/2

MST Role State Pth Cst Edge Boundary Op Cnx Vlans
———tm— o e Fomm o e
0 DIs DIS 0O NO YES NS 1
12 DIS DIS 0 NO YES NS
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-> show spantree mst linkagg 4

MST Role State Pth Cst Edge Boundary Op Cnx Vlans

——t———— o o —_——— S N P
0 DESG FORW 6000 NO NO NS 1
1 DESG FORW 0 NO NO NS
2 DESG FORW 0 NO NO NS

output definitions

Configuration Name An alphanumeric string that identifies the name of the MST region. Use
the spantree mst region name command to define this value.

Revision Level A numeric value that identifies the MST region revision level for the
switch.
Configuration Digest An MST region identifier consisting of a 16 octet hex value (as per the

IEEE 802.1Q 2005 standard) that represents all defined MSTIs and
their associated VLAN ranges. Use the spantree msti and spantree
msti vlan commands to define VLAN to MSTI associations.

Revision Max hops The number of maximum hops authorized for region information. Con-
figured through the spantree mst region max-hops command.

Cist Instance Number The number of the CIST instance, which is currently zero as there is
only one region per switch. Therefore, only one CIST exists per switch
Note that this instance is also known as the flat mode instance and is
known as bridge 1 when using STP or RSTP.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree msti vlan-map  Displays the range of VLANSs associated to the specified MSTI.
show spantree cist vlan-map Displays the range of VLANSs associated to the CIST instance.
show spantree map-msti Displays the MSTI that is associated to the specified VLAN

MIB Obijects

vStpMstRegionTable
vStpMstRegionNumber
vStpMstRegionConfigDigest
vStpMstRegionConfigName
vStpMstRegionConfigRevisionLevel
vStpMstRegionCistlnstanceNumber
vStpMstRegionMaxHops
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show spantree msti vian-map

Displays the range of VLANS associated with the specified Multiple Spanning Tree Instance (MSTI).

show spantree msti [msti_id] vlan-map

Syntax Definitions
msti_id An existing MSTI ID number.

Defaults
By default, the VLAN to MSTI mapping is displayed for all MSTIs.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e If an msti_id is not specified, then the VLAN to MSTI mapping for all defined MSTIs is displayed.

e This command is available when the switch is operating in either the per-VLAN or flat Spanning Tree
mode.

e [nitially all VLANS are associated with the flat mode CIST instance.

Examples

-> show spantree msti vlan-map

Cist
Name :
VLAN list - 1-9,14-4094

Msti 1
Name :
VLAN list - 10-11

Msti 2
Name :
VLAN list - 12-13

-> show spantree msti 2 vlan-map

Msti 2
Name - MS1,
VLAN list - 12-13

output definitions
Cist Instance Identifies MSTI VLAN mapping information for the CIST instance.

Msti The MSTI ID number that identifies an association between a Spanning
Tree instance and a range of VLANS.
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output definitions (continued)

Name An alphanumeric value that identifies an MSTI name. Use the spantree
msti command to define an MSTI name.
VLAN list The range of VLAN IDs that are associated with this MSTI.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree mst Displays the MST region information for the switch.
show spantree cist vlan-map Displays the range of VLANSs associated to the CIST instance.
show spantree map-msti Displays the MSTI that is associated to the specified VLAN

MIB Obijects

vStpMstinstanceTable
vStpMstilnstanceNumber
vStpMstinstanceName
vStpMstinstanceVlanBitmapState

OmniSwitch CLI Reference Guide ~ December 2010 page 5-113



show spantree cist vlan-map Distributed Spanning Tree Commands

show spantree cist vian-map

Displays the range of VLANSs associated with the flat mode Common and Internal Spanning Tree (CIST)
instance.

show spantree cist vlan-map

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This command is available when the switch is operating in either the per-VLAN or flat Spanning Tree
mode.

Examples

-> show spantree cist vlan-map

Cist
Name - CISTL,
VLAN list - 1-9,14-4094

output definitions

Name An alphanumeric value that identifies the name of the CIST. Use the
spantree msti command to define a name for this instance.
VLAN list The range of VLAN IDs that are associated with the CIST instance.

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree mst Displays the MST region information for the switch.
show spantree msti vlan-map  Displays the range of VLANSs associated to the specified MSTI.
show spantree map-msti Displays the MSTI that is associated to the specified VLAN
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MIB Obijects

vStpMstinstanceTable
vStpMstilnstanceNumber
vStpMstinstanceName
vStpMstinstanceVlanBitmapState
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show spantree map-msti

Displays the Multiple Spanning Tree Instance (MSTI) that is associated to the specified VLAN.

show spantree [vlan vlan_id] map-msti

Syntax Definitions
vlan_id An existing VLAN ID number.

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command is available when the switch is operating in either the per-VLAN or flat Spanning Tree
mode.

e |Initially all VLANS are associated with the flat mode CIST instance.

Examples

-> show spantree map-msti

Vlan Msti/Cist(0)

Release History

Release 7.1.1; command introduced.

Related Commands

show spantree mst Displays the MST region information for the switch.
show spantree msti vlan-map  Displays the range of VLANS associated to the specified MSTI.
show spantree cist vlan-map Displays the range of VLANSs associated to the CIST instance.

MIB Obijects

vStpMstVlanAssignmentTable

vStpMstVlanAssignmentVlanNumber
vStpMstVlanAssignmentMstiNumber
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6 Link Aggregation
Commands

Link aggregation combines multiple physical links between two switches into one logical link. The
aggregate group operates within Spanning Tree as one virtual port and can provide more

bandwidth than a single link. It also provides redundancy. If one physical link in the aggregate group goes
down, link integrity is maintained.

There are two types of aggregate groups: static and dynamic. Static aggregate groups are manually
configured on the switch with static links. Dynamic groups are set up on the switch but they aggregate
links as necessary according to the Link Aggregation Control Protocol (LACP).

The dynamic aggregation software is compatible only with the following IEEE standard:
802.3ad — Aggregation of Multiple Link Segments
MIB information for the link aggregation commands is as follows:

Filename: AlcatelIND1LAG.MIB
Module: ALCATEL-IND1-LAG-MIB
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A summary of available commands is listed here:

Static link aggregates

linkagg static agg size

linkagg static agg name
linkagg static agg admin-state
linkagg static port agg

Dynamic link aggregates

linkagg lacp agg size

linkagg lacp agg name

linkagg lacp agg admin-state

linkagg lacp agg actor admin-key

linkagg lacp agg actor system-priority
linkagg lacp agg actor system-id

linkagg lacp agg partner system-id

linkagg lacp agg partner system-priority
linkagg lacp agg partner admin-key

linkagg lacp port actor admin-key

linkagg lacp port actor admin-state

linkagg lacp port actor system-id

linkagg lacp port actor system-priority
linkagg lacp agg partner admin-state

linkagg lacp port partner admin system-id
linkagg lacp port partner admin-key

linkagg lacp port partner admin system-priority
linkagg lacp port actor port priority

linkagg lacp port partner admin-port

linkagg lacp port partner admin port-priority

Static and dynamic

show linkagg
show linkagg port
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linkagg static agg size

linkagg static agg size

Creates a static aggregate group between two switches. A static aggregate group contains static links.

linkagg static agg agg_num1 [-agg_num?2] size size [name name] [admin-state {enable | disable}]

[multi-chassis active]

no linkagg static agg agg_num1 [-agg_num2]

Syntax Definitions
agg_numl

-agg_num2

size

name

enable
disable

multi-chassis active

The number corresponding to the static aggregate group.
The last link aggregate ID in a range of link aggregate IDs.
The maximum number of links allowed in the aggregate group.

The name of the static aggregate group. Can be any alphanumeric
string. Spaces must be contained within quotes (for example, “Static
Group 17).

Specifies that the static aggregate group is active and is able to
aggregate links.

Specifies that the static aggregate group is inactive and not able to
aggregate links.

Specifies that the multi-chassis link aggregate feature must be activated
on the static aggregate group between the two switches.

Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a static aggregate group or a range of static aggregate

groups from the configuration.

¢ If the static aggregate has any attached ports you must delete the attached ports with the no form of the
linkagg static port agg command before you remove the static link aggregate ID. Delete the attached
ports using the no linkagg static port command.

e Use the multi-chassis active parameter to activate a static link aggregate group between multiple

switch chassis.

e Use the linkagg lacp agg size command to create a dynamic aggregation (LACP) group.
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Examples

-> linkagg static agg 3-10 size 8

-> linkagg static agg 4 size 2 admin-state disable
-> linkagg static agg 4 size 2 multichassis-active
-> no linkagg static agg 3-10

Release History

Release 7.1.1; command introduced.

Related Commands

show linkagg Displays information about static and dynamic (LACP) link aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggSize
alclnkaggAgglLacpType
alclnkaggAggName
alclnkaggAggAdminState
alclnkAggLocalRangeOperMin
alclnkAggLocalRangeOperMax
alclnkAggLocalRangeConfiguredMin
alclnkAggLocalRangeConfiguredMax
alclnkAggPeerRangeOperMin
alclnkAggPeerRangeOperMax

page 6-4 OmniSwitch CLI Reference Guide  December 2010



Link Aggregation Commands linkagg static agg name

linkagg static agg name

Configures a name for an existing static aggregate group.
linkagg static agg agg_num1 [-agg_num2] name name

no linkagg static agg agg_num1 [-agg_num2] name

Syntax Definitions

agg_numl The number corresponding to the static aggregate group.

-agg_num2 The last link aggregate ID in a range of link aggregate IDs.

name The name of the static aggregation group, can be an alphanumeric
string. Spaces must be contained within quotes (for example, “Static
Group 17).

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a hame from a static aggregate or from a range of static
aggregates.

e You must assign names to static link aggregate I1Ds individually.
e To specify a range of link aggregates, use hyphen between the first and last link aggregate IDs of the
range. A range of link aggregate IDs can be used only with the no form of this command.

Examples

-> linkagg static agg 2 name accounting
-> no linkagg static agg 2-10 name

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg static agg size Creates a static aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggName
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linkagg static agg admin-state

Enables or disables the administrative state of a static link aggregation group.

linkagg static agg agg_numl1[-agg_num2] admin-state {enable | disable}

Syntax Definitions

agg_numl The number corresponding to the static aggregate group.
-agg_num2 The last link aggregate ID in a range of link aggregate IDs.
enable Specifies that the static aggregate group is active and is able to

aggregate links.

disable Specifies that the static aggregate group is inactive and not able to
aggregate links.

Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

When the administrative state is set to disable, the static aggregate group is disabled.

Examples

-> linkagg static agg 2 admin-state disable

Release History

Release 7.1.1; command introduced.

Related Commands

linkagg static agg size Creates a static aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggAdminState
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linkagg static port agg

Configures a slot and port for a static aggregate group.
linkagg static port slot/port[-port2] agg agg_num
no linkagg static port slot/port[-port2]

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

agg_num The number corresponding to the static aggregate group.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to remove one or more ports from a static aggregate group.
e A port can belong to only one aggregate group.

e Ports that belong to the same static aggregate group need not be configured sequentially and can be on
any Network Interface (NI).

e To specify a range of link aggregates, use hyphen between the first and last link aggregate IDs of the
range. A range of link aggregate IDs can be used only with the no form of this command.

Examples

-> linkagg static port 2/1-5 agg 4
-> no linkagg static port 2/1-5

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg static agg size Creates a static aggregate group.
show linkagg port Displays information about link aggregation ports.

MIB Objects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortLacpType
alclnkaggAggPortSelectedAggNumber
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linkagg lacp agg size

Creates a dynamic aggregate group that uses the Link Aggregation Control Protocol (LACP) to establish
and maintain link aggregation. The size parameter is required to create the link aggregate group.

linkagg lacp agg agg_num1 [-agg_num2] size size

[name name]

[admin-state {enable | disable}]

[actor admin-key actor_admin_key]

[actor system-priority actor_system_priority]
[actor system-id actor_system_id]

[partner system-id partner_system_id]

[partner system-priority partner_system_priority]
[partner admin-key partner_admin_key]

no linkagg lacp agg agg_numl [-agg_num2] size size

Syntax Definitions

agg_numl
-agg_num2
size

name
enable
disable

actor_admin_key

actor_system_priority
actor_system_id

partner_system_id

partner_system_priority

partner_admin_key

The number corresponding to the dynamic aggregate group.
The last link aggregate ID in a range of link aggregate IDs.
The maximum number of links that can belong to the aggregate.

The name of the dynamic aggregate group. can be an alphanumeric
string. Spaces must be contained within quotes (for example, “Dynamic
Group 17).

Specifies that the dynamic aggregate group is active and is able to
aggregate links.

Specifies that the dynamic aggregate group is inactive and not able to
aggregate links.

The administrative key value associated with the dynamic aggregate
group.

The priority of the dynamic aggregate group.
The MAC address of the dynamic aggregate group on the switch.

The MAC address of the aggregate group of the remote system which is
attached to the aggregate group of the switch .

The priority of the remote system to which the aggregation group is
attached.

The administrative key for the remote partner of the aggregation group.

page 6-10

OmniSwitch CLI Reference Guide  December 2010



Link Aggregation Commands linkagg lacp agg size

Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a dynamic aggregate group from the configuration.

¢ You must disable the group with the linkagg lacp agg admin-state command before you can delete a
dynamic link aggregate group.

e Optional parameters for the dynamic aggregate group can be configured when the aggregate is created.
The dynamic aggregate group can be modified after the optional parameters are assigned.

e Use the linkagg static agg size command to create static aggregate groups. See page 6-3 for more
information about this command.

Examples

-> linkagg lacp agg 2-5 size 4

-> linkagg lacp agg 3 size 2 admin-state disable actor system-priority 65535
-> no linkagg lacp agg 2-5 size 4

Release History

Release 7.1.1; command introduced.

Related Commands

show linkagg Displays information about static and dynamic (LACP) aggregate
groups.
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MIB Obijects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggSize
alclnkaggAgglLacpType
alclnkaggAggName
alclnkaggAggAdminState
alclnkaggAggActorAdminKey
alclnkaggAggActorSystemPriority
alclnkaggAggActorSystemlD
alclnkaggAggPartnerSystemlD
alclnkaggAggPartnerSystemPriority
alclnkaggAggPartnerAdminKey

page 6-12 OmniSwitch CLI Reference Guide ~ December 2010



Link Aggregation Commands linkagg lacp agg name

linkagg lacp agg name

Configures a name for a dynamic aggregate group.
linkagg lacp agg agg_num name name

no linkagg lacp agg agg_numl [-agg_num2] name

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group.

-agg_num2 The last link aggregate ID in a range of link aggregate IDs.

name The name of the dynamic aggregate group. Can be an alphanumeric
string. Spaces must be contained within quotes (for example, “Dynamic
Group 17).

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a name from a single or a range of dynamic aggregate
groups simultaneously.

e Assign names to individual dynamic link aggregate groups separately.

Examples

-> linkagg lacp agg 2 name finance
-> no linkagg lacp agg 2-5 name

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggName
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linkagg lacp agg admin-state

Configures the administrative state of a dynamic aggregate group or a range of dynamic aggregate groups.

linkagg lacp agg agg_num1 [-agg_num2] admin-state {enable | disable}

Syntax Definitions

agg_numl The number corresponding to the dynamic aggregate group.

-agg_num2 The last link aggregate ID in a range of link aggregate IDs.

enable Specifies that the dynamic aggregate group is active and is able to
aggregate links.

disable Specifies that the operation of a dynamic aggregate group cannot be
performed.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e When the administrative state is set to disable, the operation of a dynamic aggregation (LACP) group
cannot be performed.

* You can also enable or disable the admin-state for a range of link aggregate IDs simultaneously, using
this command.

Examples

-> linkagg lacp agg 2 admin-state disable
-> linkagg lacp agg 2-10 admin-state disable

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

show linkagg port Displays information about static and dynamic (LACP) aggregate
groups.

MIB Obijects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggAdminState
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linkagg lacp agg actor admin-key

Configures the administrative key associated with a dynamic aggregate group.
linkagg lacp agg agg_num1l [-agg_num?2] actor admin-key actor_admin_key

no linkagg lacp agg agg_numl [-agg_num2] actor admin-key

Syntax Definitions

agg_numl The number corresponding to the dynamic aggregate group.

-agg_num2 The last link aggregate ID in a range of link aggregate IDs.

actor_admin_key The administrative key value associated with the dynamic aggregate
group.

Defaults

parameter default

actor_admin_key 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to remove an actor admin key from a dynamic aggregate group.
Examples

-> linkagg lacp agg 3-5 actor admin-key 2

-> no linkagg lacp agg 3-5 actor admin-key

Release History

Release 7.1.1; command introduced.

Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggActorAdminKey
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linkagg lacp agg actor system-priority

Configures the priority of the dynamic aggregate group.
linkagg lacp agg agg_numl [-agg_num2] actor system-priority actor_system_priority

no linkagg lacp agg agg_numl [-agg_num2] actor system-priority

Syntax Definitions

agg_numl The number corresponding to the link aggregate group.
-agg_num2 The last link aggregate ID in a range of link aggregate IDs.
actor_system_priority The priority of the dynamic aggregate group of the switch in relation to

other aggregate groups.

Defaults
parameter default
actor_system_priority 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to return the value to its default.
e Ports with the same system priority value can join the same dynamic aggregate group.

e To assign or remove the actor system-priority for a series of link aggregate 1Ds, specify the range of
link aggregate IDs with the agg keyword. Use a hyphen to separate the first and last link aggregate I1Ds
of a range.

Examples

-> lacp linkagg 3 actor system-priority 100
-> no lacp linkagg 3 actor system-priority

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggActorSystemPriority
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linkagg lacp agg actor system-id

Configures the MAC address of a dynamic aggregate group on the switch.
linkagg lacp agg agg_num1l [-agg_num2] actor system-id actor_system_id

no linkagg lacp agg agg_numl [-agg_num2] actor system-id

Syntax Definitions

agg_numl The number corresponding to the dynamic aggregate group.
-agg_num2 The last link aggregate ID in a range of link aggregate IDs.
actor_system_id The MAC address of the dynamic aggregate group on the switch in the

hexadecimal format XX:XX:XX:XX:XX:XX.

Defaults
parameter default
actor_system_id 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove the MAC address assignment (actor system ID) from a
dynamic link aggregate or a range of dynamic link aggregates simultaneously.

e You can configure the MAC address for a range of dynamic link aggregate IDs simultaneously. Use a
hyphen to separate the first and last link aggregate IDs of a range along with this command.

Examples

-> linkagg lacp agg 2 actor system-id 00:20:da:81:d5:b0
-> no linkagg lacp agg 3-10 actor system-id

-> no linkagg lacp agg 11 actor system-id

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggActorSystemlD
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linkagg lacp agg partner system-id

Configures the MAC address of the dynamic aggregate group of the remote system that is attached to the
dynamic aggregate group of the local switch.

linkagg lacp agg agg_numl [-agg_num2] partner system-id partner_system_id

no linkagg lacp agg agg_num1l [-agg_num2] partner system-id

Syntax Definitions

agg_numl The number corresponding to the dynamic aggregate group on the
switch.

-agg_num2 The last link aggregate ID in a range of link aggregate IDs.

partner_system_id The MAC address of the dynamic aggregate group of the remote switch

in the hexadecimal format xx:XX:XX:XX:XX:XX.

Defaults
parameter default
partner_system_id 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a partner system 1D from a dynamic aggregate group or a
range of groups assigned with the same partner system IDs together.

e The partner_system_id and the partner_system_priority together specify the priority of the remote
system.

e You can configure a partner system ID for a range of dynamic link aggregate 1Ds simultaneously. Use
a hyphen to separate the first and last link aggregate 1Ds of a range along with this command.

Examples

-> linkagg lacp agg 2 partner system-id 00:20:da4:32:81
-> linkagg lacp agg 2-10 partner system-id 00:20:da4:32:82
-> no linkagg lacp agg 2-10 partner system-id

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggPartnerSystemlD

OmniSwitch CLI Reference Guide ~ December 2010 page 6-23



linkagg lacp agg partner system-priority Link Aggregation Commands

linkagg lacp agg partner system-priority

Configures the priority of the dynamic aggregate group of the remote system which is attached to the
dynamic aggregate group of the local switch.

linkagg lacp agg agg_num1l [-agg_num2] partner system-priority partner_system_priority

no linkagg lacp agg agg_numl [-agg_num2] partner system-priority

Syntax Definitions

agg_numl The number corresponding to the dynamic aggregate group.
-agg_num2 The last link aggregate ID in a range of link aggregate IDs.
partner_system_priority The priority of the dynamic aggregate group of the remote system which

is attached to the dynamic aggregate group of the local switch.

Defaults
parameter default
partner_system_priority 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to return to the priority value to its default.

e The partner_system_id and the partner_system_priority together specify the priority of the remote
system.

e You can apply the partner system-priority to a range of link aggregate 1Ds simultaneously. Use a
hyphen to separate the first and last link aggregate IDs of a range after the agg keyword.

Examples

-> linkagg lacp agg 3 partner system-priority 65535
-> linkagg lacp agg 3-6 partner system-priority 65535
-> no linkagg lacp agg 3-6 partner system-priority
Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggPartnerSystemPriority
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linkagg lacp agg partner admin-key

Configures the administrative key for the remote partner of the dynamic aggregation group.
linkagg lacp agg agg_numl[-agg_num?2] partner admin-key partner_admin_key

no linkagg lacp agg agg_numl1[-agg_num2] partner admin-key

Syntax Definitions

agg_numl The number corresponding to the dynamic aggregate group.
-agg_num2 The last link aggregate ID in a range of link aggregate IDs.
partner_admin_key The administrative key for the remote partner of the dynamic

aggregation group.

Defaults
parameter default
partner_admin_key 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to remove a partner admin-key from a dynamic aggregate group.

¢ The partner admin-key can be assigned for a range of dynamic link aggregate IDs simultaneously.

Examples

-> linkagg lacp agg 3-5 partner admin-key 3
-> no linkagg lacp agg 3-10 partner admin-key
Release History

Release 7.1.1; command introduced.

page 6-26 OmniSwitch CLI Reference Guide  December 2010



Link Aggregation Commands linkagg lacp agg partner admin-key

Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggPartnerAdminKey
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linkagg lacp port actor admin-key

Configures an actor administrative key for a port, which allows the port to join a dynamic aggregate group.

linkagg lacp port slot/port[-port2] actor admin-key actor_admin_key

[actor admin-state {[active] [timeout] [aggregate] [synchronize] [collect] [distribute] [default]
[expire] | none}]

[actor system id actor_system_id]

[actor system priority actor_system_priority]

[partner admin system id partner_admin_system_id]

[partner admin-key partner_admin_key]

[partner admin system priority partner_admin_system_priority]

[partner admin-state {[active] [timeout] [aggregate] [synchronize] [collect] [distribute] [default]
[expire] | none}]

[actor port priority actor_port_priority]

[partner admin port partner_admin_port]

[partner admin port priority partner_admin_port_priority]

no linkagg lacp port slot/port[-port2] [actor admin-state {[active] [timeout] [aggregate] [synchronize]
[collect] [distribute] [default] [expire] | none}]

[actor system id actor_system_id]

[actor system priority actor_system_priority]

[partner admin system id partner_admin_system_id]

[partner admin-key partner_admin_key]

[partner admin system priority partner_admin_system_priority]

[partner admin-state {[active] [timeout] [aggregate] [synchronize] [collect] [distribute] [default]
[expire] | none}]

[actor port priority actor_port_priority]

[partner admin port partner_admin_port]

[partner admin port priority partner_admin_port_priority]

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of slot/port 1Ds.

actor_admin_key The administrative key associated with this dynamic aggregate group.

actor admin-state See the linkagg lacp port actor admin-state command.

actor_system_id The MAC address of this dynamic aggregate group on the switch.

actor_system_priority The priority of the dynamic aggregate group.

partner_admin_system_id The MAC address of the dynamic aggregate group of the remote switch.

partner_admin_key The administrative key for the remote partner of the dynamic

aggregation group.
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partner_admin_system_priority The priority of the remote system to which the dynamic aggregation
group is attached.

partner admin-state See the linkagg lacp agg partner admin-state command.
actor_port_priority The priority of the actor port.
partner_admin_port The administrative state of the partner port.

partner_admin_port_priority The priority of the partner port.

Defaults
parameter default
[active] [timeout] .... active, timeout, aggregate

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a slot and port from a dynamic aggregate group.
e A port can belong to only one aggregate group.

e Ports that belong to a dynamic link aggregate must be configured to the same link speed.

e Ports that belong to the same dynamic aggregate group need not be configured sequentially and can be
on any Network Interface (NI).

Examples

-> linkagg lacp agg 3/1 actor admin-key O
-> no linkagg lacp agg 3/1 actor admin-key

Release History

Release 7.1.1; command introduced.

Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregates.

MIB Obijects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggActorAdminKey
alclnkaggAggPortLacpType
alclnkaggAggPortActorAdminState
alclnkaggAggPortActorSystemlD
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alclnkaggAggPortActorSystemPriority
alclnkaggAggPortPartnerAdminSystemlD
alclnkaggAggPortPartnerAdminKey
alclnkaggAggPortPartnerAdminSystemPriority
alclnkaggAggPortPartnerAdminState
alclnkaggAggPortActorPortPriority
alclnkaggAggPortPartnerAdminPort
alclnkaggAggPortPartnerAdminPortPriority
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linkagg lacp port actor admin-state

Configures the system administrative state of the slot and port for the dynamic aggregate group on the
local switch. The state values correspond to bits in the actor state octet in the LACPDU frame.

linkagg lacp port slot/port[-port2] actor admin-state {[active] [timeout] [aggregate] [synchronize]
[collect] [distribute] [default] [expire] | none}

no linkagg lacp port slot/port[-port2] actor admin-state {[active] [timeout] [aggregate] [synchronize]
[collect] [distribute] [default] [expire] | none}

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

active Specifies that bit O in the actor state octet is enabled. When this bit is

set, the dynamic aggregate group is able to exchange LACPDU frames.
By default, this value is set.

timeout Specifies that bit 1 in the actor state octet is enabled. When this bit is
set, a short timeout is used for LACPDU frames. When this bit is
disabled, a long timeout is used for LACPDU frames. By default, this
value is set.

aggregate Specifies that bit 2 in the actor state octet is enabled. When this bit is
set, the system considers this port to be a potential candidate for
aggregation. If this bit is not enabled, the system considers the port to be
individual (it can only operate as a single link). By default, this value is
set.

synchronize Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 3) is set by the system, the port
is allocated to the correct dynamic aggregation group. If this bit is not
set by the system, the port is not allocated to the correct dynamic aggre-
gation group.

collect Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 4) is set by the system, incom-
ing LACPDU frames are collected from the individual ports that make
up the dynamic aggregate group.

distribute Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 5) is set by the system, distribut-
ing outgoing frames on the port is disabled.

default Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 6) is set by the system, it indi-
cates that the actor is using the defaulted partner information adminis-
tratively configured for the partner.
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expire Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 7) is set by the system, the actor
cannot receive LACPDU frames.

none Resets all administrative states to their default configurations.
Defaults

parameter default

[active] [timeout] .... active, timeout, aggregate

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to restore the LACPDU bit settings to their default configuration.

e When the actor admin-state is set to none, all bit values are restored to their default configurations.

Examples

-> linkagg lacp port 4/2 actor admin-state synchronize collect distribute
-> no linkagg lacp port 4/2 actor admin-state synchronize collect
-> linkagg lacp port 4/2 actor admin-state none

Release History

Release 7.1.1; command introduced.

Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Objects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorAdminState
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linkagg lacp port actor system-id

Configures the system ID (i.e., MAC address) for the local port associated with a dynamic aggregate
group.
linkagg lacp port slot/port[-port2] actor system-id actor_system_id

no linkagg lacp port slot/port[-port2] actor system-id

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

actor_system_id The MAC address of the dynamic aggregate group on the switch in the

hexadecimal format Xx:XX:XX:XX:XX:XX.

Defaults
parameter default
actor_system _id 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove the actor system ID from a slot and port or a range of slot
and ports associated with a dynamic aggregate group.

e Configure the system ID for a range of local ports simultaneously. Use a hyphen to separate the first
and last port IDs of a range after the port keyword.

Examples

-> linkagg lacp port 3/1-10 actor system-id 00:20:da:06:ba:d3
-> no linkagg lacp port 3/1-10 actor system-id

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Objects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorSystemlD
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linkagg lacp port actor system-priority

Configures the system priority of the port on the switch that belongs to the dynamic aggregate group.
linkagg lacp port slot/port[-port2] actor system-priority actor_system_priority

no linkagg lacp port slot/port[-port2] actor system-priority

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

actor_system_priority The priority of the dynamic aggregate group.

Defaults

parameter default

actor_system_priority 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove an actor system priority value from a slot and port or a
range of slot and ports associated with a dynamic aggregate group.

e Configure the actor system-priority to a range of ports simultaneously. Use a hyphen to separate the
first and last port of a range after the port keyword.

Examples

-> linkagg lacp port 3/2-10 actor system-priority 65
-> no linkagg lacp port 3/2-10 actor system-priority

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregates.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorSystemPriority
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linkagg lacp agg partner admin-state

Configures the system administrative state of the slot and port for the dynamic aggregate group on the
remote switch. The state values correspond to bits in the actor state octet in the LACPDU frame.

linkagg lacp port slot/port[-port2] partner admin-state
{[active] [timeout] [aggregate] [synchronize] [collect] [distribute] [default] [expire] | none}

no linkagg lacp port slot/port[-port2] partner admin-state
{[ active] [ timeout] [aggregate] [synchronize] [collect] [distribute]
[default] [expire] | none}

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

active Specifies that bit 0 in the partner state octet is enabled. When this bit is

set, the dynamic aggregate group is able to exchange LACPDU frames.
By default, this value is set.

timeout Specifies that bit 1 in the partner state octet is enabled. When this bit is
set, a short timeout is used for LACPDU frames. When this bit is
disabled, a long timeout is used for LACPDU frames. By default, this
value is set.

aggregate Specifies that bit 2 in the partner state octet is enabled. When this bit is
set, the system considers this port to be a potential candidate for aggre-
gation. If this bit is not enabled, the system considers the port to be indi-
vidual (it can only operate as a single link). By default, this value is set.

synchronize Specifies that bit 3 in the partner state octet is enabled. When this bit is
set, the port is allocated to the correct dynamic aggregation group. If
this bit is not enabled, the port is not allocated to the correct aggrega-
tion group. By default, this value is disabled.

collect Specifying this keyword has no effect because the system always
determines its value. When this bit (bit 4) is set by the system,
incoming LACPDU frames are collected from the individual ports that
make up the dynamic aggregate group.

distribute Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 5) is set by the system,
distributing outgoing frames on the port is disabled.

default Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 6) is set by the system, it
indicates that the partner is using the defaulted actor information
administratively configured for the actor.
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expire Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 7) is set by the system, the
partner cannot receive LACPDU frames.

none Resets all administrative states to their default configurations.
Defaults

parameter default

[active] [timeout] .... active, timeout, aggregate

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to restore the LACPDU bit settings to their default configuration for
a single port or a range of ports.

e When the partner admin-state is set to none, all bit values are restored to their default configurations.

e Configure the system administrative state for a range of ports simultaneously. Use a hyphen to
separate the first and last port of a range after the port keyword.

Examples

-> lacp port 4/2-10 partner admin-state synchronize collect distribute
-> no lacp agg 4/2-10 partner admin-state synchronize collect

Release History

Release 7.1.1; command introduced.

Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Objects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminState
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linkagg lacp port partner admin system-id

Configures the partner administrative system ID for a dynamic aggregate group port.
linkagg lacp port slot/port[-port2] partner admin system-id partner_admin_system_id

no linkagg lacp port slot/port[-port2] partner admin system-id

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

partner_admin_system_id The MAC address of the remote dynamic aggregate group in the

hexadecimal format Xx:XX:XX:XX:XX:XX.

Defaults
parameter default
partner_admin_system_id 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to remove a partner administrative system ID from a slot and port or a
range of slot and ports associated with a dynamic aggregate group.

Examples
-> linkagg lacp port 3/1-10 partner admin system-id 00:20:da:05:f6:23

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminSystemlD
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linkagg lacp port partner admin-key

Configures the partner administrative key for a dynamic aggregate group port.
linkagg lacp port slot/port[-port2] partner admin-key partner_admin_key
no linkagg lacp port slot/port[-port2] partner admin-key

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

partner_admin_key The administrative key for the remote partner of a dynamic aggregation
group.

Defaults

parameter default

partner_admin_key 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a partner admin key value from a slot and port or a range
of slot and ports associated with a dynamic aggregate group.

Examples

-> linkagg lacp port 2/1-5 partner admin-key O
-> no linkagg lacp port 2/1-5 partner admin-key

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays detailed information about ports associated with a particular
aggregate group or all aggregate groups.

show linkagg port Displays information about slots and ports associated with all aggregate
groups.

MIB Obijects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminKey
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linkagg lacp port partner admin system-priority

Configures the partner system priority for a dynamic aggregate group port.
linkagg lacp port slot/port[-port2] partner admin system-priority partner_admin_system_priority

no linkagg lacp port slot/port[-port2] partner admin system-priority

Syntax Definitions
slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.
partner_admin_system_priority The priority of the dynamic aggregate group of the remote switch to
which the aggregation group is attached.

Defaults

parameter default

partner_admin_system_priority 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to remove a partner_system_priority value from a slot and port
or a range of slot and ports associated with a dynamic aggregate group.

Examples

-> linkagg lacp port 2/1-5 partner admin system-priority 65
-> no linkagg lacp port 2/1-5 partner admin system-priority

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortAdminSystemPriority
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linkagg lacp port actor port priority

Configures the priority for an actor port.
linkagg lacp port slot/port[-port2] actor port-priority actor_port_priority
no linkagg lacp port slot/port[-port2] actor port-priority

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

actor_port_priority The priority of the actor port.

Defaults

parameter default

actor_port_priority 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to remove an actor_port_priority value from a slot and port
or a range of slot and ports associated with a dynamic aggregate group.

Examples

-> linkagg lacp port 2/1-5 actor port-priority 100
-> no linkagg lacp port 2/1-5 actor port-priority

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorPortPriority
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linkagg lacp port partner admin-port

Configures the administrative status of a partner port.
linkagg lacp port slot/port[-port2] partner admin-port partner_admin_port

no linkagg lacp port slot/port[-port2] partner admin-port

Syntax Definitions

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

partner_admin_port The administrative state of the partner port.

Defaults

parameter default

partner_admin_port 0

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to remove a partner_admin_port value from a slot and port
or a range of slot and ports associated with a dynamic aggregate group.

Examples

-> linkagg lacp port 2/1-5 partner admin-port 255
-> no linkagg lacp port 2/1-5 partner admin-port

Release History

Release 7.1.1; command introduced.
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Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminPort
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linkagg lacp port partner admin port-priority

Configures the priority for a partner port.
linkagg lacp port slot/port[-port2] partner admin port-priority partner_admin_port_priority

no linkagg lacp port slot/port[-port2] partner admin port-priority

Syntax Definitions
slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtual port
for this aggregate.

-port2 The last port number in a range of port IDs.

partner_admin_port_priority The priority of the partner port.

Defaults

parameter default

partner_admin_port_priority 0

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to remove a partner_admin_port_priority value from a slot and port or a
range of slot and ports associated with a dynamic aggregate group.

Examples

-> linkagg lacp port 2/1-5 partner admin port-priority 100
-> no linkagg lacp port 2/1-5 partner admin port-priority
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Release History

Release 7.1.1; command introduced.

Related Commands

linkagg lacp agg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or all aggregate groups.

MIB Obijects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminPortPriority
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show linkagg

Displays information about static and dynamic (LACP) aggregate groups.

show linkagg {agg [agg_num1 [-agg_num2]}

Syntax Definitions

agg_numl Specifies the aggregate group. Configured through the linkagg static
agg size or linkagg lacp agg size command.

-agg_num2 The last link aggregate ID in a range of link aggregate IDs.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If no aggregation number is specified, information for all aggregate groups is displayed. If an
aggregate number is specified, only the information about the relevant aggregate group is displayed.
The fields included in the display depend on whether the aggregate group is a static or dynamic.

e Use the show linkagg port command to display information about aggregate group ports.

Examples

No aggregate group is specified:

-> show linkagg

Number Aggregate SNMP Id Size Admin State Oper State Att/Sel Ports
——————— e
1 Static 40000001 8 ENABLED uP 2 2
2 Dynamic 40000002 4 ENABLED DOWN 0 0
3 Dynamic 40000003 8 ENABLED DOWN 0o 2
4 Dynamic 40000004 8 ENABLED uP 3 3
5 Static 40000005 2 DISABLED DOWN 0O oO

Output fields are defined here:

output definitions

Number The aggregate group number.

Aggregate The type of aggregate group, which can be Static or Dynamic.
SNMP Id The SNMP ID associated with the aggregate group.

Size The number of links in this aggregate group.
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Link Aggregation Commands

output definitions (continued)

Admin State

Oper State

Att Ports
Sel Ports

The current administrative state of the aggregate group, which can be
ENABLED or DISABLED. You can modify this parameter with the
linkagg static agg admin-state command (see page 6-7) for static
aggregate groups and with the linkagg lacp agg admin-state command
(see page 6-15) for dynamic aggregate groups.

The current operational state of the aggregate group, which can be UP
or DOWN.

The number of ports actually attached to this aggregate group.
The number of ports that could possibly attach to the aggregate group.

A static aggregate is specified:

-> show linkagg agg 5
Static Aggregate
SNMP  1Id
Aggregate Number
SNMP Descriptor
Name
Admin State
Operational State
Aggregate Size

Number of Selected Ports :
Number of Reserved Ports :
Number of Attached Ports :

Primary Port
Output fields are defined here:

output definitions

z 40000005,

- 5,

: Omnichannel Aggregate Number 5 ref 40000005 size 2,
> AGG5,

- ENABLED,

= DOWN,

SNMP Id
Aggregate Number
SNMP Descriptor
Name

Admin State

Operational State

Aggregate Size
Number of Selected Ports

Number of Reserved Ports

The SNMP 1D associated with this static aggregate group.
The group number.
The standard MIB name for this static aggregate group.

The name of this static aggregate group. You can modify this parameter
with the linkagg static agg name command (see page 6-5).

The administrative state of this static aggregate group, which can be
ENABLED or DISABLED. You can modify this parameter with the
linkagg static agg admin-state command (see page 6-7).

The operational state of this static aggregate group, which can be UP or
DOWN.

The number of links configured for this static aggregate group.

The number of ports that could possibly attach to this static aggregate
group.

The total number of ports reserved for use in link aggregation by this

static aggregate group. (Note: This field is not relevant for static aggre-
gate groups.)
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output definitions (continued)

Number of Attached Ports The number of ports actually attached to this static aggregate group.

Primary Port The port number of the first port to join this static aggregate group. If
the first port to join the aggregate is no longer part of the aggregate
group, the switch automatically assigns another port in the aggregate
group to be the primary port.

A dynamic aggregate group is specified:
-> show linkagg agg 1-2

Dynamic Aggregate

SNMP  1d = 40000002,

Aggregate Number 2,

SNMP Descriptor : Dynamic Aggregate Number 2 ref 40000002 size 4,
Name : AGG 2,

Admin State : ENABLED,

Operational State : DOWN,

Aggregate Size 4,

Number of Selected Ports : O,
Number of Reserved Ports : O,
Number of Attached Ports : O,

Primary Port - NONE,
LACP
MACAddress : [00:1F:cc:00:00:00],
Actor System Id : [00:20:da:81:d5:b0],
Actor System Priority - 50,
Actor Admin Key - 120,
Actor Oper Key - 0,
Partner System Id : [00:20:da:81:d5:b1],
Partner System Priority : 70,
Partner Admin Key 220,
Partner Oper Key -0

Output fields are defined here:

output definitions

SNMP Id The SNMP ID associated with this dynamic aggregate group.
Aggregate Number The group number of this dynamic aggregate group.

SNMP Descriptor The standard MIB name for this dynamic aggregate group.
Name The name of this dynamic aggregate group. You can modify this

parameter with the linkagg lacp agg name command (see page 6-13).

Admin State The administrative state of this dynamic aggregate group, which can be
ENABLED or DISABLED. You can modify this parameter with the
linkagg lacp agg admin-state command (see page 6-15).

Operational State The operational state of this dynamic aggregate group, which can be
UP or DOWN.

Aggregate Size The number of links configured for this dynamic aggregate group.

Number of Selected Ports The number of ports available to this dynamic aggregate group.

Number of Reserved Ports The total number of ports reserved for use in link aggregation by this
dynamic aggregate group.

Number of Attached Ports The number of ports actually attached to this dynamic aggregate group.
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Link Aggregation Commands

output definitions (continued)

Primary Port

MACAddress
Actor System Id

Actor System Priority

Actor Admin Key

Actor Oper Key
Partner System Id

Partner System Priority

Partner Admin Key

Partner Oper Key

The port number of the first port to join this dynamic aggregate group.
If the first port to join the aggregate group is no longer part of the
aggregate group, the switch automatically assigns another port in the
aggregate group to be the primary port.

The MAC address associated with the primary port.

The MAC address of this dynamic aggregate group. You can modify
this parameter with the linkagg lacp agg actor system-id command
(see page 6-20).

The priority of this dynamic aggregate group. You can modify this
parameter with the linkagg lacp agg actor system-priority command
(see page 6-18).

The administrative key associated with this dynamic aggregate group.
You can modify this parameter with the linkagg lacp agg actor admin-
key command (see page 6-17).

The operational key associated with this dynamic aggregate group.

The MAC address of the remote dynamic aggregate group. You can
modify this parameter with the linkagg lacp agg partner system-id
command (See page 6-22).

The priority of the remote system to which this dynamic aggregation
group is attached. You can modify this parameter with the linkagg lacp
agg partner system-priority command (see page 6-24).

The administrative key for the remote partner of the dynamic
aggregation . You can modify this parameter with the linkagg lacp agg
partner admin-key command (see page 6-26).

The operational key of the remote system to which the dynamic
aggregation group is attached.

Release History

Release 7.1.1; command introduced.

Related Commands

linkagg static agg size
linkagg lacp agg size

Creates a static aggregate group.
Creates a dynamic aggregate group.
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MIB Obijects

alclnkaggAggTable
alclnkAggSize
alclnkaggAggNumber
alclnkaggAggDescr
alclnkaggAggName
alclnkaggAgglLacpType
alclnkaggAggAdminState
alclnkaggAggOperState
alclnkaggAggNbrSelectedPorts
alclnkaggAggNbrAttachedPorts
alclnkaggPrimaryPortindex
alclnkaggAggMACAddress
alclnkaggAggActorSystemPriority
alclnkaggAggActorSystemlD
alclnkaggAggPartnerAdminKey
alclnkaggAggActorAdminKey
alclnkaggAggActorOperKey
alclnkAggLocalRangeOperMin
alclnkAggLocalRangeOperMax
alclnkAggLocalRangeConfiguredMin
alclnkAggLocalRangeConfiguredMax
alclnkAggPeerRangeOperMin
alclnkAggPeerRangeOperMax
alclnkaggAggPartnerSystemlD
alclnkaggAggPartnerSystemPriority
alclnkaggAggPartnerOperKey
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show linkagg port

Displays information about link aggregation ports.

show linkagg {agg agg_num1l [-agg_num2]} port [slot/port]

Syntax Definitions

agg_numl The number corresponding to the link aggregate group.
-agg_num2 The last link aggregate ID in a range of link aggregate IDs.
slot The slot number for this aggregate.

port The port number for this aggregate.

Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If no slot/port is specified, the information for all slots/ports is displayed.

e If a particular slot or port is specified, the fields displayed depend upon whether the port belongs to a
static aggregate group or a dynamic (LACP) aggregate group.

e Ifonly a link aggregate or a range of link aggregates are specified along with the agg keyword, the port
and related information for only the specified link aggregate IDs are displayed.

e If multi-chassis feature is activated on the switch, the show command displays the link aggregates as
MC-Static and MC-Dynamic as shown in the second example.

Examples

-> show linkagg port
Slot/Port Aggregate SNMP Id Status Agg Oper Link Prim

—————— o o o o
2/1 Static 2001 ATTACHED 1 UP upP YES

Multi-chassis active:
-> show linkagg port
Slot/Port Aggregate SNMP Id Status Agg Oper Link Prim

——————— o S o o
2/1 MC-Static 2001 ATTACHED 1 UP upP YES
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-> show linkagg agg 1-5 port

Slot/Port Aggregate SNMP Id Status Agg Oper Link Prim
————————— e
1/16 Static 2016 CONFI1GURED 1 uP uP YES
1/17 Static 2017 CONFIGURED 2 UP uP NO
371 Static 3001 CONFIGURED 3 urP uP NO
3/2 Static 3045 CONFIGURED 4 uP uP NO
3/3  Static 3069 CONFIGURED 5 UP UP NO

Output fields are defined here:

output definitions

Slot/Port The slot/port associated with the aggregate group.

Aggregate The type of aggregate group associated with the port, either Static or
Dynamic.

SNMP Id The SNMP ID associated with the aggregate group.

Status The current status of the port, which can be
CONFIGURED, PENDING, SELECTED, or RESERVED.

Agg The number of the aggregate groups associated with this port.

Oper The operational status of the port.

Link The physical link status of the port.

Prim Specifies if the port is the primary port of the aggregate. The primary

port is the lowest numbered port in a link aggregate.

A port that belongs to a static aggregate is specified:
-> show linkagg port 4/1

Static Aggregable Port

SNMP Id : 4001,
Slot/Port : 4/1,
Administrative State - ENABLED,
Operational State - DOWN,

Port State - CONFIGURED,
Link State - DOWN,
Selected Agg Number 2,

Port position in the aggregate: O,

Primary port NONE
Output fields are defined here:
output definitions
SNMP Id The SNMP 1D associated with this port.
Slot/Port The slot and port number.
Administrative State The current administrative state of this port, which can be ENABLED
or DISABLED.
Operational State The current operational state of the port, which can be UP or DOWN.
Port State The current operational state of the port, which can be

CONFIGURED, PENDING, SELECTED, or RESERVED.
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Link Aggregation Commands

output definitions (continued)

Link State
Selected Agg Number

Port position in the aggregate
Primary Port

The current operational state of the link from this port to its remote
partner, which can be UP or DOWN.

The number associated with the static aggregate group to which the
port is attached.

The rank of this port within the static aggregate group.

The port number of the first port to join this static aggregate group. If
the first port to join the aggregate is no longer part of the aggregate
group, the switch automatically assigns another port in the aggregate
group to be the primary port.

A port that belongs to a static link aggregate is specified:

-> show linkagg agg 1

Static Aggregate
SNMP 1d
Aggregate Number

> 40000001,
-1,

SNMP Descriptor : Omnichannel Aggregate Number 1 ref 40000001 size 4,
Name :,
Admin State : ENABLED,
Operational State - DOWN,
Aggregate Size 4,
Number of Selected Ports : O,
Number of Reserved Ports : O,
Number of Attached Ports : O,
Primary Port = NONE

A port that belongs to a dynamic aggregate is specified:

-> show linkagg port 2/1

Dynamic Aggregable Port
SNMP  1d : 2001,
Slot/Port :2/1,
Administrative State - ENABLED,
Operational State : DOWN,
Port State - CONFIGURED,
Link State - DOWN,
Selected Agg Number - NONE,
Primary port = UNKNOWN,

LACP
Actor System Priority - 10,
Actor System Id : [00:d0:95:6a:78:3a],
Actor Admin Key - 8,
Actor Oper Key 8,
Partner Admin System Priority : 20,
Partner Oper System Priority : 20,
Partner Admin System Id [00:00:00:00:00:00],
Partner Oper System Id : [00:00:00:00:00:00],
Partner Admin Key 8,
Partner Oper Key -0,
Attached Agg Id -0,
Actor Port 17,
Actor Port Priority : 15,
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Partner Admin Port

Partner Oper Port

Partner Admin Port Priority
Partner Oper Port Priority
Actor Admin State

Actor Oper State

Partner Admin State

Partner Oper State

[eNoNeoNe

: actl.timl.aggl.synO.col0.disO.defl.exp0
: actl.timl._aggl.synO.col0.disO.defl.expO,
: actO.timO.aggl.synl.coll._disl.defl.expO,
: actO0.tim0.aggl.synO.coll._disl.defl.exp0

Output fields are defined here:

output definitions

SNMP Id
Slot/Port
Administrative State

Operational State
Port State

Link State
Selected Agg Number

Primary Port

Actor System Priority

Actor System Id

Actor Admin Key

Actor Oper Key

Partner Admin System
Priority

Partner Oper System Priority

Partner Admin System Id

The SNMP 1D associated with this port.
The slot and port number.

The current administrative state of this port, which can be ENABLED
or DISABLED.

The current operational state of the port, which can be UP or DOWN.

The current operational state of the port, which can be
CONFIGURED, PENDING, SELECTED, or AGGREGATED.

The current operational state of the link from this port to its remote
partner, which can be UP or DOWN.

The number associated with the dynamic aggregate group to which the
port is attached.

The port number of the first port to join this dynamic aggregate group.
If the first port to join the aggregate is no longer part of the aggregate
group, the switch automatically assigns another port in the aggregate
group to be the primary port.

The actor system priority of this port. You can modify this parameter
with the linkagg lacp port actor system-priority command (see page
6-35).

The actor system ID (i.e., MAC address) of this port. You can modify
this parameter with the linkagg lacp port actor system-id command
(see page 6-33).

The actor administrative key value for this port. You can modify this
parameter with the linkagg lacp port actor admin-key command (see
page 6-28).

The actor operational key associated with this port.

The administrative priority of the remote system to which this port is
attached. You can modify this parameter with the linkagg lacp port
partner admin system-priority command (see page 6-43).

The operational priority of the remote system to which this port is
attached.

The administrative MAC address associated with the system ID of a
remote partner. This value is used along with Partner Admin System
Priority, Partner Admin Key, and Partner Admin Port Priority to
manually configure aggregation. You can modify this parameter with
the linkagg lacp port partner admin system-id command (see page
6-39).
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Link Aggregation Commands

output definitions (continued)

Partner Oper System Id

Partner Admin Key

Partner Oper Key

Attached Agg ID

Actor Port
Actor Port Priority

Partner Admin Port

Partner Oper Port

Partner Admin Port Priority

Partner Oper Port Priority

Actor Admin State

Actor Oper State
Partner Admin State

Partner Oper State

The MAC address that corresponds to the system ID of the remote
partner.

The administrative value of the key for the remote partner. This value is
used along with Partner Admin System Priority, Partner Admin System,
Partner Admin Port, and Partner Admin Port Priority to manually con-
figure aggregation. You can modify this parameter with the linkagg
lacp port partner admin-key command (see page 6-41).

The current operational value of the key for the protocol partner.

The ID of the aggregate group that the port has attached itself to. A
value of zero indicates that the port is not attached to an aggregate
group.

The port number locally assigned to this port.

The actor priority value assigned to the port. You can modify this
parameter with the linkagg lacp port actor port priority command
(see page 6-45).

The administrative value of the port number for the protocol partner.
This value is used along with Partner Admin System Priority, Partner
Admin System ID, Partner Admin Key, and Partner Admin Port Prior-
ity to manually configure aggregation. You can modify this parameter
with the linkagg lacp port partner admin-port command (see page
6-47).

The operational port number assigned to the port by the protocol
partner of the port.

The administrative port priority of the protocol partner. This value is
used along with Partner Admin System Priority, Partner Admin System
ID, and Partner Admin Key to manually configure aggregation.

You can modify this parameter with the linkagg lacp port partner
admin port-priority command (see page 6-49).

The priority value assigned to the this port by the partner.

The administrative state of the port. You can modify this parameter
with the linkagg lacp port actor admin-state command (see page
6-31).

The current operational state of the port.

The administrative state of the partner port. You can modify this
parameter with the linkagg lacp agg partner admin-state command
(see page 6-37).

The current operational state of the partner port.

Release History

Release 7.1.1; command introduced.
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show linkagg port

Related Commands

linkagg static port agg

Configures a slot and port for a static aggregate group.

linkagg lacp port actor admin- Configures a slot and port for a dynamic aggregate group.
key

show linkagg

groups.

MIB Obijects
alclnkaggAggPortTable

alclnkaggAggPortActorSystem
alclnkaggAggPortActorSystemPriority
alclnkaggAggPortActorSystemlD
alclnkaggAggPortActorAdminKey
alclnkaggAggPortActorOperKey
alclnkaggAggPortPartnerAdminSystemPriority
alclnkaggAggPortPartnerOperSystemPriority
alclnkaggAggPortPartnerAdminSystemlD
alclnkaggAggPortPartnerOperSystemlD
alclnkaggAggPortPartnerAdminKey
alclnkaggAggPortPartnerOperKey
alclnkaggAggPortSelectedAgglD
alclnkaggAggPortAttachedAgglD
alclnkaggAggPortActorPort
alclnkaggAggPortActorPortPriority
alclnkaggAggPortPartnerAdminPort
alclnkaggAggPortPartnerOperPort
alclnkaggAggPortPartnerAdminPortPriority
alclnkaggAggPortPartnerOperPortPriority
alclnkaggAggPortActorAdminState
alclnkaggAggPortActorOperState
alclnkaggAggPortPartnerAdminState
alclnkaggAggPortPartnerOperState

Displays information about static and dynamic (LACP) aggregate
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7 Multi-Chassis Commands

Multi-Chassis Virtual-Fabric Aggregation (MC-VFA) enables dual homing of any standards based edge
switches to two or more aggregation switches without running the Spanning Tree protocols between the
edge and aggregation devices. The feature operates in a mode whereby all ports that are members of the
multi-chassis aggregates are actively forwarding traffic. The overall system provides fast fail-over with a
bound convergence time for all cases when edge uplinks fail.

MIB information for the Multi-Chassis commands is as follows:

Filename: ALCATEL-IND1-MULTI-CHASSIS-MIB.mib
Module: alcatelIND1MultiChassisMIB

A summary of available commands is listed here:

multi-chassis chassis-id

multi-chassis chassis-id hello-interval ipc-vlan
multi-chassis hello-interval

multi-chassis ipc-vlan

multi-chassis loop-detection

multi-chassis loop-detection transmit-interval
multi-chassis vf-link create

multi-chassis vf-link member-port
multi-chassis vf-link default-vlan
multi-chassis vip-vlan

show multi-chassis status

show multi-chassis loop-detection

show multi-chassis vf-link

show multi-chassis vf-link member-port
show multi-chassis consistency

show multi-chassis consistency linkagg

clear multi-chassis loop-detection
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multi-chassis chassis-id

Assigns a globally unique chassis identifier to the switch and enables the switch to operate in multi-
chassis mode.

multi-chassis chassis-id chassis_id

no multi-chassis chassis-id chassis_id

Syntax Definitions

chassis_id Chassis identifier within the multi-chassis operational range [1 - 2]. The
chassis identifier must be globally unique within the set of switches
configured to operate together providing multi-chassis services.

Defaults
parameter default
chassis_id 0 (standalone or no multi-chassis operation allowed)

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e A globally unique chassis identifier within the range [1 - 2] must be assigned through the management
interface for the multi-chassis feature to be operational. If the chassis identifier is equal to “0” then the
switch operates in standalone mode.

e Two switches that have the same chassis identifier are not allowed to operate in multi-chassis mode. If
a duplicate chassis identifier is configured, the multi-chassis functionality will remain in a “down”
operational state.

e All the multi-chassis related configuration commands become inactive when the no multi-chassis
chassis-id command is executed on the switch. When a write memory operation is performed, all the
multi-chassis related configuration is removed.

e A switch reboot or reset is required for the configured chassis identifier parameter to become opera-
tional. In other words, any configuration to the chassis identifier is implemented only after the next
reset of the switch.

Examples

-> multi-chassis chassis-id 1
-> no multi-chassis chassis-id 1

Release History

Release 7.1.1; command introduced.
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Related Commands
show multi-chassis status Displays the configured and operational parameters related to the multi-
chassis feature on the switch.

show multi-chassis consistency Displays the system level mandatory consistency parameters of both the
local and peer switches.

MIB Objects

multiChassisConfig
multiChassisConfigChassisld
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multi-chassis chassis-id hello-interval ipc-vian

Configures the multi-chassis feature parameters on the switch. A chassis identifier within the range [1 - 2]
must be configured in order for the multi-chassis feature to become operational. Optionally, the multi-
chassis control VLAN and hello interval may be configured. The multi-chassis control VLAN and hello
interval must be configured with the same values on the switches that will operate in multi-chassis mode.

multi-chassis chassis-id chassis_id [hello-interval interval][ ipc-vlan vlan]

Syntax Definitions

chassis_id Chassis identifier within the multi-chassis operational range [1 - 2].The
chassis identifier must be globally unique within the set of switches
configured to operate together providing multi-chassis services.

interval Time interval, in seconds, at which multi-chassis control hello messages
are to be sent to the peer switch within the range [1 - 10].

vlan Multi-chassis control VLAN used for all multi-chassis control commu-
nication between the peer switches within the range [2 - 4094].

Defaults

parameter default

chassis _id 0 (standalone or no multi-chassis operation allowed)
interval 1 second

vlan 4094

(Multi-chassis control VLAN)

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ The hello interval and multi-chassis control VLAN parameters must match between switches config-
ured to operate in multi-chassis mode for the feature to be operational.

e A switch reboot or reset is required for the configured hello interval and multi-chassis control VLAN
parameters to become operational. In other words, any configuration to these parameters are imple-
mented only after the next reset of the switch.

e The VLAN configured as multi-chassis control VLAN is shown as a different VLAN type.
e The IPC-VLAN is shown as a different VLAN type.

e No front-panel ports (user ports) can be manually configured as members of the multi-chassis control
VLAN and that VLAN cannot be disabled.

e Spanning tree configuration commands are not allowed on the multi-chassis control VLAN.

¢ VLAN 1 is not allowed to be configured as the multi-chassis control VLAN.
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Examples

-> multi-chassis chassis-id 1 hello-interval 5 ipc-vlan 4000
-> multi-chassis chassis-id 2 ipc-vlan 1000 hello-interval 10

Release History

Release 7.1.1; command introduced.

Related Commands

multi-chassis chassis-id Assigns a globally unique chassis identifier to the switch and enables or
disables the switch to operate in multi-chassis mode.

multi-chassis hello-interval Configures the multi-chassis hello interval parameter on the switch.

multi-chassis ipc-vlan Configures the IPC-VLAN parameter, which is used for multi-chassis

control communication, on the local switch.

show multi-chassis status Displays the configured and operational parameters related to the multi-
chassis feature on the switch.

show multi-chassis consistency Displays the system level mandatory consistency parameters of both the
local and peer switches.

MIB Obijects

multiChassisConfig
multiChassisConfigChassisld
multiChassisConfigHellolnterval
multiChassisConfiglpcVlan

vlanTable
vlanEntry
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multi-chassis hello-interval

Configures the multi-chassis hello interval parameter on the switch. The hello interval must be configured
with the same values on the switches that will operate in multi-chassis mode.

multi-chassis hello-interval interval

Syntax Definitions

interval Time interval, in seconds, at which multi-chassis control hello messages
are to be sent to the peer switch within the range [1 - 10].

Defaults
parameter default
interval 1 second

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch.

¢ The hello interval parameter must match between switches configured to operate in multi-chassis mode
for the feature to be operational.

e A switch reboot or reset is required for the configured hello interval parameters to become operational.
In other words, any configuration to these parameters are implemented only after the next reset of the
switch.

Examples

-> multi-chassis hello-interval 2

Release History

Release 7.1.1; command introduced.
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Related Commands

multi-chassis chassis-id Assigns a globally unique chassis identifier to the switch and enables or
disables the switch to operate in multi-chassis mode.
multi-chassis ipc-vlan Configures the IPC-VLAN parameter, which is used for multi-chassis

control communication, on the local switch.

show multi-chassis status Displays the configured and operational parameters related to the multi-
chassis feature on the switch.

show multi-chassis consistency Displays the system level mandatory consistency parameters of both the
local and peer switches.

MIB Obijects

multiChassisConfig
multiChassisConfigHellolnterval
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multi-chassis ipc-vian

Configures the multi-chassis control VLAN on the switch. The multi-chassis control VLAN must be
configured with the same values on the switches that will operate in multi-chassis mode.

multi-chassis ipc-vlan vid

Syntax Definitions

vlan Multi-chassis control VLAN used for all multi-chassis control

communication between the peer switches within the range [2 - 4094].

Defaults
parameter default
vlan 4094

(Multi-chassis control VLAN)

Platforms Supported
OmniSwitch 10K

Usage Guidelines.

This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch at that time.

The multi-chassis control VLAN parameter must match between switches configured to operate in
multi-chassis mode for the feature to be operational.

A switch reboot or reset is required for the configured multi-chassis control VLAN parameters to
become operational. In other words, any configuration to these parameters are implemented only after
the next reset of the switch.

The VLAN configured as multi-chassis control VLAN is shown as a different VLAN type.

No front-panel ports (user ports) can be manually configured as members of the multi-chassis control
VLAN and that VLAN cannot be disabled.

Spanning tree configuration commands are not allowed on the multi-chassis control VLAN.

VLAN 1 is not allowed to be configured as the multi-chassis control VLAN.

Examples

-> multi-chassis ipc-vlan 4094

Release History

Release 7.1.1; command introduced.
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Multi-Chassis Commands multi-chassis ipc-vlan

Related Commands

multi-chassis chassis-id Assigns a globally unique chassis identifier to the switch and enables or
disables the switch to operate in multi-chassis mode.

multi-chassis hello-interval Configures the multi-chassis hello interval parameter on the switch.

show multi-chassis status Displays the configured and operational parameters related to the multi-

chassis feature on the switch.

show multi-chassis consistency Displays the system level mandatory consistency parameters of both the
local and peer switches.

MIB Obijects

multiChassisConfig
multiChassisConfiglpcVlan
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multi-chassis loop-detection

Configures the multi-chassis loop-detection function on the switch that is used to detect loops and auto-
matically disable offending ports where the loop-detection control packets originated by the local switch
are received.

multi-chassis loop-detection {enable|disable}

Syntax Definitions

enable Enables loop-detection operation.
disable Disables loop-detection operation.
Defaults

Loop-detection is enabled by default on switches that operate in multi-chassis mode, i.e. whose opera-
tional chassis identifier is within the range [1 -2]. The feature is disabled by default on switches that oper-
ate in standalone mode, i.e. whose operational chassis identifier is “0”.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch at that time.

e Itis recomended to keep the default settings, whereby loop-detection is enabled, when configuring the
multi-chassis feature on an existing network.

e The user must be aware that the neighbor switches in the network may learn the proprietary MAC
addresses used as source addresses for the loop detection control packets. Some of the Alcatel-Lucent
switches, notably the OS10K switches, are aware of the MAC adddress range used and they will not
learn these addresses in order to limit MAC address table size. Nevertheless, other vendor switches will
typically learn these addresses at the rate of one MAC address per VLAN.

Examples

-> multi-chassis loop-detection enable
-> multi-chassis loop-detection disable

Release History

Release 7.1.1; command introduced.
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Related Commands
show multi-chassis loop- .Displays the configured and operational parameters related to the multi-
detection chassis loop-detection feature on the switch.

multi-chassis loop-detection Configures the loop-detection transmit interval, which determines the
transmit-interval time interval between the transmission of sucessive loop-detection pack-
ets on each VLAN active on the switch.

MIB Objects

multiChassisConfig
multiChassisConfiglLoopDetectionAdminStatus
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multi-chassis loop-detection transmit-interval

Configures the loop-detection transmit interval, which determines the time interval between the transmis-
sion of sucessive loop-detection packets on each VLAN active on the switch.

multi-chassis loop-detection transmit-interval interval

Syntax Definitions

interval Transmit interval, in seconds, which determines the time interval
between the transmission of sucessive loop-detection packets on each
VLAN active on the switch within the range [1 - 10].

Defaults
parameter default
interval 1 second

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch at that time.

e |tisadvised to use greater transmit intervals as the number of VLANs configured on the switch
increases to minimize the amount of bandwidth consumed by the loop-detection control packets. For
example, if someone has thousands of VLANSs configured on the switch, one should set the transmit
interval to a number close to or equal to 10 seconds instead of using the default value, i.e. 1 second.

Examples

-> multi-chassis loop-detection transmit-interval 2
-> multi-chassis loop-detection transmit-interval 3

Release History

Release 7.1.1; command introduced.

page 7-12 OmniSwitch CLI Reference Guide  December 2010



Multi-Chassis Commands multi-chassis loop-detection transmit-interval

Related Commands

show multi-chassis loop- Displays the configured and operational parameters related to the multi-
detection chassis loop-detection feature on the switch.

multi-chassis loop-detection Configures the multi-chassis loop-detection function on the switch.

MIB Objects

multiChassisConfig
multiChassisLoopDetectionTransmitinterval
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multi-chassis vi-link create

Configures a virtual fabric link between two peer switches to enable them to operate in multi-chassis
mode.

multi-chassis vf-link create

no multi-chassis vf-link

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch at that time.

e Although the switch supports runtime configuration of the virtual fabric link and its member ports, it is
recommended to configure the virtual fabric link at the same time the chassis identifier is configured
and before rebooting the switches in multi-chassis mode.

Examples

-> multi-chassis vf-link create
-> no multi-chassis vf-link

Release History

Release 7.1.1; command introduced.

Related Commands

multi-chassis vf-link member- Adds a port to the list of member ports of the virtual fabric link.
port

multi-chassis vf-link default-  Configures the default VLAN on the virtual fabric link.

vlan

show multi-chassis vf-link Displays a summary of the configured and operational parameters
related to the virtual fabric link on the switch.

show multi-chassis vf-link Displays detailed information about the configured and operational

member-port parameters related to the virtual fabric link member ports on the switch.
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MIB Obijects

multiChassisLinkTable
multiChassisLinklflndex
multiChassisLinkOperStatus
multiChassisLinkActivePortNum
multiChassisLinkRowStatus
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multi-chassis vf-link member-port

Adds a port to the list of member ports of the virtual fabric link.
multi-chassis vf-link member-port slot/port

no multi-chassis vf-link member-port slot/port

Syntax Definitions

slot/port Slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch at that time.

¢ The maximum number of interfaces that can be configured as virtual fabric link members is 8.

e Currently, only XNI-U32 module ports support the virtual fabric link operation. Ports on other types of
modules are not eligible to become virtual fabric link member ports.

e The virtual fabric link must consist of interfaces capable of operating individually at 10 Gbps and full-
duplex mode. If an interface is operationally down when the interface is configured, the configuration
is accepted. However, when the interface becomes operationally up, the system will perform a capabil-
ity check and if these conditions are not met, the configuration will be removed and the condition
logged through a sys log message and management SNMP trap.

e Although the switch supports runtime configuration of the virtual fabric link and its member ports, it is
recommended to configure the virtual fabric link at the same time the chassis identifier is configured
and before rebooting the switches in multi-chassis mode.

e The virtual fabric link member ports become operational only when a switch comes up running in the
multi-chassis mode. In other words, runtime configuration of a chassis identifier on a switch currently
operating in standalone mode does not activate the member ports.

e For resiliency reasons, it is recommended configuring at least 4 interfaces as virtual fabric link
members. An ideal set up would be to have two interfaces configured per network interface card.
Within each network interface card, using an interface in the lower port range (i.e. ports 1 through 16)
and one interface in the upper port range (i.e. ports 17 through 32) is recommended.

e In order to ensure the integrity and stability of the virtual fabric link, it is recommended to physically
distribute the cables and fibers that form the virtual fabric link member ports on separate paths
compared to the other user interfaces.
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Examples

-> multi-chassis vf-link member-port 3/1
-> no multi-chassis vf-link member-port 3/2

Release History

Release 7.1.1; command introduced.

Related Commands

multi-chassis vf-link create Configures a virtual fabric link between two peer switches to enable
them to operate in multi-chassis mode.

multi-chassis vf-link default-  Configures the default VLAN on the virtual fabric link.

vlan

show multi-chassis vf-link Displays a summary of the configured and operational parameters
related to the virtual fabric link on the switch.

show multi-chassis vf-link Displays detauled information about the configured and operational

member-port parameters related to the virtual fabric link member ports on the switch.

MIB Obijects

multiChassisLinkMemberPortTable
multiChassisLinkMemberPortLinklflndex
multiChassisLinkMemberPortlfindex
multiChassisLinkMemberPortOperStatus
multiChassisLinkMemberPortRowStatus
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multi-chassis vi-link default-vian

Configures the default VLAN on the virtual fabric link.
multi-chassis vf-link default-vlan vlan

no multi-chassis vf-link default-vlan vlan

Syntax Definitions

vlan VLAN to be configured as the default VLAN on the virtual fabric link
in the range [1 - 4094].

Defaults
parameter default
vlan 1

(Virtual fabric-link default-vlan)

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch at that time.

e When no configuration is explicitly provided, the default or untagged VLAN on the virtual fabric link
is VLAN 1.

e A VLAN must be created in advance using the vlan command to allow the VLAN as the default
VLAN on the virtual fabric link.

¢ If the VLAN currently configured as the default VLAN on the virtual fabric link is removed using
VLAN management command ( vlan vid ) its configured value is reset to the default value correspond-
ing to VLAN 1.

Examples

-> vlan 2 admin-state enable

-> multi-chassis vf-link default-vlan 2
-> no multi-chassis vf-link default-vlan
-> no vlan 2

Release History

Release 7.1.1; command introduced.
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Related Commands

multi-chassis vf-link create Configures a virtual fabric link between two peer switches to enable
them to operate in multi-chassis mode.

show multi-chassis vf-link Adds a port to the list of member ports of the virtual fabric link.

member-port

show multi-chassis vf-link Displays a summary of the configured and operational parameters
related to the virtual fabric link on the switch.

show multi-chassis vf-link Displays detauled information about the configured and operational

member-port parameters related to the virtual fabric link member ports on the switch.

MIB Obijects

multiChassisLinkTable
multiChassisLinkflndex
multiChassisLinkMemberPortLinklfIndex,
multiChassisLinkMemberPortOperDefaultVian
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multi-chassis vip-vian

Creates a virtual IP VLAN, which is a special type of VLAN used to provide the underlying LAN infra-
structure for the support of basic IP/Layer 3 services on a multi-chassis link aggregation group.

multi-chassis vip-vlan vlan

no multi-chassis vip-vlan vlan

Syntax Definitions
vlan VLAN to be created as a virtual IP VLAN within the range [1 - 4094].

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command can be executed only if a valid multi-chassis chassis identifier within the range [1 - 2] is
configured on the switch at that time.

e The virtual IP VLANS are distinguished from the others by a distinct type of VLAN by using the
VLAN management show commands.

e The only ports that can be configured as members of a virtual IP VLAN are the multi-chassis link
aggregates. In other words, ordinary aggregates or physical ports cannot be configured as members of
this type of VLAN.

e Asaresult of the previous behavior, a standard IP interface cannot be configured on a non-VIP VLAN
if any of the members of such VLAN are a multi-chassis aggregate group. In terms of network topol-
ogy that basically means that a VLAN that performs IP routing cannot span several switches through-
out the entire network if any of its member ports is a multi-chassis aggregate. This aspect must be taken
into account while design the network topology and, especially, while migrating exsiting networks
towards a multi-chassis topology.

e The IP interfaces configured on a virtual IP VLAN have limited functionality. Routing protocols and
VRRP cannot be configured on such IP interfaces.

e |Pv6 interfaces cannot be configured on a virtual IP VLAN in this release (7.1.1.R01).

¢ |P interfaces configured on virtual IP VLANS have a special meaning and for each interface the user
must configure two distinct IP addresses. One of these addresses is called the management address and
it is used by each switch within a multi-chasiss system to provide management services. Each switch
has its own unique IP address. The other address is called vitual IP address and it will be used for
supporting routing of packets terminated on the multi-chassis switches. Unlike the management
address, the virtual IP address must be the same on the peer switches operating in multi-chassis mode.

page 7-20 OmniSwitch CLI Reference Guide  December 2010



Multi-Chassis Commands multi-chassis vip-vlan

Examples

-> multi-chassis vip-vlan 3
-> no multi-chassis vip-vlan 3
Release History

Release 7.1.1; command introduced.

Related Commands

show vlan < Intra cross reference to VLAN chapter >

ip interface vlan address vip- < Intra cross reference to IP chapter >
address

MIB Obijects

vianTable
vlanEntry
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show multi-chassis status

Multi-Chassis Commands

show multi-chassis status

Displays the configured and operational parameters related to the multi-chassis feature on the switch.

show multi-chassis status

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines
NA

Examples

-> show multi-chassis status
Multi-Chassis Operational Configured

________________ R
Chassis 1D 1

Chassis Role Primary
Status (0]

Hello Interval 1s

1PC VLAN 4904

Output fields are defined here:

output definitions

T

Operational

Configured

Chassis 1D

Chassis Role

Status

Operational parameters are the parameters that are currently being used
by the system.

Often time, within the scope of the multi-chassis feature, the term
""configured" is commonly used to identify parameters that have been
configured, but that will be implementated after the next switch reset.

Chassis identifier within the multi-chassis operational range [1 - 2]. The
chassis identifier must be globally unique within the set of switches
configured to operate together providing multi-chassis services.

The chassis role determines which of the switches operating in multi-
chassis mode is the master of the combined system. The role informa-
tion can be used by various software components as needed.

The current status of the multi-chassis feature, which can be
Down, Up, or Inconsistent.
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output definitions

Hello Interval Time interval, in seconds, at which multi-chassis control hello mes-
sages are to be sent to the peer switch within the range [1 - 10]..

IPC VLAN Multi-chassis control VLAN used for all multi-chassis control commu-
nication between the peer switches within the range [2 - 4094].

Release History

Release 7.1.1; command introduced.

Related Commands

multi-chassis chassis-id Assigns a globally unique chassis identifier to the switch and enables or
disables the switch to operate in multi-chassis mode.

multi-chassis hello-interval Configures the multi-chassis hello interval parameter on the switch.

multi-chassis ipc-vlan Configures the IPC-VLAN parameter, which is used for multi-chassis

control communication, on the local switch.

show multi-chassis consistency Displays the system level mandatory consistency parameters of both the
local and peer switches.

MIB Obijects

multiChassisOperation
multiChassisOperChassislid
multiChassisOperChassisRole
multiChassisOperStatus
multiChassisOperHellolnterval
multiChassisOperlpcVlan

multiChassisConfig
multiChassisConfigChassisld
multiChassisConfigHellolnterval
multiChassisConfiglpcVlan
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show multi-chassis loop-detection

Displays the configured and operational parameters related to the multi-chasiss loop-detection feature on
the switch.

show multi-chassis loop-detection

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

NA

Examples

-> show multi-chassis loop-detection
Status : Enabled,
Transmit Interval : 1s,

Total Transmit Count 1256,

Total Loop Detect Count : 10,

Port Down List 1 2/4 1/3 5/6

Output fields are defined here:

output definitions

Status Administrative status of the loop-detection feature, which can be
Enabled or Disabled
Transmit Interval Transmit interval, in seconds, which determines the time interval

between the transmission of sucessive loop-detection packets on each
VLAN active on the switch within the range [1 - 10].

Total Transmit Count Total number of control packets transmitted on all VLANs configured
on the switch.

Total Loop Count Total number of control packets that were transmited and received, i.e.
looped back to the originator on all VLANS.

Port Down List List of ports that were brought down because a loop was detected.

Release History

Release 7.1.1; command introduced.
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Related Commands

multi-chassis loop-detection Configures the multi-chassis loop-detection function on the switch.

multi-chassis loop-detection Configures the loop-detection transmit interval, which determines the
transmit-interval time interval between the transmission of sucessive loop-detection pack-
ets on each VLAN active on the switch.

MIB Objects

multiChassisLoopDetection
multiChassisLoopDetectionTransmitCount
multiChassisLoopDetectionCount
multiChassisLoopDetectionPortDownList
multiChassisLoopDetectionAdminStatus
multiChassisLoopDetectionTransmitinterval
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show multi-chassis vflink Multi-Chassis Commands

show multi-chassis vf-link

Displays a summary of the configured and operational parameters related to the virtual fabric link on the
switch.

show multi-chassis vf-link

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

NA

Examples

-> show multi-chassis vf-link

VFLink ID  Oper Primary Port Config Port Active Port Def Vlan
---------- o e e e
0] Up 172 4 4 5

Output fields are defined here:

output definitions

VFLink 1D Virtual Fabric Link identifier. Currently a single virtual fabric link with
identifier equalt to zero is supported.
Oper The current status of the Virtual Fabric Link, which can be

Disabled, Down or Up.The Disabled state occurs whenever the multi-
chassis feature is disabled because the operational chassis identifier
currenty effective is the standalone chassis identifier, i.e. zero.

Primary Port Identifies the primary port of the virtual fabric link. This concept is rel-
evant because all the non-unicast traffic (i.e. broadcast, multicast and
unknown unicast) is distributed across ports of the network interface
module that hosts the virtual fabric link's primary port.

Config Port Number of physcal ports configured as virtual fabric link member ports
in the range [0 - 8].

Active Port Number of physcial ports that are operational or active members of the
virtual fabric link in the range [0 - 8].

Def Vlan Default VLAN on the virtual fabric link within the range [1 - 4094].
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Release History

Release 7.1.1; command introduced.

Related Commands
multi-chassis vf-link create Configures a virtual fabric link between two peer switches to enable
them to operate in multi-chassis mode.

multi-chassis vf-link member- Adds a port to the list of member ports of the virtual fabric link.
port

multi-chassis vf-link default-  Configures the default VLAN on the virtual fabric link.

vlan
show multi-chassis vf-link Displays detailed information about the configured and operational
member-port parameters related to the virtual fabric link member ports on the switch.

MIB Obijects

multiChassisLinkTable
multiChassisLinklfIndex
multiChassisLinkOperStatus
multiChassisLinkPrimaryPort
multiChassisLinkConfigPortNum
multiChassisLinkActivePortNum

vlanTable
vlanEntry
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show multi-chassis vf-link member-port

Displays detailed information about the configured and operational parameters related to the virtual fabric
link member ports on the switch.

show multi-chassis vf-link member-port [slot/port]

Syntax Definitions

slot/port Specify the slot number for the module and the physical port number on
that module (e.g., 3/1 specifies port 1 on slot 3).

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

NA

Examples

-> show multi-chassis vf-link member-port
VFLink ID  Slot/Port Oper Is Primary
---------- T T L R
0 1/1 Up No

0 1/2 Up Yes

0 1/17 Up No

0] 1718 Up No

-> show multi-chassis vf-link member-port 3/1
VFLink ID  Slot/Port Oper Is Primary

Output fields are defined here:

output definitions

VFLink 1D Virtual Fabric Link identifier. Currently a single virtual fabric link with
identifier equalt to zero is supported.

Slot/Port The slot/port that defines each of the physical ports that are members of
the virtual fabric link.
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output definitions

Oper The current status of each virtual fabric link member port, which can be
Disabled, Down or Up.The Disabled state occurs whenever the multi-
chassis feature is disabled because the operational chassis identifier
currenty effective is the standalone chassis identifier, i.e. zero.

Is Primary Specifies whether a physical port is the primary port of the virtual fab-
ric link. It may assume the values Yes or No.

Release History

Release 7.1.1; command introduced.

Related Commands

multi-chassis vf-link create Configures a virtual fabric link between two peer switches to enable
them to operate in multi-chassis mode.

multi-chassis vf-link member- Adds a port to the list of member ports of the virtual fabric link.
port

multi-chassis vf-link default-  Configures the default VLAN on the virtual fabric link.
vlan

show multi-chassis vf-link Displays a summary of the configured and operational parameters
related to the virtual fabric link on the switch.

MIB Obijects

multiChassisLinkMemberPortTable
multiChassisLinkMemberPortLinklflIndex,
multiChassisLinkMemberPortlfindex,
multiChassisLinkMemberPortOperStatus
multiChassisLinkMemberPortlsPrimary
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show multi-chassis consistency

Multi-Chassis Commands

show multi-chassis consistency

Displays the system level mandatory consistency parameters of both the local and peer switches.

show multi-chassis consistency

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

NA

Examples

-> show multi-chassis consistency

Consistency Local Peer Status
-------------------- '
Chassis-1D 1 2 OK
Hello-Interval 1 1 OK
1PC-VLAN 4094 4094 OK
STP-Path-Cost-Mode Auto Auto OK
STP-Mode Per-VLAN Per-VLAN OK

Output fields are defined here:

output definitions

Consistency

Local
Peer

Provides a list of global mandatory consistency parameters for the local
and remote switches operating in multi-chassis mode.

Value of a given consistency parameter on the local switch.
Value of a given consistency parameter on the peer switch.
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show multi-chassis consistency

output definitions

Status

Chassis ID

Hello Interval

I1PC VLAN

STP-Path-Cost-Mode

STP-Mode

Specifies the overall status of a consistency parameter within the entire
multi-chasiss system comprised by the individual switches. The possi-
ble values are OK, NOK or N/A. or If there is a mismatch of any of the
parameters listed in this command or if the chassis identifier of the two
switches is the same, the multi-chassis operational status will not
become Up. In this case the "Status" column shown in this output will
indicate which parameter has a problem. The N/A value in the "Peer"
column indicates that the information is unavailable from the peer. This
will always be the case when the multi-chassis operational status is
Down.

Globally unique chassis identifier. The valid range for the multi-chassis
operational range is [1 - 2], whereas the value for standalone operation
is zero.

Time interval, in seconds, at which multi-chassis control hello mes-
sages are to be sent to the peer switch within the range [1 - 10].

Multi-chassis control VLAN used for all multi-chassis control commu-
nication between the peer switches within the range [2 - 4094].

Specifies the STP path cost mode whose possible values are Auto and
32Bit.

Specifies the STP mode whose possible values are Per-VLAN and Flat

Release History

Release 7.1.1; command introduced.

Related Commands

spantree mode

multi-chassis chassis-id

multi-chassis hello-interval
multi-chassis ipc-vlan

show multi-chassis status

Assigns a flat Spanning Tree or per-vlan Spanning Tree operating mode
for the switch. These modes are

exclusive; however, it is not necessary to reboot the switch when the
STP modes are changed.

Assigns a globally unique chassis identifier to the switch and enables or
disables the switch to operate in multi-chassis mode.

Configures the multi-chassis hello interval parameter on the switch.

Configures the IPC-VLAN parameter, which is used for multi-chassis
control communication, on the local switch.

Displays the configured and operational parameters related to the multi-
chassis feature on the switch.

show multi-chassis consistency Displays the system level mandatory consistency parameters of both the

MIB Obijects

local and peer switches.

multiChassisGlobalConsistency
multiChassisLocalChassisld
multiChassisPeerlIChassisld
multiChassisldConsistency
multiChassisLocalHellolnterval

OmniSwitch CLI Reference Guide

December 2010

page 7-31
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multiChassisPeerHellolnterval
multiChassisHellolntervalConsistency
multiChassisLocalStpPathCostMode
multiChassisPeerStpPathCostMode
multiChassisStpPathCostModeConsistency
multiChassisLocalStpMode
multiChassisPeerStpMode
multiChassisStpModeConsistency

vlanTable
vlanEntry
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show multi-chassis consistency linkagg

Displays the per-multi-chassis aggregate level optional consistency parameters of both the local and peer
switches.

show multi-chassis consistency linkagg agg_num

Syntax Definitions

agg_num The number corresponding to the static or dynamic multi-chassis aggre-
gate group within the range [0-127] and subject to the settings specified
through the linkagg range command.

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command provides data related to multi-chassis aggregates only. It cannot be used for ordinary
aggregates. In order to determine the type of an aggregate and classify this aggregate as a multi-chas-
sis aggregate the user must use the show linkagg command.

e The user must be aware of the ranges assigned to aggregate identifiers by using the show linkagg
command.

e Mismatches of any of the parameters listed in this command represent network mis-configurations and
may cause traffic problems. In this case the "Status" column shown in this output will indicate which
parameter has a problem.

Examples

-> show multi-chassis consistency linkagg 3

Consistency Local Peer Status
----------------------- T T et I
Chassis-1D 1 2 OK
Aggregate-1D 3 3 OK
LAG-Type MC-LACP MC-SATIC NOK
LACP-System-1D 00:d0:95:a3:ec:67 00:d0:95:a3:ec:67 OK
LACP-Priority 100 100 OK
Default-Vlan 1 1 OK
VLAN List Configured Configured NOK
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show multi-chassis consistency linkagg

Multi-Chassis Commands

Output fields are defined here:

output definitions

Consistency

Local
Peer
Status

Chassis-1D

Aggregate-1D

LAG-Type
LACP-System-1D

LACP-Priority
Default-Vlan

VLAN List

Provides a list of per-multi-chassis aggregate optional consistency
parameters for the local and remote switches operating in multi-chassis
mode.

Value of a given consistency parameter on the local switch.
Value of a given consistency parameter on the peer switch.

Specifies the overall status of a consistency parameter within the entire
multi-chasiss system comprised by the individual switches. The possi-
ble values are OK, NOK or N/A. or If there is a mismatch of any of the
parameters listed in this command or if the chassis identifier of the two
switches is the same, the multi-chassis operational status will not
become Up. In this case the "Status™ column shown in this output will
indicate which parameter has a problem. The N/A value in the "Peer"
column indicates that the information is unavailable from the peer. This
will always be the case when the multi-chassis operational status is
Down.

Globally unique chassis identifier. The valid range for the multi-chassis
operational range is [1 - 2], whereas the value for standalone operation
is zero.

The number corresponding to the static or dynamic multi-chassis aggre-
gate group within the range [0-127].

Defines the aggegate type as static or dynamic, i.e. LACP

Specifies the system identifier (MAC address format) used by the
LACP protocol.

Provides the system priority used by the LACP protocol.

Specifies the value of the default VLAN configured on the multi-chas-
sis aggregate within the range [1 - 4094].

Indicates whether other types of VLANS (distinct from the default
VLAN) are configured on the multi-chassis aggregate.

Release History

Release 7.1.1; command introduced.

Related Commands

show linkagg

MIB Obijects

Displays information about static and dynamic (LACP) aggregate
groups.

multiChassisLinkaggConsistencyTable
multiChassisLinkaggAgglndex
multiChassisLinkaggAgglndexConsistency
multiChassisLinkagglLocalAggType
multiChassisLinkaggPeerAggType
multiChassisLinkaggAggTypeConsistency
multiChassisLinkagglLocalVlanType
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multiChassisLinkaggPeerVlanType
multiChassisLinkaggVlanTypeConsistency
multiChassisLinkagglLocalVlanListConfig
multiChassisLinkagglLocalVlanListConfig
multiChassisLinkaggVlanListConfigConsistency
multiChassisLinkagglLocalAggActorSystemlD
multiChassisLinkaggPeerAggActorSystemlD
multiChassisLinkaggAggActorSystemlDConsistency
multiChassisLinkaggLocalAggActorSystemPriority
multiChassisLinkaggPeerAggActorSystemPriority
multiChassisLinkaggAggActorSystemPriorityConsistency
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clear multi-chassis loop-detection

Clears the configured and operational parameters related to the multi-chasiss loop-detection feature on the
switch.

clear multi-chassis loop-detection

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines
NA

Examples

-> clear multi-chassis loop-detection

Release History

Release 7.1.1; command introduced.

Related Commands

multi-chassis loop-detection Configures the multi-chassis loop-detection function on the switch.

show multi-chassis loop- Displays the configured and operational parameters related to the multi-
detection chasiss loop-detection feature on the switch.

MIB Objects

multiChassisLoopDetection
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8 Ethernet Ring Protection
Commands

Ethernet Ring Protection (ERP) is a protection switching mechanism for Ethernet ring topologies, such as
multi-ring and ladder networks. This implementation of ERP is based on Recommendation ITU-T G.8032
and uses the ring Automatic Protection Switching (APS) protocol to coordinate the prevention of network
loops within a bridged Ethernet ring.

Loop prevention is achieved by allowing the traffic to flow on all but one of the links within the protected
Ethernet ring. This link is blocked and is referred to as the Ring Protection Link (RPL). When a ring fail-
ure condition occurs, the RPL is unblocked to allow the flow of traffic to continue through the ring.

ERP and the Ring Rapid Spanning Tree Protocol (RRSTP) are both used for the prevention of loops in
ring-based topologies but have the following differences in their implementation and functionality:

e RRSTP uses a different destination MAC address for each ring, based on the ring ID. ERP uses the
same destination MAC address for all ERP protocol frames and identifies the ring based on a unique
Service VLAN associated with each ring, which carries the ERP protocol frames.

e When a link failure is detected, RRSTP quickly sets the blocking ports to a forwarding state but relies
on MSTP for actual protocol convergence. ERP does not require any support from MSTP. ERP has an
inherent mechanism to recover from a failed state once the failed link is active again.

e MSTP determines which ports of a fully active RRSTP ring are blocked. The blocked ports (Ring
Protection Link) for an ERP ring is pre-determined and configured by the user.

e RRSTP requires a ring of contiguous RRSTP nodes. ERP allows non-ERP nodes to participate in the
ring by using the connectivity monitoring capabilities of Ethernet OAM to alert ERP of a link failure
through non-ERP nodes.

MIB information for the Ethernet ring protection command is as follows:

Filename: AlcatelIND1Erp.mib
Module:  ALCATEL-IND1-ERP-MIB

A summary of available commands is listed here:

erp-ring

erp-ring rpl-node
erp-ring wait-to-restore
erp-ring enable
erp-ring guard-timer
clear erp statistics
show erp

show erp statistics
show erp statistics
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erp-ring

Creates an Ethernet Ring Protection (ERP) ring using the specified ports and service VLAN ID. The
service VLAN transmits ERP control traffic, such as Ring Automatic Protection Switching (R-APS)
messages, through the ring and the specified level number identifies an APS Management Entity Group
(MEG) to which the service VLAN belongs.

erp-ring ring_id portl {slot/port | linkagg agg_num} port2 {slot/port | linkagg agg_num} service-vlan
vlan_id level level_num [guard-timer guard_timer] [wait-to-restore-timer wtr_timer] [enable | disable]

no erp-ring ring_id

Syntax Definitions

ring_id The ERP ring ID number. The valid range is 1- 2147483647.

slot/port The slot number for the module and the physical port number on that
module.

agg_num The link aggregate 1D number.

vlan_id The service VLAN ID number.The valid range is 1- 4094.

level_num The MEG level number for the service VLAN. The valid range is 0-7.

guard-timer The guard timer value, in centi-secs, for the ring node.

wtr-timer The wait-to-restore timer value, in minutes, for the Ring Protection Link
(RPL) node.

enable Administratively enables the ERP ring.

disable Administratively disables the ERP ring.

Defaults

parameter default

guard_timer 50

wir_timer 5

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a ring from the switch configuration. Note that administra-
tively disabling ring ports is recommended before deleting the ring to avoid creating any network
loops. Once the ring is deleted, then ensure that the same ports are administratively enabled under
Spanning Tree control.

¢ The specified ring identification number must be unique within a switch.
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ERP is not supported on mobile ports, mirroring ports, link aggregate member ports, high availability
ports, Multicast VLAN receiver ports (ERP is supported on Multicast VLAN sender ports only),
VLAN Stacking user network interface (UNI) ports, or RRSTP ring ports.

If a port is tagged with the service VLAN ID or the service VLAN is the default VLAN for the port,
then the port is not eligible to become an ERP ring port.

Specify an existing VLAN ID for the service VLAN ID. Use the same VLAN ID and level number for
the service VLAN on each switch that will participate in the ERP ring.

If the ERP switch participates in an Ethernet OAM Maintenance Domain (MD), configure the ERP
service VLAN to use the same level number that is used for the Ethernet OAM MD.

Specify a static VLAN ID for the ERP service VLAN; dynamic VLANS are not configurable as service
VLANS.

The service VLAN can belong to only one ERP ring at a time. Up to four rings per switch are allowed.

The specified service VLAN ID must not participate in a Spanning Tree instance that is associated with
non-ERP VLANSs. This may require changing the Spanning Tree configuration for the VLAN ID prior
to using this command.

An ERP ring port can belong to only one ERP ring at a time.

An ERP type NNI-SVLAN binding should be created before establishing an ERP ring on that SVLAN-
NNI binding.

Examples

erp-ring 1 portl 1/1 port2 2/4 service-vlan 10 level 2 enable
erp-ring 2 portl linkagg 1 port2 2/10 service-vlan 20 level 2
erp-ring 3 portl linkagg 2 port2 linkagg 4 service-vlan 30 level 7
no erp-ring 2

Release History

Release 7.1.1; command was introduced.

Related Commands

show erp Displays the ERP ring configuration for the switch.
show erp statistics Displays ERP ring statistics.
ethernet-service svlan nni Creates a NNI-SVLAN binding.
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MIB Obijects

alaErpRingld

alaErpRingServiceVid
alaErpRingMEGLevel
alaErpRingStatus
alaErpRingPortl
alaErpRingPort2
alaErpRingWaitToRestore
alaErpRingGuardTimer
alaErpRingRowStatus
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erp-ring rpl-node

Configures a switch as a Ring Protection Link (RPL) node. This command also identifies the ERP port as
an RPL connection port. The RPL remains blocked to prevent loops within the ERP ring.
erp-ring ring_id rpl-node {port slot/port | linkagg agg_num}

no erp-ring ring_id rpl-node

Syntax Definitions

ring_id An existing ERP ring ID number. The valid range is 1- 2147483647.

slot/port The slot number for the module and the physical port number on that
module.

agg_num The link aggregate 1D number.

Defaults

NA

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove the RPL designation for the specified ring.

¢ The RPL node can be configured only when the ring is disabled; RPL configuration applied to the ring
while it is enabled will be rejected.

¢ The specified ERP ring ID must already exist in the switch configuration.

e This command applies only to ERP ring ports; ports not configured as ERP ring ports are not eligible
to become RPL ports.

¢ Only one of the two ring ports configured for the switch can be designated as an RPL node port.

Examples

-> erp-ring 1 rpl-node port 2/1
-> erp-ring 2 rpl-node linkagg 2
-> no erp-ring 2 rpl-node
Release History

Release 7.1.1; command was introduced.
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Related Commands

erp-ring Configures an ERP ring.

erp-ring wait-to-restore Configures the wait-to-restore timer value for the Ring Protection
Link (RPL) node.

show erp Displays the ERP ring configuration for the switch.

MIB Obijects

alaErpRingld

alaErpRingPortlfindex
alaErpRingPortType
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erp-ring wait-to-restore

Configures the wait-to-restore timer value for the Ring Protection Link (RPL) switch. This timer deter-
mines the number of minutes the RPL switch waits before returning the RPL ports to a blocked state after
the ERP ring has recovered from a link failure.

erp-ring ring_id wait-to-restore wtr_timer

no erp-ring ring_id wait-to-restore

Syntax Definitions

ring_id An existing ERP ring ID number. The valid range is 1- 2147483647.
wtr_timer The number of minutes to wait before restoring the RPL to a blocked
state. The valid range is 1-12.

Defaults

By default, the wait-to-restore timer value is set to 5 minutes.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to set the timer back to the default setting of 5 minutes.
e The specified ERP ring ID must already exist in the switch configuration.

e This command applies only on a switch that serves as the RPL node for the ERP ring.
Examples

-> erp-ring 1 wait-to-restore 6

-> no erp-ring 1 wait-to-restore

Release History

Release 7.1.1; command was introduced.

Related Commands

erp-ring Configures an ERP ring.
erp-ring rpl-node Configures a Ring Protection Link (RPL) port connection.
show erp Displays the ERP ring configuration for the switch.

MIB Obijects

alaErpRingld
alaErpRingWaitToRestoreTimer
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erp-ring enable

Enables or disables an ERP ring identified by the specified ring ID. This command applies to enabling or
disabling existing ERP rings.

erp-ring ring_id {enable | disable}

Syntax Definitions
ring_id An existing ERP ring ID number. The valid range is 1- 2147483647.

Defaults
By default, ERP rings are disabled when they are created.

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e The specified ring ID must already exist in the switch configuration.

e Enabling a ring is also allowed at the time the ring is created.

Examples

-> erp-ring 1 enable
-> erp-ring 1 disable

Release History

Release 7.1.1; command was introduced.

Related Commands

erp-ring Configures an ERP ring.
show erp Displays the ERP ring configuration for the switch.

MIB Obijects

alaErpRingld
alaErpRingStatus
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erp-ring guard-timer

Configures the guard timer value for the specified ERP ring node. The guard timer is used to prevent ring
nodes from receiving outdated Ring Automatic Protection Switching (R-APS) messages. During the
amount of time determined by this timer, all received R-APS messages are ignored by the ring protection
control process.

erp-ring ring_id guard-timer guard_timer

no erp-ring ring_id guard-timer

Syntax Definitions

ring_id An existing ERP ring ID number. The valid range is 1-2147483647.
guard_timer The guard timer value. The valid range is 1-200 centi-secs.
Defaults

parameter default

guard_timer 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to set the timer back to the default value of 50 centi-secs.

e The specified ring ID must already exist in the switch configuration.

Examples

-> erp-ring 1 guard-timer 10
-> no erp-ring 1 guard-timer

Release History

Release 7.1.1; command was introduced.

Related Commands

erp-ring Configures an ERP ring.
show erp Displays the ERP ring configuration for the switch.

MIB Objects

alaErpRingld
alaErpRingGuardTimer
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clear erp statistics

Clears ERP statistics for all rings, a specific ring, or a specific ring port.

clear erp statistics [ring ring_id [port slot/port | linkagg agg_num]]

Syntax Definitions

ring_id An existing ERP ring ID number. The valid range is 1- 2147483647.

slot/port The slot number for the module and the physical port number on that
module.

agg_num The link aggregate 1D number.

Defaults

By default, statistics are cleared for all ERP rings in the switch configuration.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Enter aring ID to clear the statistics for a specific ring.

e Enter aring ID and a ring port number or link aggregate 1D to clear the statistics for a specific port or
link aggregate.

e The specified ring ID must already exist in the switch configuration.

e The specified port must belong to the ring identified by the ring ID.

Examples

-> clear erp statistics

-> clear erp statistics ring 5

-> clear erp statistics ring 5 port 1/2
-> clear erp statistics ring 5 linkagg 10

Release History

Release 7.1.1; command was introduced.
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Related Commands

erp-ring Configures an ERP ring.
show erp Displays the ERP ring configuration for the switch.
show erp statistics Displays ERP ring statistics.

MIB Obijects

alaErpClearStats
alaErpRingTable

alaErpRingld
alaErpRingClearStats
alaErpRingPortTable

alaErpRingPortlflndex
alaErpRingPortClearStats
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show erp

Displays the ERP configuration information for all rings, a specific ring, or for a specific ring port.

show erp [ring ring_id | [port slot/port | linkagg agg_num]]

Syntax Definitions

ring_id An existing ERP ring ID number. The valid range is 1- 2147483647.

slot/port The slot number for the module and the physical port number on that
module.

agg_num The link aggregate 1D number.

Defaults

By default, configuration information is displayed for all ERP rings in the switch configuration.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Enter aring ID to display the configuration for a specific ring.

e Enter a ring port number or a link aggregate 1D to display the configuration for a specific port or link
aggregate.

e The specified ring ID must already exist in the switch configuration.

Examples

-> show erp

Legends: * - Inactive Configuration
WTR - Wait To Restore
MEG - Maintenance Entity Group

Ring Ring Ring Ring Serv WTR Guard MEG Ring Ring

ID Portl Port2 Status VLAN Timer Timer Level State Node
(min) (csec)

—————————— Ry Uy

1 1/15 1/1 enabled 4094 3 50 2 idle rpl

2 6/7 4/1  enabled 4093 1 50 1 idle rpl

3 4/7 6/1 enabled 4092 1 50 3 idle rpl

4 4/8 6/23 enabled 4091 5 50 4 idle non-rpl

Total number of rings configured = 4

-> show erp ring 1

Legend: * - Inactive Configuration
Ring Id o1,
Ring Portl : 1/15,
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Ring Port2

Ring Status
Service VLAN
WTR Timer (min)

Guard Timer (centi-sec)

MEG Level

Ring State

Ring Node Type
RPL Port

Last State Change

output definitions

- 1/1,

: enabled,

> 4094,

- 3,

- 50,

-2,

: idle,

: rpl,

1 1/1,

: SUN DEC 25 06:50:17 2016 (sysUpTime 00h:01m:31s)

Ring ID

Ring Ports

Ring Status
Service VLAN
WTR Timer
Guard Timer
MEG Level

Ring State

Ring Node Type
Last State Change

The ERP ring ID number.

The slot and port number of the ring ports.

The ring status (enabled or disabled).

The Service VLAN ID.

The wait-to-restore timer value in minutes for RPL node.
The guard timer value in centi-secs for the ring node.

The Service VLAN Management Entity Group (MEG) level.
Indicates the state of the ring.

Indicates the type of the ring node.

Indicates the time when the last state change occurred.

-> show erp port 1/15

Legend: * - Inactive Configuration

Ring-I1d : 1
Ring Port Status
Ring Port Type
Ethoam Event

-> show erp port 1/1

- forwarding,
: non-rpl,
: disabled

Legend: * - Inactive Configuration

Ring Id - 1
Ring Port Status
Rint Port Type
Ethoam Event
Rmepid

output definitions

: blocking,
: RPL,

: enabled,
- 10

Ring ID

Ring Port Status
Ring Port Type
Ethoam Event

Rmepid

The ERP ring ID number.
The status of the ring port (blocking or forwarding).
The type of ring port (RPL or non-RPL).

Indicates whether or not the ring port will accept Ethernet OAM loss of
connectivity events (enabled or disabled).

The remote Ethernet OAM MEP ID number from which this port
accepts loss of connectivity events. This field displays only when the
ring port is configured to receive such events.
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Release History

Release 7.1.1; command was introduced.

Related Commands

show erp statistics Displays ERP ring statistics.

MIB Obijects

alaErpRingld

alaErpRingStatus
alaErpRingServiceVid
alaErpRingMEGLevel
alaErpRingPortl
alaErpRingPort2
alaErpRingPortlfindex
alaErpRingState
alaErpRingPortStatus
alaErpRingPortType
alaErpRingPortEthOAMEvent
alaErpRingPortRmepld
alaErpRingWaitToRestoreTimer
alaErpRingGuardTimer
alaErpRingLastStateChange
alaErpRingTimeToRevert
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show erp statistics

Displays the ERP statistics for all rings, a specific ring, or a specific ring port.

show erp statistics [ring ring_id [port slot/port | linkagg agg_num]]

Syntax Definitions
ring_id
slot/port

agg_num

Defaults

By default, statistics are displayed for all ERP rings in the switch configuration.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Enter aring ID to display the statistics for a specific ring.

An existing ERP ring ID number. The valid range is 1- 2147483647.

The slot number for the module and the physical port number on that

module.

The link aggregate 1D number.

e Enter aring ID and a ring port number or link aggregate ID to display the statistics for a specific port

or link aggregate.

e The specified ring ID must already exist in the switch configuration.

e The specified port must belong to the ring identified by the ring ID.

Examples

-> show erp statistics

Legends: R-APS - Ring Automatic Protection Switching
RPL - Ring Protection Link

Ring-1d - 1
Ring Port : 1/15
Signal Fail PDUs

Sent - 3,
Recv : O,
Drop - O

No Request PDUs
Sent : 37,
Recv : 37,
Drop : O

No Request RPL Block PDUs

Sent : 4322,

Recv : O,
Drop : O

Invalid R-APS PDUs
Recv - O
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Ring Port : 1/1
Signal Fail PDUs

Sent : 6,
Recv : O,
Drop - O

No Request PDUs
Sent : 37,
Recv : 38,
Drop : O

No Request RPL Block PDUs
Sent : 4322,
Recv 0,
Drop 0
Invalid R-APS PDUs
Recv : O

Ring-Id : 2
Ring Port : 6/7
Signal Fail PDUs

Sent : 6,
Recv : O,
Drop : O

No Request PDUs
Sent : 16,
Recv : 14,
Drop - O

No Request RPL Block PDUs
Sent - 4347,

Recv : O,

Drop :© 4341
Invalid R-APS PDUs

Recv - O

-> show erp statistics ring 3
Legends: R-APS - Ring Automatic Protection Switching
RPL - Ring Protection Link

Ring-Id : 3
Ring Port : 4/7
Signal Fail PDUs

Sent : 6,
Recv : O,
Drop : O

No Request PDUs
Sent : 16,
Recv : 14,
Drop - O

No Request RPL Block PDUs
Sent : 4351,

Recv : O,
Drop - O

Invalid R-APS PDUs
Recv - O

Ring Port : 6/1
Signal Fail PDUs
Sent : 6,
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Recv : O,
Drop - O

No Request PDUs
Sent : 13,
Recv : 13,
Drop - O

No Request RPL Block PDUs
Sent : 4358,

Recv : O,
Drop : O

Invalid R-APS PDUs
Recv - O

-> show erp statistics ring 1 port 1/15
Legends: R-APS - Ring Automatic Protection Switching
RPL - Ring Protection Link

Ring-Id : 1
Ring Port : 1/15
Signal Fail PDUs

Sent : 3,
Recv : O,
Drop : O

No Request PDUs
Sent : 37,
Recv : 37,
Drop - O

No Request RPL Block PDUs
Sent - 4338,
Recv : O,
Drop - O

Invalid R-APS PDUs
Recv: O

output definitions

Ring ID The ERP ring ID number.
Ring Port The slot and port number of the ring port.
R-APS The type of Ring Automatic Switching Protocol (R-APS) event mes-

sage (NR =no request, RB = RPL is blocked, SF = signal failure). APS
is the protocol ERP uses to monitor and control ring links.

Send Total number of R-APS messages sent.
Recv Total number of R-APS messages received.
Drop Total number of R-APS messages dropped.

Release History

Release 7.1.1; command was introduced.

OmniSwitch CLI Reference Guide ~ December 2010 page 8-17



Ethernet Ring Protection Commands

Related Commands

show erp Displays the ERP ring configuration for the switch.

clear erp statistics Clears ERP ring statistics.

MIB Objects

alaERPClearStats
alaERPRingClearStats
alaErpRingPortClearStats
alaErpRingld

alaErpRingPortlfindex
alaErpStatsSignalFai IPduTx
alaErpStatsSignalFai IPduRx
alaErpStatsSignalFai lPduDrop
alaErpStatsNoRequestPduTx
alaErpStatsNoRequestPduRx
alaErpStatsNoRequestPduDrop
alaErpStatsRPLBlockPDUTx
alaErpStatsRPLBIockPDURX
alaErpStatsRPLBlockPDUDrop
alaErpStatsPDUErr
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9 802.1AB Commands

802.1AB is an IEEE standard for exchanging information with neighboring devices and maintaining a
database of it. The information is exchanged as an LLDPDU (Link Layer Discovery Protocol Data Unit) in
TLV (Time, Length, Value) format. This chapter details configuring and monitoring 802.1AB on a switch.

Alcatel-Lucent’s version of 802.1AB complies with the IEEE 802.1AB-2005 Station and Media Access
Control Discovery and ANSI-TIA 1057-2006 Link Layer Discovery Protocol for Media End Point
Devices.

MIB information for the 802.1LAB commands is as follows:

Filename: |EEE_LLDP_Base.mib
Module: LLDP-MIB

Filename: |EEE_LLDP_Dotl.mib
Module: LLDP-EXT-DOT1-MIB

Filename: |EEE_LLDP_Dot3.mib
Module: LLDP-EXT-DOT3-MIB

A summary of available commands is listed here:

Ildp transmit interval

Ildp transmit hold-multiplier
IIldp transmit delay

Ildp reinit delay

Ildp notification interval

Ildp lldpdu

Ildp notification

Ildp tlv management

lldp tlv dotl

lldp tlv dot3

Ildp tlv med

show lldp system-statistics
show lldp statistics

show lldp local -system

show lldp local -port

show lldp local-management-address
show Ildp remote-system
show lldp remote-system med

Configuration procedures for 802.1AB are explained in “Configuring 802.1AB,” OmniSwitch 10K
Network Configuration Guide.
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lidp transmit interval

Sets the transmit time interval for LLDPDUSs.

[ldp transmit interval seconds

Syntax Definitions

seconds The transmit interval between LLDPDUs, in seconds. The valid range is
5 - 32768.

Defaults

parameter default

seconds 30

Platforms Supported
OmniSwitch 10K

Usage Guidelines

The LLDP protocol must be enabled before using this command.

Examples

-> 1ldp transmit interval 40

Release History

Release 7.1.1; command introduced.

Related Commands

Ildp transmit hold-multiplier  Sets the transmit hold multiplier value, which is used to calculate the
Time To Live TLV.

show Ildp local -system Displays local system information.

MIB Obijects

11dpConfiguration
1 ldpMessageTxInterval
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lidp transmit hold-multiplier

Sets the transmit hold multiplier value, which is used to calculate the Time To Live TLV.

[ldp transmit hold-multiplier num

Syntax Definitions

num The transmit hold multiplier value. The valid range is 2-10.
Defaults

parameter default

num 4

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e The LLDP protocol must be enabled before using this command.

e The Time To Live is a multiple of transmit interval and transmit hold multiplier.

Examples

-> Ildp transmit hold-multiplier 6

Release History

Release 7.1.1; command introduced.

Related Commands

[Ildp transmit interval Sets the transmit time interval for LLDPDUEs.
show lldp local -system Displays local system information.

MIB Objects

11dpConfiguration
1 ldpMessageTxHoldMultiplier
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lidp transmit delay

Sets the minimum time interval between successive LLDPDUSs transmitted.

Ildp transmit delay seconds

Syntax Definitions

seconds The time interval between successive LLDPDUSs transmitted, in
seconds. The valid range is 1-8192.

Defaults
parameter default
seconds 2

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The LLDP protocol must be enabled before using this command.

e The transmit delay is less than or equal to the multiplication of transmit interval and 0.25 (transmit
interval * 0.25).

Examples
-> Ildp transmit delay 20

Release History

Release 7.1.1; command introduced.

Related Commands

Ildp transmit interval Sets the transmit time interval for LLDPDUEs.
show lldp local -system Displays local system information.

MIB Objects

11dpConfiguration
11dpTxDelay
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lidp reinit delay

Sets the time interval that must elapse before the current status of a port is reinitialized after a status
change.

lldp reinit delay seconds

Syntax Definitions

seconds The number of seconds to reinitialize the ports status after a status
change. The valid range is 1-10.

Defaults
parameter default
seconds 2

Platforms Supported
OmniSwitch 10K

Usage Guidelines

The LLDP protocol must be enabled before using this command.

Examples
-> 1lldp reinit delay 4

Release History

Release 7.1.1; command introduced.

Related Commands

Ildp transmit delay Sets the minimum time interval between successive LLDPDUSs
transmitted.

show Ildp local -system Displays local system information.

MIB Obijects

11dpConfiguration
11dpReinitDelay
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lidp notification interval

Sets the time interval that must elapse before a notification about the local system MIB change is
generated.

Ildp notification interval seconds

Syntax Definitions

seconds The minimum number of seconds for generating a notification-event.
The valid range is 5-3600.

Defaults
parameter default
seconds 5

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The LLDP protocol and notification must be enabled before using this command.

¢ |n aspecified interval, it is not possible to generate more than one notification-event.

Examples

-> Ildp notification interval 25

Release History

Release 7.1.1; command introduced.

Related Commands

IIdp notification Specifies the switch to control per port notification status about the
remote device change.

show lldp local -system Displays local system information.

MIB Objects

11dpConfiguration
lIldpNotificationlnterval
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lidp lidpdu

Specifies the switch to control the transmission and the reception of LLDPDUs for a particular chassis, a
slot, or a port.

Ildp {port slot/port [-port ]| slot slot | chassis} lldpdu {tx | rx | tx-and-rx | disable}

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

chassis Specifies the whole chassis.

tx Transmits LLDPDUSs.

rx Receives LLDPDUEs.

tx-and-rx Transmits and receives LLDPDUs.

disable Disables LLDPDUs transmission and reception.

Defaults

parameter default

tx | rx | tx-and-rx | disable tx-and-rx

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e The port can be set to receive, transmit, or transmit and receive LLDPDUSs using this command.

e If this command is applied to a slot or chassis, then the existing configuration related to this command
is lost.

Examples

-> 1ldp port 1/2 lldpdu tx-and-rx
-> 1ldp slot 3 lldpdu tx
-> Ildp chassis lldpdu disable

Release History

Release 7.1.1; command introduced.
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Related Commands

Ildp lldpdu Specifies the switch to control the transmission and the reception of
LLDPDUs for a particular chassis, a slot, or a port.
Ildp notification Specifies the switch to control per port notification status about the

remote device change.

MIB Objects

11dpPortConfigTable

1 1dpPortConfigPortNum
1 1dpPortConfigAdminStatus
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lidp notification

Specifies the switch to control per port notification status about the remote device change.

Ildp {port slot/port[-port ] | slot slot | chassis} notification {enable | disable}

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

enable Enables the notification of local system MIB changes.

disable Disables the notification.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e The LLDPDU administrative status must be in the receive state before using this command.

e If this command is applied to a slot or chassis, then the existing configuration related to this command
is lost.

Examples

-> 1ldp port 1/2 notification enable
-> Ildp slot 1 notification disable

Release History

Release 7.1.1; command introduced.
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802.1AB Commands

Related Commands

Ildp notification interval

[ldp Illdpdu

MIB Objects

11dpPortConfigTable
1 1dpPortConfigPortNum

Sets the time interval that must elapse before a notification about the
local system MIB change is generated.

Specifies the switch to control the transmission and the reception of
LLDPDUs for a particular chassis, a slot, or a port.

11dpPortConfigNotificationEnable
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lldp tiv management

lidp tlv management

Specifies the switch to control per port management TLVs to be incorporated in the LLDPDUs.

Ildp {port slot/port [-port ] | slot slot | chassis} tlv management {port-description | system-name |
system-description | system-capabilities | management-address} {enable | disable}

Syntax Definitions

slot/port

slot

port-description

system-name

system-description

system-capabilities

management-address

Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

The slot number for a specific module.

Enables or disables the transmission of port description TLV in
LLDPDU.

Enables or disables the transmission of system name TLV in LLDPDU.

Enables or disables transmission of system description TLV in
LLDPDU.

Enables or disables transmission of system capabilities TLV in
LLDPDU.

Enables or disables transmission of management address on per port.

enable Enables management TLV LLDPDU transmission.
disable Disables management TLV LLDPDU transmission.
Defaults

parameter default

enable | disable disable

Platforms Supported

OmniSwitch 10K

Usage Guidelines

e The LLDPDU must be enabled and set to transmit before using this command.

e If this command is applied to a slot or chassis, then the existing configuration related to this command

is lost.

Examples

-> 1ldp port 1/2 tlv management port-description enable
-> Ildp slot 2 tlv management management-address enable

-> 1ldp slot 3 tlv management system-name disable
-> 1ldp chassis tlv management system-capabilities enable
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Release History

Release 7.1.1; command introduced.

Related Commands

lldp lldpdu Specifies the switch to control the transmission and the reception of
LLDPDUs for a particular chassis, a slot, or a port.

show lldp local -system Displays local system information.

show lldp local -port Displays per port information.

show lldp remote-system Displays per local port and information of remote system.

MIB Obijects

11dpPortConfigTable

1 1dpLocPortPortNum
11dpPortConfigTLVsTxEnable

11dpConfigManAddrTable
1 1dpConfigManAddrPortsTxEnable
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lidp tlv dot1

Specifies the switch to control per port 802.1 TLVs to be incorporated in the LLDPDUs.
lldp {port slot/port [-port ] | slot slot | chassis} tlv dotl {port-vlan | vlan-name} {enable | disable}

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

port-vlan Enables or disables transmission of port VLAN TLV in LLDPDU.

vlan-name Enables or disables transmission of VLAN name TLV in LLDPDU.

enable Enables 802.1 TLV LLDPDU transmission.

disable Disables 802.1 TLV LLDPDU transmission.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e The LLDPDU must be enabled and set to transmit before using this command.

¢ If this command is applied to a slot or chassis, then the existing configuration related to this command
is lost.

e Ifone TLV is included then the other TLV is automatically included when you use this command.

Examples

-> 1ldp port 5/1 tlv dotl port-vlan enable
-> 1ldp slot 3 tlv dotl vlan-name enable
-> Ildp slot 3 tlv dotl vlan-name disable
Release History

Release 7.1.1; command introduced.
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Related Commands

Ildp tlv management Specifies the switch to control per port management TLVSs to be incor-
porated in the LLDPDUs.

show lldp statistics Displays per port statistics.

show lldp local -port Displays per port information.

MIB Obijects

11dpPortConfigTable
1 1dpPortConfigPortNum

11dpXdotlConfigPortVlanTable
11dpXdotlConfigPortVlanTxEnable

11dpXdotlConfigVlanNameTable
11dpXdotlConfigVlanNameTxEnable
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lidp tlv dot3

Specifies the switch to control per port 802.3 TLVs to be incorporated in the LLDPDUs.
Ildp {port slot/port [-port ]| slot slot | chassis} tlv dot3 mac-phy {enable | disable}

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

enable Enables 802.3 TLV LLDPDU transmission.

disable Disables 802.3 TLV LLDPDU transmission.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
¢ The LLDPDU must be enabled and set to transmit before using this command.

e If this command is applied to a slot or chassis, then the existing configuration related to this command
is lost.

Examples

-> 1ldp port 2/4 tlv dot3 mac-phy enable
-> 1ldp slot 2 tlv dot3 mac-phy disable

Release History

Release 7.1.1; command introduced.
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Related Commands

Ildp tlv management Specifies the switch to control per port management TLVs to be
incorporated in the LLDPDUSs.

Ildp tlv dotl Specifies the switch to control per port 802.1 TLVs to be incorporated
in the LLDPDUs.

show lldp statistics Displays per port statistics.

MIB Obijects

11dpPortConfigTable
1 1dpPortConfigPortNum

11dpXdot3PortConfigTable
11dpXdot3PortConfigTLVsTxEnable
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lidp tlv med

Specifies the switch to control per port LLDP-MED (Media Endpoint Device) TLVs to be incorporated in
the LLDPDUs.

Ildp {port slot/port [-port ] | slot slot | chassis} tlv med {power | capability} {enable | disable}

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

capability Enables or disables transmission of LLDP-MED capabilities TLV in
LLDPDU.

enable Enables LLDP-MED TLV LLDPDU transmission.

disable Disables LLDP-MED TLV LLDPDU transmission.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The LLDPDU must be enabled and set to transmit before using this command.

e If this command is applied to a slot or chassis, then the existing configuration related to this command
will be lost.

Examples

-> 1ldp 4/4 tlv med power enable
-> 1ldp 4/3 tlv med capability enable
-> 1ldp 4 tlv med power disable

Release History

Release 7.1.1; command introduced.
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Related Commands

Ildp tlv management Specifies the switch to control per port management TLVSs to be incor-
porated in the LLDPDUs.

Ildp tlv dotl Specifies the switch to control per port 802.1 TLVs to be incorporated
in the LLDPDUs.

Ildp tlv dot3 Specifies the switch to control per port 802.3 TLVs to be incorporated

in the LLDPDUs.

MIB Obijects

11dpPortConfigTable
1 1dpPortConfigPortNum

11dpXMedPortConfigTable
1 1dpXMedPortConfigTLVsTxEnable
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show lldp system-statistics

Displays system-wide statistics.

show Ildp system-statistics

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show Ildp system-statistics
Local LLDP Agent System Statistics:
Remote Systems Last Change 0 days O hours 3 minutes and 10 seconds,
Remote Systems MIB Inserts
Remote Systems MIB Deletes
Remote Systems MIB Drops
Remote Systems MIB Age Outs

OQOoOON

output definitions

Remote Systems Last Change The last change recorded in the tables associated with the remote sys-
tem.

Remote Systems MIB Inserts  The total number of complete inserts in the tables associated with the
remote system.

Remote Systems MIB Deletes  The total number of complete deletes in tables associated with the
remote system.

Remote Systems MIB Drops  The total number of LLDPDUs dropped because of insufficient

resources.
Remote Systems MIB Age The total number of complete age-outs in the tables associated with the
Outs remote system.

Release History

Release 7.1.1; command introduced.
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Related Commands

IIdp notification Specifies the switch to control per port notification status about the
remote device change.
Ildp notification interval Sets the time interval that must elapse before a notification about the

local system MIB change is generated.

MIB Objects

1ldpStatistics

1 ldpStatsRemTablesLastChangeTime
I ldpStatsRemTablesInserts

1 ldpStatsRemTablesDeletes

1 ldpStatsRemTablesDrops

1 ldpStatsRemTablesAgeouts
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show lldp statistics

Displays per port statistics.

show lldp [port slot/port [-port ]] statistics

Syntax Definitions
slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

Defaults
By default, a list of all lldp ports is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If the slot/port option is not specified, statistics for the chassis is displayed.

¢ If the statistics are zero they are not displayed.

Examples
-> show Ildp statistics
—————————— e
| LLDPDU | TLV | Device
Slot/Port] Tx Rx Errors Discards | Unknown Discards | Ageouts
---------- e e
1/23 52 0 0 0 0 0 0
2/47 50 50 0 0 0 0 0
2/48 50 50 0 0 0 0 0
output definitions
Slot/Port Slot number for the module and physical port number on that module.
LLDPDU Tx The total number of LLDPDUSs transmitted on the port.
LLDPDU Rx The total number of valid LLDPDUSs received on the port.
LLDPDU Errors The total number of invalid LLDPDUs discarded on the port.
LLDPDU Discards The total number of LLDPDUSs discarded on the port.
TLV Unknown The total number of unrecognized LLDP TLVs on the port.
TLV Discards The total number of LLDP TLVs discarded on the port.
Device Ageouts The total number of complete age-outs on the port.

Release History

Release 7.1.1; command introduced.
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Related Commands

Ildp lldpdu Specifies the switch to control the transmission and the reception of
LLDPDUs for a particular chassis, a slot, or a port.
Ildp tlv management Specifies the switch to control per port management TLVSs to be incor-

porated in the LLDPDUs.

MIB Objects

11dpStatsTxPortTable

1 1dpStatsTxPortNum
1ldpStatsTxPortFramesTotal

I1dpStatsRxPortTable
1 IdpStatsRxPortNum
1 ldpStatsRxPortFramesDiscardedTotal
1 ldpStatsRxPortFramesErrors
1 ldpStatsRxPortFramesTotal
1 ldpStatsRxPortTLVsDiscardedTotal
11dpStatsRxPortTLVsUnrecognizedTotal
1 ldpStatsRxPortAgeoutsTotal
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show lldp local -system

show lldp local-system

Displays local system information.

show Ildp local-system

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show lldp local-system

Local LLDP Agent System Data:

Chassis ID Subtype
Chassis ID

System Name

System Description
Capabilites Supported
Capabilites Enabled
LLDPDU Transmit Interval
TTL Hold Multiplier
LLDPDU Transmit Delay
Reintialization Delay

MIB Notification Interval

Management Address Type
Management IP Address

output definitions

4 (MAC Address),
00:d0:95:e9:c9:2e,
Kite2_Stack _of 2,
6.3.1.636.R01 Development, September 07,
Bridge, Router,
Bridge, Router,

30 seconds,

4,

2 seconds,

2 seconds,

5 seconds

1 (IPv4),
10.255.11.100,

2007.,

Chassis ID Subtype

Chassis ID

System Name

System Description
Capabilites Supported
Capabilites Enabled
LLDPDU Transmit Interval
TTL Hold Multiplier

The subtype that describe chassis ID.

The chassis ID (MAC address).

The name of the system.

The description of the system.

The capabilities of the system.

The enabled capabilities of the system.
The LLDPDU transmit interval.

The hold multiplier used to calculate TTL.
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output definitions (continued)

LLDPDU Transmit Delay The minimum transmit time between successive LLDPDUs.

Reintialization Delay The minimum time interval before the reinitialization of local port
objects between port status changes.

MIB Notification Interval The minimum time interval between consecutive notifications of local
system MIB change.

Management Address Type The type of management address used in LLDPDU.

Management IP Address The management IP address. The loopback0 IP address is configured
for the management IP address to be transmitted.

Release History

Release 7.1.1; command introduced.

Related Commands

IIdp reinit delay Sets the time interval that must elapse before the current status of a port
is reinitialized after a status change.

Ildp transmit hold-multiplier  Sets the transmit hold multiplier value, which is used to calculate the
Time To Live TLV.

lldp transmit delay Sets the minimum time interval between successive LLDPDUSs trans-
mitted.

MIB Obijects

11dpLocalSystemData

1 ldpLocChassisldSubtype
1ldpLocChassisld

1 1dpLocSysName
11dpLocSysDesc

1 IdpLocSysCapSupported
11dpLocSysEnabled

11dpPortConfigTable

1 ldpMessageTxInterval

1 ldpMessageTXHoldMultiplier
11dpTxDelay

11dpReinitDelay
lIldpNotificationlnterval

I1dpLocManAddrTable

1 ldpLocManAddrSubtype
1 IdpLocManAddr
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show lldp local-port

Displays per port information.

show Ildp [port slot/port [-port ] slot slot] local-port

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

Defaults

By default, a list of all lldp ports is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show 1ldp local-port

Local Slot 1/Port 1 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 2 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 3 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 4 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 5 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 6 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 7 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 8 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 9 LLDP Info:
Port ID
Port Description

1001 (Locally assigned),
Alcatel 1/1 6.3.1.636.R01,

1002 (Locally assigned),
Alcatel 1/2 6.3.1.636.R01,

1003 (Locally assigned),
Alcatel 1/3 6.3.1.636.R01,

1004 (Locally assigned),
Alcatel 1/4 6.3.1.636.R01,

1005 (Locally assigned),
Alcatel 1/5 6.3.1.636.R01,

1006 (Locally assigned),
Alcatel 1/6 6.3.1.636.R01,

1007 (Locally assigned),
Alcatel 1/7 6.3.1.636.R01,

1008 (Locally assigned),
Alcatel 1/8 6.3.1.636.R01,

1009 (Locally assigned),
Alcatel 1/9 6.3.1.636.R01,
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802.1AB Commands

Local Slot 1/Port 10 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 11 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 12 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 13 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 14 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 15 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 16 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 17 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 18 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 19 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 20 LLDP Info:
Port 1D
Port Description

Local Slot 1/Port 21 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 22 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 23 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 24 LLDP Info:
Port 1D =
Port Description =

Local Slot 1/Port 25 LLDP Info:
Port 1D =
Port Description

Local Slot 1/Port 26 LLDP Info:
Port 1D
Port Description

Local Slot 2/Port 1 LLDP Info:
Port ID
Port Description

Local Slot 2/Port 2 LLDP Info:
Port 1D
Port Description

Local Slot 2/Port 3 LLDP Info:
Port ID

1010 (Locally assigned),
Alcatel 1/10 6.3.1.636.R01,

1011 (Locally assigned),
Alcatel 1/11 6.3.1.636.R01,

1012 (Locally assigned),
Alcatel 1/12 6.3.1.636.R01,

1013 (Locally assigned),
Alcatel 1/13 6.3.1.636.R01,

1014 (Locally assigned),
Alcatel 1/14 6.3.1.636.R01,

1015 (Locally assigned),
Alcatel 1/15 6.3.1.636.R01,

1016 (Locally assigned),
Alcatel 1/16 6.3.1.636.R01,

1017 (Locally assigned),
Alcatel 1/17 6.3.1.636.R01,

1018 (Locally assigned),
Alcatel 1/18 6.3.1.636.R01,

1019 (Locally assigned),
Alcatel 1/19 6.3.1.636.R01,

1020 (Locally assigned),
Alcatel 1/20 6.3.1.636.R01,

1021 (Locally assigned),
Alcatel 1/21 6.3.1.636.R01,

1022 (Locally assigned),
Alcatel 1/22 6.3.1.636.R01,

1023 (Locally assigned),
Alcatel 1/23 6.3.1.636.R01,

1024 (Locally assigned),
Alcatel 1/24 6.3.1.636.R01,

1025 (Locally assigned),

1026 (Locally assigned),

2001 (Locally assigned),
Alcatel 2/1 6.3.1.636.R01,

2002 (Locally assigned),
Alcatel 2/2 6.3.1.636.R01,

2003 (Locally assigned),
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show Ildp local -port

Port Description
Local Slot 2/Port 4

Port ID

Port Description
Local Slot 2/Port 5

Port 1D

Port Description
Local Slot 2/Port 6

Port 1D

Port Description
Local Slot 2/Port 7

Port 1D

Port Description
Local Slot 2/Port 8

Port 1D

Port Description
Local Slot 2/Port 9

Port 1D

Port Description
Local Slot 2/Port 10

Port 1D

Port Description
Local Slot 2/Port 11

Port 1D

Port Description
Local Slot 2/Port 12

Port 1D

Port Description
Local Slot 2/Port 13

Port 1D

Port Description
Local Slot 2/Port 14

Port 1D

Port Description
Local Slot 2/Port 15

Port 1D

Port Description
Local Slot 2/Port 16

Port 1D

Port Description
Local Slot 2/Port 17

Port 1D

Port Description
Local Slot 2/Port 18

Port 1D

Port Description
Local Slot 2/Port 19

Port 1D

Port Description
Local Slot 2/Port 20

Port 1D

Port Description
Local Slot 2/Port 21

Port 1D

Port Description
Local Slot 2/Port 22

Port 1D

Port Description
Local Slot 2/Port 23

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

Info:

Info:

Info:

Info:

Info:

Info:

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Alcatel 2/3 6.3.1.636.R01,

2004 (Locally assigned),
Alcatel 2/4 6.3.1.636.R01,

2005 (Locally assigned),
Alcatel 2/5 6.3.1.636.R01,

2006 (Locally assigned),
Alcatel 2/6 6.3.1.636.R01,

2007 (Locally assigned),
Alcatel 2/7 6.3.1.636.R01,

2008 (Locally assigned),
Alcatel 2/8 6.3.1.636.R01,

2009 (Locally assigned),
Alcatel 2/9 6.3.1.636.R01,

2010 (Locally assigned),
Alcatel 2/10 6.3.1.636.R01,

2011 (Locally assigned),
Alcatel 2/11 6.3.1.636.R01,

2012 (Locally assigned),
Alcatel 2/12 6.3.1.636.R01,

2013 (Locally assigned),
Alcatel 2/13 6.3.1.636.R01,

2014 (Locally assigned),
Alcatel 2/14 6.3.1.636.R01,

2015 (Locally assigned),
Alcatel 2/15 6.3.1.636.R01,

2016 (Locally assigned),
Alcatel 2/16 6.3.1.636.R01,

2017 (Locally assigned),
Alcatel 2/17 6.3.1.636.R01,

2018 (Locally assigned),
Alcatel 2/18 6.3.1.636.R01,

2019 (Locally assigned),
Alcatel 2/19 6.3.1.636.R01,

2020 (Locally assigned),
Alcatel 2/20 6.3.1.636.R01,

2021 (Locally assigned),
Alcatel 2/21 6.3.1.636.R01,

2022 (Locally assigned),
Alcatel 2/22 6.3.1.636.R01,
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show lldp local -port

802.1AB Commands

Port 1D

Port Description
Local Slot 2/Port 24

Port ID

Port Description
Local Slot 2/Port 25

Port 1D

Port Description
Local Slot 2/Port 26

Port ID

Port Description
Local Slot 2/Port 27

Port 1D

Port Description
Local Slot 2/Port 28

Port ID

Port Description
Local Slot 2/Port 29

Port 1D

Port Description
Local Slot 2/Port 30

Port ID

Port Description
Local Slot 2/Port 31

Port 1D

Port Description
Local Slot 2/Port 32

Port ID

Port Description
Local Slot 2/Port 33

Port 1D

Port Description
Local Slot 2/Port 34

Port ID

Port Description
Local Slot 2/Port 35

Port 1D

Port Description
Local Slot 2/Port 36

Port ID

Port Description
Local Slot 2/Port 37

Port 1D

Port Description
Local Slot 2/Port 38

Port ID

Port Description
Local Slot 2/Port 39

Port 1D

Port Description
Local Slot 2/Port 40

Port ID

Port Description
Local Slot 2/Port 41

Port 1D

Port Description
Local Slot 2/Port 42

Port ID

Port Description

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

Info

2023 (Locally assigned),
Alcatel 2/23 6.3.1.636.R01,

2024 (Locally assigned),
Alcatel 2/24 6.3.1.636.R01,

2025 (Locally assigned),
Alcatel 2/25 6.3.1.636.R01,

2026 (Locally assigned),
Alcatel 2/26 6.3.1.636.R01,

2027 (Locally assigned),
Alcatel 2/27 6.3.1.636.R01,

2028 (Locally assigned),
Alcatel 2/28 6.3.1.636.R01,

2029 (Locally assigned),
Alcatel 2/29 6.3.1.636.R01,

2030 (Locally assigned),
Alcatel 2/30 6.3.1.636.R01,

2031 (Locally assigned),
Alcatel 2/31 6.3.1.636.R01,

2032 (Locally assigned),
Alcatel 2/32 6.3.1.636.R01,

2033 (Locally assigned),
Alcatel 2/33 6.3.1.636.R01,

2034 (Locally assigned),
Alcatel 2/34 6.3.1.636.R01,

2035 (Locally assigned),
Alcatel 2/35 6.3.1.636.R01,

2036 (Locally assigned),
Alcatel 2/36 6.3.1.636.R01,

2037 (Locally assigned),
Alcatel 2/37 6.3.1.636.R01,

2038 (Locally assigned),
Alcatel 2/38 6.3.1.636.R01,

2039 (Locally assigned),
Alcatel 2/39 6.3.1.636.R01,

2040 (Locally assigned),
Alcatel 2/40 6.3.1.636.R01,

2041 (Locally assigned),
Alcatel 2/41 6.3.1.636.R01,

2042 (Locally assigned),
Alcatel 2/42 6.3.1.636.R01,
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show Ildp local -port

Local Slot 2/Port 43

Port 1D
Port Description

Local Slot 2/Port 44

Port ID
Port Description

Local Slot 2/Port 45

Port ID
Port Description

Local Slot 2/Port 46

Port 1D
Port Description

Local Slot 2/Port 47

Port ID
Port Description

Local Slot 2/Port 48

Port 1D
Port Description

output definitions

LLDP

LLDP

LLDP

LLDP

LLDP

LLDP

Info:
2043 (Locally assigned),
Alcatel 2/43 6.3.1.636.R01,

Info:
2044 (Locally assigned),
Alcatel 2/44 6.3.1.636.R01,

Info:
2045 (Locally assigned),
Alcatel 2/45 6.3.1.636.R01,

Info:
2046 (Locally assigned),
Alcatel 2/46 6.3.1.636.R01,

Info:
2047 (Locally assigned),
Alcatel 2/47 6.3.1.636.R01,

Info:
2048 (Locally assigned),
Alcatel 2/48 6.3.1.636.R01,

Port ID
Port Description

The port ID (Port MAC).

The description of the port (which includes the port number and the
AOS version).

Release History

Release 7.1.1; command introduced.

Related Commands

Ildp tlv management

lldp tlv dotl

MIB Obijects

I1dpLocPortTable
11dpLocPortNum

11dpLocPortldsubtype

11dpLocPortld
11dpLocPortDesc

Specifies the switch to control per port management TLVs to be incor-
porated in the LLDPDUs.

Specifies the switch to control per port 802.1 TLVs to be incorporated
in the LLDPDUs.
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show lldp local-management-address

Displays the local management address information.

show Ildp local-management-address

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show 1ldp local-management-address

Local LLDP Agent Management Address:
Management Address Type =1 (IPvd),
Management IP Address = 10.255.11.100

output definitions
Management Address Type The address type used to define the interface number (IPv4 or IPv6).

Management IP Address The management IP address. The loopback0 IP address is configured
for the management IP address to be transmitted.

Release History

Release 7.1.1; command introduced.

Related Commands

Ildp tlv management Specifies the switch to control per port management TLVs to be
incorporated in the LLDPDUs.
show lldp local -system Displays local system information.

MIB Objects

1ldpLocManAddrTable

1 ldpLocManAddrLen
1 IdpLocManAddr 1 fSubtype
1ldpLocManAddrifld
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show lldp remote-system

Displays per local port and information of remote system.

show Ildp [port slot/port [-port ] | slot slot] remote-system

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

Defaults

By default, a list of all lldp ports is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show 1ldp remote-system
Remote LLDP Agents on Local Slot/Port: 2/47,

Chassis ID Subtype
Chassis 1D

Port ID Subtype

Port 1D

Port Description
System Name

System Description
Capabilites Supported
Capabilites Enabled

Chassis ID Subtype
Chassis 1D

Port ID Subtype

Port 1D

Port Description
System Name

System Description
Capabilites Supported
Capabilites Enabled

4 (MAC Address),
00:d0:95:e€9:¢9:2e,

7 (Locally assigned),
2048,

(null),

(null),

(null),

none supported,

none enabled,

Remote LLDP Agents on Local Slot/Port: 2/48,

4 (MAC Address),
00:d0:95:e9:c9:2e,

7 (Locally assigned),
2047,

(null),

(null),

(null),

none supported,

none enabled,
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output definitions

Remote LLDP Agents on Local
Slot/Port

Chassis ID Subtype
Chassis ID

Port ID Subtype
Port ID

Port Description

System Name

System Description
Capabilites Supported
Capabilites Enabled

The Slot number to which the remote system entry is associated and the
physical port number on that module.

The sub type that describes chassis ID.
The chassis ID (MAC address).

The sub type that describes port ID
The port ID (Port MAC).

The description of the port (which includes the port number and the
AOS version).

The name of the system.

The description of the system.

The capabilities of the system.

The enabled capabilities of the system.

Release History

Release 7.1.1; command introduced.

Related Commands

show lldp local -port
show lldp local -system

MIB Obijects

I1dpRemTable

1 1dpRemLocalPortNum

1 IdpRemChassisldSubtype
11dpRemChassisid

1 1dpRemPortldSubtype

1 1dpRemPortld

1 1dpRemPortDesc

1 IdpRemSysName

1 1dpRemSysDesc

1 1dpRemSysCapSupported
1 1dpRemSysCapEnabled

1 IldpRemManAddr I fSubtype
1 1ldpRemManAddrifld

Displays per port information.
Displays local system information.
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show lldp config

Displays the general LLDP configuration information for LLDP ports.
show Ildp { slot | slot/port [-port ]} config

Syntax Definitions

slot The slot number for a specific module.

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

Defaults
By default, a list of all LLDP ports with their configuration parameters is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the slot/port or slot parameter to display information for a specific port or for all ports on a specific

module.
Examples
-> show I1ldp config
—————————— e
| Admin | Notify | Std TLV | Mgmt | 802.1 | 802.3 | MED
Slot/Port] Status | Trap | Mask | Address | TLV | Mask | Mask
---------- o
2/1 Rx + Tx Disabled 0x00 Disabled Disabled 0x00 0x00
2/2 Rx + Tx Disabled 0x00 Disabled Disabled 0x00 0x00
2/3 Rx + Tx Disabled 0x00 Disabled Disabled 0x00 0x00
2/4 Rx + Tx Disabled 0x00 Disabled Disabled 0x00 0x00
2/5 Rx + Tx Disabled 0x00 Disabled Disabled 0x00 0x00
output definitions
Slot/Port Specifies the LLDP slot and port number.
Admin Status Specifies the Administrative status of the LLDP port.The options
are - Disabled, Rx, Tx, and Rx+Tx.
Notify Trap Specifies if the Notify Trap feature is disabled or enabled on a
particular port
Std TLV Mask Specifies the standard TLV mask set for the port.
Mgmt Address Specifies whether transmission of the per port IPv4 management
address is enabled or disabled.
802.1 TLV Specifies whether 802.1 TLV status is enabled or disabled on the LLDP
port.
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output definitions
802.3 Mask Specifies the standard 802.3 mask set for the port.
MED Mask Specifies the standard MED mask set for the port.

Release History

Release 7.1.1; command introduced.

Related Commands

Ildp lldpdu Specifies the switch to control the transmission and the reception of
LLDPDUs for a particular chassis, a slot, or a port.

Ildp notification Specifies the switch to control per port notification status about the
remote device change.

Ildp tlv management Specifies the switch to control per port management TLVSs to be
incorporated in the LLDPDUSs.

lldp tlv dot3 Specifies the switch to control per port 802.3 TLVs to be incorporated

in the LLDPDUS.

MIB Obijects
11dpPortConfigTable
1 1dpPortConfigPortNum

1 1dpPortConfigAdminStatus

11dpPortConfigNotificationEnable

1 1dpLocPortPortNum

11dpPortConfigTLVsTxEnable
11dpConfigManAddrTable

1 1dpConfigManAddrPortsTxEnable

11dpXdot3PortConfigTable
1 1dpXdot3PortConfigTLVsTxEnable
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show lldp statistics

Displays per port statistics.

show lldp [port slot/port [-port ] slot slot] statistics

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

Defaults

By default, a list of all lldp ports is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ If the slot/port option is not specified, statistics for the chassis is displayed.

¢ If the statistics are zero they are not displayed.

Examples
-> show lldp statistics
---------- e
| LLDPDU | TLV | Device
Slot/Port] Tx Rx Errors Discards | Unknown Discards | Ageouts
—————————— Ry Ry S S e S
1/23 52 0 0 0 0 0 0
2/47 50 50 0 0 0 0 0
2/48 50 50 0 0 0 0 0
output definitions
Slot/Port Slot number for the module and physical port number on that module.
LLDPDU Tx The total number of LLDPDUSs transmitted on the port.
LLDPDU Rx The total number of valid LLDPDUS received on the port.
LLDPDU Errors The total number of invalid LLDPDUs discarded on the port.
LLDPDU Discards The total number of LLDPDUSs discarded on the port.
TLV Unknown The total number of unrecognized LLDP TLVs on the port.
TLV Discards The total number of LLDP TLVs discarded on the port.
Device Ageouts The total number of complete age-outs on the port.

Release History

Release 7.1.1; command introduced.
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Related Commands

Ildp lldpdu Specifies the switch to control the transmission and the reception of
LLDPDUs for a particular chassis, a slot, or a port.
Ildp tlv management Specifies the switch to control per port management TLVSs to be incor-

porated in the LLDPDUs.

MIB Objects

11dpStatsTxPortTable

1 1dpStatsTxPortNum
1ldpStatsTxPortFramesTotal

I1dpStatsRxPortTable
1 IdpStatsRxPortNum
1 ldpStatsRxPortFramesDiscardedTotal
1 ldpStatsRxPortFramesErrors
1 ldpStatsRxPortFramesTotal
1 ldpStatsRxPortTLVsDiscardedTotal
11dpStatsRxPortTLVsUnrecognizedTotal
1 ldpStatsRxPortAgeoutsTotal
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show lldp remote-system med

Displays remote system MED information for a single port or all ports on a slot.

show Ildp [slot/port [-port ] | slot] remote-system [med {network-policy | inventory}]

Syntax Definitions

slot/port Slot number for the module and physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

slot The slot number for a specific module.

network-policy Display network-policy TLVs from remote Endpoint Devices

inventory Display inventory management TLVs from remote Endpoint Devices

Defaults

By default, a list of all LLDP ports is displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the slot/port or slot parameter to display information for a specific port or for all ports on a specific

module.

Examples

-> show 1ldp 2747 remote-system med network-policy

Slot/ Remote Application Unknown Tagged Vlan Layer2 DSCP

Port 1D Type Policy Flag Flag Id Priority Value

------ R e
1/22 1 Voice(01) Defined Untagged 345 4 34
1/22 2 Guest Voice(4) Defined Untagged 50 3 46

output definitions

Slot/Port The Slot humber to which the remote system entry is associated and the
physical port number on that module.

Remote ID The Index of the Remote Device.

Application Type The Application type of the peer entity.
. Voice

. Voice Signaling

. Guest Voice

. Guest Voice Signaling

. Softphone Voice

. Video Conferencing

. Streaming Video

. Video Signaling

CoO~NO OIS~ WN P
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output definitions (continued)

Unknown Policy Flag

Tagged Flag

VLAN ID
Layer 2 Priority
DSCP Value

Whether the network policy for the specified application type is cur-
rently defined or unknown.

Whether the specified application type is using a tagged or an
untagged VLAN.

The VLAN identifier (VID) for the port.
Layer 2 priority to be used for the specified application type.

DSCP value to be used to provide Diffserv node behavior for the spec-
ified application type.

-> show Ildp 2747 remote-system med inventory
Remote LLDP Agents on Local Slot/Port 1/22:

Remote

MED
MED
MED
MED
MED
MED
MED

ID 1:
Hardware Revision
Firmware Revision
Software Revision
Serial Number
Manufacturer Name

'"1.2.12.3",
"6.3.4.1",
"4.2.1.11",
= ""32421",
"Manufacturerl",

Model Name = "Alc32d21",

Asset ID = ''124421",

Remote ID 2:

MED
MED
MED
MED
MED
MED
MED

Hardware Revision
Firmware Revision
Software Revision
Serial Number

Manufacturer Name

"1.2.12.4",
"6.3.4.2",
"4.2.1.13",
''32424",
"Manufacturer2",

Model Name = "Alc32d41",

Asset ID = ''124424",

output definitions
Remote ID
MED Hardware Revision

MED Firmware Revision
MED Software Revision
MED Manufacturer Name
MED Model Name

MED Asset ID

The Index of the Remote Device.

The Hardware Revision of the endpoint
The Firmware Revision of the endpoint.
The Software Revision of the endpoint.
The Manufacturer Name of the endpoint.
The Model Name of the endpoint.

The Asset ID of the endpoint.

Release History

Release 7.1.1; command introduced.

Related Commands

show Ildp local -port

show lldp local -system

Displays per port information.
Displays local system information.
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MIB Obijects

1 ldpXMedRemMediaPolicyTable
1 ldpXMedRemMediaPol icyAppType
1 1dpXMedRemMediaPol icyDscp
1 1dpXMedRemMediaPolicyPriority
1 ldpXMedRemMediaPol icyTagged
1 1dpXMedRemMediaPol icyUnknown
11dpXMedRemMediaPolicyVlanlD

I ldpXMedRemInventoryTable

1 1dpXMedRemAssetlID
1 1ldpXMedRemFi rmwareRev
1 1dpXMedRemHardwareRev
1 1dpXMedRemMfgName
1 1dpXMedRemMode IName
1 1dpXMedRemSerialNum
1 ldpXMedRemSoftwareRev
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10 IP Commands

This chapter details Internet Protocol (IP) commands for the switch. IP is a network-layer (Layer 3)
protocol that contains addressing information and some control information that enables packets to be
forwarded. IP is documented in RFC 791 and is the primary network-layer protocol in the Internet
protocol suite. Along with the Transmission Control Protocol (TCP), IP represents the heart of the Inter-
net protocols.

IP is enabled on the switch by default and there are few options that can, or need to be, configured. This
chapter provides instructions for basic IP configuration commands. It also includes commands for several
Layer 3 and Layer 4 protocols that are associated with IP:

e Address Resolution Protocol (ARP)—Used to match the IP address of a device with its physical
(MAC) address.

¢ Internet Control Message Protocol (ICMP)—Specifies the generation of error messages, test packets,
and informational messages related to IP. ICMP supports the ping command used to determine if hosts
are online.

e Transmission Control Protocol (TCP)—A major data transport mechanism that provides reliable,
connection-oriented, full-duplex data streams. While the role of TCP is to add reliability to IP, TCP
relies upon IP to do the actual delivering of datagrams.

e User Datagram Protocol (UDP)—A secondary transport-layer protocol that uses IP for delivery. UDP
is not connection-oriented and does not provide reliable end-to-end delivery of datagrams. But some
applications can safely use UDP to send datagrams that do not require the extra overhead added by
TCP.

The IP commands also include protection from Denial of Service (DoS) attacks. The goal of this feature is
to protect a switch from well-known DoS attacks and to notify the administrator or manager when an
attack is underway. Also, notifications can be sent when port scans are being performed.

Note. Packets can be forwarded using IP if all devices are on the same VLAN, or if IP interfaces are
created on multiple VLANS to enable routing of packets. However, IP routing requires one of the IP rout-
ing protocols: Routing Information Protocol (RIP) or Open Shortest Path First (OSPF). See the following
chapters for the appropriate CLI commands: Chapter 13, “RIP Commands,” Chapter 17, “OSPF
Commands.” For more information on VLANSs and RIP see the applicable chapter(s) in the Configuration
Guide. For more information on OSPF, see the “Configuring OSPF” chapter in the OmniSwitch 10K
Advanced Routing Configuration Guide.
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MIB information for the IP commands is as follows:

Filename:

Module:

Filename:

Module:

Filename:

Module:

Filename:

Module:

IpForward.mib
IpForward

Ip.mib

Ip
AlcatelIND1Ip.mib
alcatelIND1IPMIB

AlcatelIND1lprm.mib
alcatelIND1IPRMMIB
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A summary of the available commands is listed here:

IP

ip interface

ip interface tunnel

ip router primary-address
ip router router-id

ip static-route

ip route-pref

ip default-ttl

ping

traceroute

ip directed-broadcast
ip service

ip service port

show ip traffic

show ip interface
show ip routes

show ip route-pref
show ip redist

show ip access-list
show ip route-map
show ip router database
show ip emp-routes
show ip config

show ip protocols
show ip router-id
show ip service

IP Route Map Redistribution

ip redist

ip access-list

ip access-list address

ip route-map action

ip route-map match ip address

ip route-map match ipv6 address
ip route-map match ip-nexthop
ip route-map match ipv6-nexthop
ip route-map match tag

ip route-map match ipv4-interface
ip route-map match ipvé6-interface
ip route-map match metric

ip route-map match route-type

ip route-map set metric

ip route-map set metric-type

ip route-map set tag

ip route-map set community

ip route-map set local-preference
ip route-map set level

ip route-map set ip-nexthop

ip route-map set ipv6-nexthop
show ip redist

show ip access-list

show ip route-map

Multiple Virtual Routing and
Forwarding (VRF)

vrf
show vrf
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ARP

arp

clear arp-cache

ip dos arp-poison restricted-address
arp filter

clear arp filter

show arp

show ip dos arp-poison

show arp filter

ICMP

icmp type

icmp unreachable
icmp echo

icmp timestamp
icmp addr-mask
icmp messages
show icmp control
show icmp statistics

TCP

show tcp statistics
show tcp ports

ubpP

show udp statistics
show udp ports

Denial of Service (DoS)

ip dos scan close-port-penalty

ip dos scan tcp open-port-penalty
ip dos scan udp open-port-penalty
ip dos scan threshold

ip dos trap

ip dos scan decay

show ip dos config

show ip dos statistics
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ip interface

ip interface

Configures an IP interface to enable IP routing on a VLAN or allow remote access. Without an IP inter-
face, traffic is bridged within the VLAN or across connections to the same VLAN on other switches.

ip interface {name | emp} [address ip_address] [mask subnet_mask] [admin-state [enable | disable]]
[vlan vlan_id] [forward | no forward] [local-proxy-arp | no local-proxy-arp] [e2 | snap] [primary | no

primary]

no ip interface name

Syntax Definitions

name

emp

ip_address
subnet_mask

enable
disable
vlan_id
forward

no forward

local-proxy-arp

no local-proxy-arp
e2

snap

primary

no primary

Text string of interface name. Use quotes around string if description
contains multiple words with spaces between them (e.g. “Alcatel-Lucent
Marketing™). Note that this value is case sensitive.

Modifies the shared EMP port IP address.

An IP host address (e.g. 10.0.0.1, 171.15.0.20) to specify the IP router
network.

A valid IP address mask (e.g., 255.0.0.0, 255.255.0.0) to identify the IP
subnet for the interface.

Enables the administrative status for the IP interface.
Disables the administrative status for the IP interface.
An existing VLAN ID number (1-4094).

Enables forwarding of IP frames to other subnets.

Disables forwarding of IP frames. The router interface still receives
frames from other hosts on the same subnet.

Enables Local Proxy ARP on the specified interface.
Disables Local Proxy ARP on the specified interface.
Enter e2 or ethernet2 to specify Ethernet-11 encapsulation.
SNAP encapsulation.

Designates the specified IP interface as the primary interface for the
VLAN.

Removes the configured primary IP interface designation for the
VLAN. The first interface bound to the VLAN becomes the primary by
default.

OmniSwitch CLI Reference Guide

December 2010 page 10-5



ip interface IP Commands

Defaults

parameter default
ip_address 0.0.0.0
subnet_mask IP address class
enable | disable enable

vlan_id none (unbound)
forward | no forward forward

local-proxy-arp | no local-proxy-arp  no local-proxy-arp

e2 | snap e2
primary | no primary First interface bound
toa VLAN.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to remove an IP interface.

IP multinetting is supported. As a result, it is possible to configure up to eight IP interfaces per VLAN.
Each interface is configured with a different subnet, thus allowing traffic from each configured subnet
to coexist on the same VLAN.

Note that when Local Proxy ARP is enabled for any one IP router interface associated with a VLAN,
the feature is applied to the entire VLAN. It is not necessary to enable it for each interface. However, if
the IP interface that has this feature enabled is moved to another VLAN, Local Proxy ARP is enabled
for the new VLAN and must be enabled on another interface for the old VLAN.

When Local Proxy ARP is enabled, all traffic is routed instead of bridged within the VLAN. ARP
requests return the MAC address of the IP router interface. Note that the same MAC address is
assigned to each interface configured for a VLAN.

Local Proxy ARP takes precedence over any switch-wide ARP or Proxy ARP function. It is not neces-
sary to have Proxy ARP configured in order to use Local Proxy ARP. The two features are indepen-
dent of each other.

By default, the first interface bound to a VLAN becomes the primary interface for that VLAN. Use the
primary keyword with this command to configure a different IP interface as the primary.

To create an IP interface for network management purposes, specify LoopbackO0 (case sensitive) as the
name of the interface. The LoopbackO interface is not bound to any VLAN, so it always remains
operationally active.

Examples

-> ip interface “Marketing”

-> ip interface “Payroll address” 18.12.6.3 vlan 255

-> ip interface “Human Resources” 10.200.12.101 vlan 500 no forward snap

-> ip interface “Distribution” 11.255.14.102 vlan 500 local-proxy-arp primary
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Release History

Release 7.1.1; command introduced

Related Commands

show ip interface Displays the status and configuration of IP interfaces.

MIB Obijects

alalplnterfaceTable

alalplnterfaceName
alalplInterfaceAddress
alalplnterfaceMask
alalplnterfaceAdminState
alalplnterfaceDeviceType
alalplnterfaceVlanlD
alalplnterfacelpForward
alalplInterfaceEncap
alalplnterfacelLocalProxyArp
alalplnterfacePrimCfg
alalplnterfaceOperState
alalplnterfaceOperReason
alalplnterfaceRouterMac
alalplInterfaceBcastAddr
alalplnterfacePrimAct
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ip interface tunnel

Configures the end points for a GRE or IPIP tunnel.

ip interface name tunnel [source ip_address] [destination ip_address] [protocol {ipip | gre}]

Syntax Definitions

name Text string. Use quotes around string if description contains multiple
words with spaces between them (e.g. “Alcatel-Lucent Marketing”).
Note that this value is case sensitive.

source ip_address Source IP address of the tunnel.
destination ip_address Destination IP address of the tunnel.
ipip Specifies the tunneling protocol as IPIP.
gre Specifies the tunneling protocol as GRE.
Defaults

parameter default

ipip | gre ipip

Platforms Supported
OmniSwitch 10K

Usage Guidelines

® You can configure an interface as either a VLAN or tunnel interface.

Examples

-> ip interface “tnl-1" tunnel source 23.23.23.1 destination 155.2.2.2 protocol gre
-> ip interface “tnl-1" tunnel source 23.23.23.1 destination 155.2.2.2 protocol

ipip

Release History

Release 7.1.1; command introduced

Related Commands

show ip interface Displays the status and configuration of IP interfaces.

MIB Objects

alalplnterfaceTable

alalplInterfaceName
alalplnterfaceTunnelSrc
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alalplnterfaceTunnelDst
alalplnterfaceDeviceType
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ip router primary-address

Configures the router primary IP address. By default, the router primary address is derived from the first
IP interface that becomes operational on the router.

ip router primary-address ip_address

Syntax Definitions
ip_address 32-bit IP address.

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The router primary address must be a valid IP unicast host address.

e The router primary IP address is used by BGP to derive its unique BGP Identifier, if the router
router-id is not a valid IP unicast address.

e Itis recommended that the primary address be explicitly configured on dual CMM chassis.

Examples

-> ip router primary-address 172.22.2.115

Release History

Release 7.1.1; command introduced

Related Commands

ip router router-id Configures the router ID for the router.

MIB Objects

alaDcrTmConfig
alaDrcTmlpRouterPrimaryAddress
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ip router router-id

Configures the router ID for the router. By default, the router primary address of the router is used as the
router ID. However, if a primary address has not been explicitly configured, the router ID defaults to the
address of the first IP interface that becomes operational.

ip router router-id ip_address

Syntax Definitions
ip_address 32-bit IP address.

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e The router ID can be any 32-bit number.

e |f the router ID is not a valid IP unicast host address, the BGP identifier is derived from the router
primary address.

e |t is recommended that the router ID be explicitly configured on dual CMM chassis.

e The router ID is used by OSPF and BGP to uniquely identify the router in the network.

Examples
-> ip router router-id 172.22.2.115

Release History

Release 7.1.1; command introduced

Related Commands

ip router primary-address Configures the router primary IP address.

MIB Objects

alabcrTmConfig
alaDrcTmlpRouterld
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ip static-route

Creates/deletes an IP static route. Static routes are user-defined; they carry a higher priority than routes
created by dynamic routing protocols. That is, static routes always have priority over dynamic routes,
regardless of the metric value.

ip static-route ip_address [mask mask] gateway gateway|follows ip_address [metric metric]

no ip static-route ip_address [mask mask] gateway ip_address|follows ip_address [metric metric]

Syntax Definitions

ip_address Destination IP address of the static route.

mask Subnet mask corresponding to the destination IP address.

gateway ip_address IP address of the next hop used to reach the destination IP address.

follows ip_address The recursive static route follows this IP address. The recursive route
will use the same gateway/nexthop that is used to reach this host
address.

metric Metric or cost (hop count) for the static route. You can set a priority for

the static route by assigning a metric value. The lower the metric value,
the higher the priority. Valid range is 1-15.

Defaults
parameter default
metric 1

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Static routes do not age out of the routing tables; however, they can be deleted. Use the no form of this
command to delete a static route.

e A static route is not active unless the gateway it is using is active.

¢ The subnet mask is not required if you want to use the natural subnet mask. By default, the switch
imposes a natural mask on the IP address.

e Use the ip static-route command to configure default route. For example, to create a default route
through gateway 171.11.2.1, you would enter: ip static-route 0.0.0.0 mask 0.0.0.0 gateway
171.11.2.1.

Examples

-> ip static-route 171.11.1.1 gateway 171.11.2.1
-> ip static-route 0.0.0.0 mask 0.0.0.0 gateway 171.11.2.1
-> ip static-route 171.11.0.0 follows 192.168.10.1
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Release History

Release 7.1.1; command introduced

Related Commands

show ip routes Displays the IP Forwarding table.
show ip router database Displays the IP router database contents.

MIB Obijects

alalprmStaticRoute

alalprmStaticRouteDest
alalprmStaticRouteMask
alalprmStaticRouteNextHop
alalprmStaticRouteMetric
alalprmStaticRouteStatus
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IP Commands

ip route-pref

Configures the route preference of a router.

ip route-pref {static | ospf | rip | ebgp | ibgp} value

Syntax Definitions

static Configures the route preference of static routes.

ospf Configures the route preference of OSPF routes.

rip Configures the route preference of RIP routes.

ebgp Configures the route preference of external BGP routes.
ibgp Configures the route preference of internal BGP routes.
value Route preference value.

Defaults

parameter default

static value 2

ospf value 110

rip value 120

ebgp value 190

ibgp value 200

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Route preference of local routes cannot be changed.

Examples

-> ip route-pref ebgp 20
-> ip route-pref rip 60

Release History

Release 7.1.1; command introduced
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Related Commands

show ip route-pref Displays the configured route-preference of a router.

MIB Obijects

alalprmRtPrefTable

alalprmRtPrefLocal
alalprmRtPrefStatic
alalprmRtPrefOspf
alalprmRtPrefRip
alalprmRtPrefEbgp
alalprmRtPreflbgp

OmniSwitch CLI Reference Guide ~ December 2010 page 10-15



ip defaultl IP Commands

ip default-ttl

Configures the Time To Live value (TTL) for IP packets. The TTL value is the maximum number of hops
an IP packet travels before being discarded.

ip default-ttl hops

Syntax Definitions

hops TTL value, in hops. Valid range is 1-255.
Defaults

parameter default

hops 64

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This value represents the default value inserted into the TTL field of the IP header for datagrams originat-
ing from this switch whenever a TTL value is not supplied by the transport layer protocol.

Examples
-> ip default-ttl 30

Release History

Release 7.1.1; command introduced

Related Commands

show ip config Displays IP configuration parameters.

MIB Objects
IpDefaul tTTL
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ping

Tests whether an IP destination can be reached from the local switch. This command sends an ICMP echo

request to a destination and then waits for a reply. To ping a destination, enter the ping command and
enter either the IP address or hostname of the destination. The switch pings the destination using the
default frame count, packet size, interval, and timeout parameters (6 frames, 64 bytes, 1 second, and 5
seconds respectively). You can also customize any or all of these parameters as described below.

ping {ip_address | hostname} [source-interface ip_interface] [count count] [size packet_size] [interval
seconds] [timeout seconds] [data-pattern string] [dont-fragment] [tos tos_val]

Syntax Definitions
ip_address

hostname

count

packet_size

interval seconds

timeout seconds
source-interface ip_interface
data-pattern string
dont-fragment

IP address of the system to ping.
DNS name of the system to ping.
Number of frames to be transmitted.

Size of the data portion of the packet sent for this ping, in bytes. Valid
range is 1-65507.

Polling interval. The switch polls the host at time intervals specified in
seconds.

Number of seconds the program waits for a response before timing out.
IP address to be used as source IP for the ping packets.

The data pattern to be used in the data field of the ping packets.

Sets the don't-fragment bit in the IP packet.

tos tos_val Type of Service field in the IP header.
Defaults
parameter default
count 6
packet_size 64
interval seconds 1
timeout seconds 5
dont-fragment 0
tos tos_val 0
data-pattern string Repeating
sequence of
ASCII charac-
ters Ox4

onwards to Oxff

Platforms Supported
OmniSwitch 10K
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Usage Guidelines

If you change the default values they are only applied to the current ping. The next time you use the ping
command, the default values are used unless you again enter different values.

Examples
-> ping 10.255.11.242

PING 10.255.11.242: 56 data bytes

64 bytes from 10.255.11.242: icmp_seg=0. time=0. ms

64 bytes from 10.255.11.242: icmp_seg=1. time=0. ms

64 bytes from 10.255.11.242: icmp_seg=2. time=0. ms

64 bytes from 10.255.11.242: icmp_seq=3. time=0. ms

64 bytes from 10.255.11.242: icmp_seg=4. time=0. ms

64 bytes from 10.255.11.242: icmp_seg=5. time=0. ms
----10.255.11.242 PING Statistics---—-

6 packets transmitted, 6 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/0/0

-> ping 10.0.0.1 source-interface mgmt
-> ping 10.0.0.1 tos 1

-> ping 10.0.0.1 timeout 10

-> ping 10.0.0.1 interval 10

-> ping 10.0.0.1 dont-fragment

-> ping 10.0.0.1 data-pattern AB

Release History

Release 7.1.1; command introduced

Related Commands

traceroute Finds the path taken by an IP packet from the local switch to a
specified destination.
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traceroute

traceroute

Finds the path taken by an IP packet from the local switch to a specified destination. This command
displays the individual hops to the destination as well as some timing information.

traceroute {ip_address | hostname} [max-hop max_hop_count] [min-hop min_hop_count] [source-
interface ip_interface] [probes probe_count] [timeout seconds] [port port_number_value]

Syntax Definitions
ip_address

hostname

max_hop_count
min_hop_count
source-interface ip_interface
probes probe_count

timeout seconds
port port_number_value

IP address of the host whose route you want to trace.

DNS name of the host whose route you want to trace.
Maximum hop count for the trace. The valid range is 1-255.
Minimum hop count for the trace. The valid range is 1-30.
Source IP interface to be used in the traceroute packets.

The number of packets (retry) that will be sent for each hop-count. The

valid range is 1-10000.
The time to wait for the response of each probe packet.

The destination port number to be used in the probing packets.

Defaults

parameter default
max-hop max_hop_count 30

min-hop min_hop_count 1
source-interface ip_interface ~ Outgoing IP

interface as per
route lookup

probes probe_count

3

timeout seconds

5

port port_number_value

33334

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e When using this command, you must enter the name of the destination as part of the command line
(either the IP address or host name).

Examples

-> traceroute 128.251.17.224

traceroute to 128.251.17.224, 30 hops max, 40 byte packets
1 10.255.11.254 0ms Oms O ms
2 172.23.0.251 0O ms 16.6667 ms 0O ms
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3 128.251.14.253 O0ms O ms 0O ms
4 128.251.17.224 0 ms O ms O ms

-> traceroute 128.251.17.224 max-hop 3
traceroute to 128.251.17.224, 3 hops max, 40 byte packets
1 10.255.11.254 O0ms O ms O ms

2 172.23.0.251 16.6667 ms 0O ms 0O ms

3 128.251.14.253 O0ms Oms O ms
-> traceroute 10.0.0.1 source-interface mgmt

-> traceroute 10.0.0.1 min-hop 3

-> traceroute 10.0.0.1 probes 3

-> traceroute 10.0.0.1 timeout 10

-> traceroute 10.0.0.1 port-number 1025

Release History

Release 7.1.1; command introduced

Related Commands

show ip routes Displays the IP Forwarding table.
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ip directed-broadcast

Enables or disables IP directed broadcasts routed through the switch. An IP directed broadcast is an IP
datagram that has all zeros or all 1’s in the host portion of the destination address. The packet is sent to the
broadcast address of a subnet to which the sender is not directly attached.

ip directed-broadcast {on | off}

Syntax Definitions
N/A

Defaults

The default value is off.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Directed broadcasts are used in denial-of-service “smurf” attacks. In a smurf attack, a continuous stream
of ping requests are sent from a falsified source address to a directed broadcast address, resulting in a large
stream of replies, which can overload the host of the source address. By default, the switch drops directed
broadcasts. Typically, directed broadcasts must not be enabled.

Examples

-> ip directed-broadcast off

Release History

Release 7.1.1; command introduced

Related Commands

show ip interface Displays the status and configuration of IP interfaces.
show ip routes Displays the IP Forwarding table.
show ip config Displays IP configuration parameters.

MIB Obijects

alalpDirectedBroadcast
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ip service

Enables (opens) or disables (closes) well-known or user-defined TCP/UDP service ports. Selectively
enabling or disabling these types of ports provides an additional method for protecting against unautho-
rized switch access or Denial of Service (DoS) attacks.

ip service {all | service_name | port service_port} admin-state {enable | disable}

Syntax Definitions
all Configures access to all TCP/UDP ports.

service_name The name of the TCP/UDP service to enable or disable. (Refer to the
table in the “Usage Guidelines” section below for a list of supported
service names.)

service_port A TCP/UDP service port number. Configures access by port number
rather than by service name. (Refer to the table in the “Usage Guide-
lines” section below for a list of well-known port numbers.) If a user-
defined port number is specified, the valid range is 20000-20999.

enable Enables access to the service.
disable Disables access to the service.
Defaults

All TCP/UDP ports are open by default.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command only applies to TCP/UDP service ports opened by default. It does not affect ports that
are opened by applications, such as RIP, BGP, etc.

e Use the all option with this command to configure access to all well-known TCP/UDP service ports.

* To designate which port to enable or disable, specify either the name of a service or the well-known
port number associated with that service. Note that specifying a name and a port number in a single
command line is not supported.

e When using service names, it is possible to specify more than one service in a single command line by
entering each service name separated by a space. See the examples below.

e When specifying a service port number, note that the port keyword is required and that only one port
number is allowed in a single command.
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¢ The following table lists the ip service command options for specifying TCP/UDP services and also
includes the well-known port number associated with each service:

service name port
ftp 21
ssh 22
telnet 23
http 80
https 443
ntp 123
snmp 161
Examples

-> ip service all admin-state disable
-> ip service ftp admin-state enable
-> ip service port 20000 admin-state enable

Release History

Release 7.1.1; command introduced

Related Commands

ip service port Configures a user-defined TCP/UDP port for the specified service.
show ip service Displays the IP service TCP/UDP port configuration and status.

MIB Obijects

alalpServiceTable

alalpServiceType

alalpServicePort

alalpServiceStatus
alalpPortServiceTable

alalpPortServicePort
alalpPortServiceStatus
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ip service port

Configures a user-defined TCP/UDP service port for the specified service.

ip service {service_name} port {default | service_port}

Syntax Definitions

service_name The name of the TCP/UDP service to enable or disable. (Refer to the
table in the “Usage Guidelines” section below for a list of supported
service names.)

service_port A TCP/UDP service port number (Refer to the table in the “Usage
Guidelines” section below for a list of supported service names.) Valid
range is the default service port number or 20000-20999.

default Sets the port back to the well-known port for the specified service.

Defaults

By default, the service uses the well-known TCP/UDP port number for that service.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the default parameter with this command to set the port for the specified service back to the well-
known default port for that service. For example, if the FTP port was previously changed to “20000”,
then the ip service ftp port default command would set the FTP port back to “21”.

¢ The following table lists the ip service port command options for specifying TCP/UDP services and
also includes the default well-known port number associated with each service:

service name port
ftp 21
ssh 22
telnet 23
http 80
https 443

Note that ntp and snmp services are not supported with the ip service port command.

e Use the ip service command to enable or disable the status for a well-known or user-defined TCP/UDP
service port.

Examples

-> ip service ftp port 20000
-> ip service ftp port default
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-> ip service telnet port 20003
-> ip service telnet port default

Release History

Release 7.1.1; command introduced

Related Commands

ip service Enables or disables well-known or user-defined service ports.
show ip service Displays the IP service TCP/UDP port configuration and status.

MIB Obijects

alalpServiceTable

alalpServiceType
alalpServicePort
alalpServiceStatus
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ip redist

Controls the conditions for redistributing IPv4 routes between different protocols.

ip redist {local | static | rip | ospf | isis | bgp} into {rip | ospf | isis | bgp} route-map route-map-name

[status {enable | disable}]

no ip redist {local | static | rip | ospf | isis | bgp} into {rip | ospf | bgp} [route-map route-map-name]

Syntax Definitions

local Redistributes local routes.

static Redistributes static routes.

rip Specifies RIP as the source or destination (into) protocol.
ospf Specifies OSPF as the source or destination (into) protocol.
isis Specifies IS-IS as the source or destination (into) protocol.
bgp Specifies BGP as the source or destination (into) protocol.

route-map-name

Name of an existing route map that controls the redistribution of routes
between the source and destination protocol.

enable Enables the administrative status of the redistribution configuration.
disable Disables the administrative status of the redistribution configuration.
Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to remove a route map redistribution configuration. Note that if a
route map name is not specified, all route maps associated with the redistribution configuration are
removed.

¢ The source and destination protocols must be loaded and enabled before redistribution occurs.

¢ If the metric calculated for the redistributed route, as described above, is greater than 15
(RIP_UNREACHABLE) or greater than the metric of an existing pure RIP route, the new route is not
redistributed.

e Use the ip route-map commands described in this chapter to create a route map. Refer to the “Config-
uring IP” chapter in the OmniSwitch 10K Network Configuration Guide for more information about
how to create a route map.
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Examples

-> ip redist rip into bgp route-map rip-to-bgpl

-> ip redist rip into bgp route-map rip-to-bgp2

-> no ip redist rip into bgp route-map rip-to-bgp2

-> ip redist ospf into rip route-map ospf-to-rip

-> ip redist ospf into rip route-map ospf-to-rip disable

Release History

Release 7.1.1; command introduced

Related Commands

show ip redist Displays the route map redistribution configuration.

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

MIB Obijects

alaRouteMapRedistProtoTable

alaRouteMapRedistSrcProtold
alaRouteMapRedistDestProtold
alaRouteMapRedistRouteMap Index
alaRouteMapRedistStatus
alaRouteMapRedistAddressType
alaRouteMapRedistRowStatus
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ip access-list

Creates an access list for adding multiple IPv4 addresses to route maps.
ip access-list access-list-name

no ip access-list access-list-name

Syntax Definitions

access-list-name Name of the access list (up to 20 characters).

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of this command to delete the access list.

Examples

-> ip access-list accessl
-> no ip access-list accessl

Release History

Release 7.1.1; command introduced

Related Commands

ip access-list address Adds IPv4 addresses to the specified IPv4 access list.
show ip access-list Displays the details of the access list.

MIB Obijects

alaRouteMapAccessListNameTable

alaRouteMapAccessListName
alaRouteMapAccessListName Index
alaRouteMapAccessListNameAddressType
alaRouteMapAccessListNameRowStatus
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ip access-list address

Adds multiple IPv4 addresses to the specified IPv4 access list.

ip access-list access-list-name address address/prefixLen [action {permit | deny}]
[redist-control {all-subnets | no-subnets | aggregate}]

no ip access-list access-list-name address address/prefixLen

Syntax Definitions

access-list-name Name of the access list.

address/prefixLen IP address/prefix length to be added to the access list.

permit Permits the IP address for redistribution.

deny Denies the IP address for redistribution.

all-subnets Redistributes or denies all the subnet routes that match the network

portion of the IP address as specified by the mask length

no-subnets Redistributes or denies only those routes that exactly match the IP
address and the mask length.

aggregate Redistributes an aggregate route if there are one or more routes that
match or are subnets of this address.

Defaults

parameter default
permit | deny permit
all-subnets | no-subnets | all-subnets
aggregate

Usage Guidelines
e Use the no form of this command to delete the address from the access list.
¢ The access-list-name must exist before you add multiple addresses to the list.

e The action parameters (permit and deny) determine if a route that matches the redist-control configu-
ration for the IP address is allowed or denied redistribution.

¢ The redist-control parameters (all-subnets, no-subnets, and aggregate) defines the criteria used to
determine if a route matches an address in the access list.

¢ Note that configuring the combination of redist-control aggregate with action deny is not allowed.

e Use this command multiple times with the same access list name to add multiple addresses to the exist-
ing access list.
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Examples

-> ip access-list accessl address 10.0.0.0/8 action permit

-> ip access-list accessl address 11.1.0.0/16 action permit

-> ip access-list accessl address 10.1.1.0/24 redist-control aggregate
-> no ip access-list accessl address 10.0.0.0/8

Release History

Release 7.1.1; command introduced

Related Commands

ip access-list Creates an access list for adding multiple IPv4 addresses to route maps.
show ip access-list Displays the contents of an IPv4 access list.

MIB Obijects

alaRouteMapAccessListTable

alaRouteMapAccessListindex
alaRouteMapAccessListAddress
alaRouteMapAccessListAddressType
alaRouteMapAccessListPrefixLength
alaRouteMapAccessListAction
alaRouteMapAccessListRedistControl
alaRouteMapAccessListRowStatus
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ip route-map action

Creates a route map for redistribution and sets the status of the route map to permit or deny.
ip route-map route-map-name [sequence-number number] action {permit | deny}

no ip route-map route-map-name [sequence-number number]

Syntax Definitions

route-map-name The name of the route map (up to 20 characters).

number A number that links together the route maps. The range is 1-100.
permit Permits route redistribution.

deny Denies route redistribution.

Defaults

parameter default

number 50

permit | deny permit

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the entire route map by specifying only the route-map-
name.

e Use the no form of this command to delete a specific sequence in the route map by specifying the
sequence-number.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence humber.

e Use this command to change the status of an existing route map to permit or deny.

Examples

-> ip route-map routel sequence-number 10 action permit
-> no ip route-map routel

Release History

Release 7.1.1; command introduced
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Related Commands

show ip route-map Displays the configured IP route maps.

MIB Obijects

alaRouteMapSequenceTable

alaRouteMapSequence lndex
alaRouteMapSequenceNumber
alaRouteMapSequenceAction
alaRouteMapSequenceRowStatus
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ip route-map match ip address

Matches the route with the specified IPv4 address or an address defined in the specified IPv4 access list.

ip route-map route-map-name [sequence-number number] match ip-address {access-list-name |
ip_address/prefixLen [redist-control {all-subnets | no-subnets | aggregate}] [permit | deny]

no ip route-map route-map-name [sequence-number number] match ip-address {access-list-name |
ip_address/prefixLen [redist-control {all-subnets | no-subnets | aggregate}] [permit | deny]

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.

access-list-name The name of an IPv4 access list that contains IPv4 addresses to match.

ip_address/prefixLen The destination IP address along with the prefix length of the routes to
be redistributed.

all-subnets Redistributes all the subnet routes that match the network portion of the
IP address as specified by the mask length.

no-subnets Redistributes only those routes that exactly match the IP address and the
mask length.

aggregate Redistributes an aggregate route if there are one or more routes that
match the IP address.

permit Permits a route based on the IP address or prefix constrained by redist-
control.

deny Denies a route based on the IP address or prefix constrained by redist-
control.

Defaults

parameter default

number 50

permit | deny permit

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the match ip-address redist-control parameter in the route
map.

e Specify either the name of an existing IPv4 access list or an IPv4 address/prefix length with this
command.
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¢ Note that configuring the combination of redist-control aggregate with deny is not allowed.
e Multiple addresses in the same route map sequence are matched using the longest prefix match.

e If the best matching address is type deny, then the route is not redistributed. If the best matching
address is type permit and the route map action is deny, the route is not redistributed.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name, sequence-number, and access-list-name (if used) must exist before you config-
ure this match criteria.

Examples

-> ip route-map 3 match ip-address 10.1.1.1/8 redist-control no-subnets deny
-> no ip route-map 3 match ip-address 10.1.1.1 redist-control no-subnets deny
-> ip route-map routel sequence-number 10 match ip-address listl

-> no ip route-map routel sequence-number 10 match ip-address listl

Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

ip access-list Creates an access list for adding multiple 1Pv4 addresses to route maps.

ip access-list address Adds IPv4 addresses to the specified IPv4 access list.

show ip route-map Displays the configured IP route maps.

MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match ipvé address

Matches the route with the specified IPv6 address or an address defined in the specified IPv6 access list.

ip route-map route-map-name [sequence-number number] match ipv6-address {access-list-name |
ipv6_address/prefixLen [redist-control {all-subnets | no-subnets | aggregate}] [permit | deny]

no ip route-map route-map-name [sequence-number number] match ipv6-address ipv6_address/prefix-
Len [redist-control {all-subnets | no-subnets | aggregate}] [permit | deny]

Syntax Definitions

route-map-name The name of the route map (up to 20 characters).

number A number that links together the route maps. The range is 1-100.

access-list-name The name of an IPv4 access list that contains IPv4 addresses to match.

ipv6_address/prefixLen The destination IPv6 address along with the prefix length of the routes
to be redistributed.

all-subnets Redistributes all the subnet routes that match the network portion of the
IP address as specified by the mask length.

no-subnets Redistributes only those routes that exactly match the IP address and the
mask length.

aggregate Redistributes an aggregate route if there are one or more routes that
match the IPv6 address.

permit Permits a route based on the IPv6 address or prefix constrained by
redist-control.

deny Denies a route based on the IPv6 address or prefix constrained by redist-
control.

Defaults

parameter default

number 50

permit | deny permit

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the match ipv6-address redist-control parameter in the
route map.

e Specify either the name of an existing IPv6 access list or an IPv6 address/prefix length with this
command.
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¢ Note that configuring the combination of redist-control aggregate with deny is not allowed.
e Multiple addresses in the same route map sequence are matched using the longest prefix match.

e If the best matching address is type deny, then the route is not redistributed. If the best matching
address is type permit and the route map action is deny, the route is not redistributed.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this match criteria.

Examples

-> ip route-map 3 match ipv6-address 2001::1/64 redist-control no-subnets deny

-> no ip route-map 3 match ipv6-address 2001::1/64 redist-control no-subnets deny
-> ip route-map routel sequence-number 10 match ipv6-address listl

-> no ip route-map routel sequence-number 10 match ipv6-address listl

Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

ipv6 access-list Creates an access list for adding multiple IPv6 addresses to route maps.

ipv6 access-list address Adds IPv6 addresses to the specified IPv6 access list.

show ip route-map Displays the configured IP route maps.

MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match ip-nexthop

Matches any routes that have a next-hop router address permitted by the specified access list name or the
IP address specified in the route map.

ip route-map route-map-name [sequence-number number] match ip-nexthop
{access-list-name | ip_address/prefixLen [permit | deny]}

no ip route-map route-map-name [sequence-number number] match ip-nexthop
{access-list-name | ip_address/prefixLen [permit | deny]}

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.

access-list-name The access list that matches the route nexthop IP address.

ip_address/prefixLen The IP address along with the prefix length that matches any nexthop IP
address within the specified subnet.

permit Permits a route based on the IP nexthop.

deny Denies a route based on the IP nexthop.

Defaults

parameter default

number 50

permit | deny permit

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete the match ip-nexthop parameter in the route map.

¢ If the best matching nexthop is type deny, then the route is not redistributed. If the best matching
nexthop is type permit and the route map action is deny, the route is not redistributed.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence humber.

¢ The route-map-name, sequence-number, and access-list-name must exist before you configure this
match criteria.
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Examples

-> ip route-map routel sequence-number 10 match ip-nexthop listl

-> no iIp route-map routel sequence-number 10 match ip-nexthop listl

-> ip route-map routel sequence-number 10 match ip-nexthop 10.0.0.0/8

-> no ip route-map routel sequence-number 10 match ip-nexthop 10.0.0.0/8

Release History

Release 7.1.1; command introduced

Related Commands

ip access-list Creates an access list for adding multiple IPv4 addresses to route maps.

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match ipvé-nexthop

Matches any routes that have an IPv6 next-hop router address permitted by the specified access list name
or the IPv6 address specified in the route map.

ip route-map route-map-name [sequence-number number] match ipv6-nexthop
{access-list-name | ipv6_address/prefixLen [permit | deny]}

no ip route-map route-map-name [sequence-number number] match ipv6-nexthop
{access-list-name | ipv6_address/prefixLen [permit | deny]}

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.

access-list-name The access list that matches the route nexthop IPv6 address.

ipv6_address/prefixLen The IPv6 address along with the prefix length that matches any nexthop
IPv6 address within the specified subnet.

permit Permits a route based on the IPv6 nexthop.

deny Denies a route based on the IPv6 nexthop.

Defaults

parameter default

number 50

permit | deny permit

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete the match ipv6-nexthop parameter in the route map.

¢ If the best matching nexthop is type deny, then the route is not redistributed. If the best matching
nexthop is type permit but the route map action is deny, the route is not redistributed.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence humber.

¢ The route-map-name, sequence-number, and access-list-name must exist before you configure this
match criteria.
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Examples

-> ip route-map routel sequence-number 10 match ipv6-nexthop listl

-> no ip route-map routel sequence-number 10 match ipv6-nexthop listl

-> ip route-map routel sequence-number 10 match ipv6-nexthop 2001::/64

-> no ip route-map routel sequence-number 10 match ipv6-nexthop 2001::/64

Release History

Release 7.1.1; command introduced

Related Commands

ipv6 access-list Creates an access list for adding multiple IPv6 addresses to route maps.
ipv6 access-list address Adds IPv6 addresses to the specified IPv6 access list.
ip route-map action Creates a route map for redistribution and sets the status of the route

map to permit or deny.
show ip route-map Displays the configured IP route maps.

MIB Objects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match tag

Matches the tag value specified in the route map with the one that the routing protocol learned the route
on.

ip route-map route-map-name [sequence-number number] match tag tag-number

no ip route-map route-map-name [sequence-number number] match tag tag-number

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
tag-number The tag number.

Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the match tag parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this match criteria.

Examples

-> ip route-map routel sequence-number 10 match tag 4
-> no ip route-map routel sequence-number 10 match tag 4

Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.
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MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match ipv4-interface

Matches the IPv4 interface name specified in the route map with the one that the routing protocol learned
the route on.

ip route-map route-map-name [sequence-number number] match ipv4-interface interface-name

no ip route-map route-map-name [sequence-number number] match ipv4-interface interface-name

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
interface-name Specifies the interface name of the outgoing interfaceof the route.
Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the match ipv4-interface parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this match criteria.

Examples

-> ip route-map routel sequence-number 10 match ipv4-interface int4
-> no ip route-map routel sequence-number 10 match ipv4-interface int4
Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.
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MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match ipvé-interface

Matches the IPv6 interface name specified in the route map with the one that the routing protocol learned
the route on.

ip route-map route-map-name [sequence-number number] match ipv6-interface interface-name

no ip route-map route-map-name [sequence-number number] match ipv6-interface interface-name

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
interface-name Specifies the interface name of the outgoing interface of the route.
Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the match ipv6-interface parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this match criteria.

Examples

-> ip route-map routel sequence-number 10 match ipv6-interface int6
-> no ip route-map routel sequence-number 10 match ipv6-interface int6
Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.
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MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match metric

Matches the metric value specified in the route map with the actual metric value of the route.
ip route-map route-map-name [sequence-number number] match metric metric [deviation deviation]

no ip route-map route-map-name [sequence-number number] match metric metric
[deviation deviation]

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
metric The metric value that matches a specified metric.

deviation The deviation value. If deviation is included, the route metric can have

any value within the range (metric-deviation to metric+deviation).

Defaults
parameter default
number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the match metric parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this match criteria.

Examples

-> ip route-map routel sequence-number 10 match metric 4
-> no iIp route-map routel sequence-number 10 match metric 4

Release History

Release 7.1.1; command introduced
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Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Objects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map match route-type

Matches the specified route type with actual route type of the route.

ip route-map route-map-name [sequence-number number] match route-type {internal | external
[typel | type2] | levell | level2}

no ip route-map route-map-name [sequence-number number] match route-type {internal | external
[typel | type2] | levell | level2}

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.

internal Matches OSPF/BGP internal routes.

external Matches OSPF/BGP external routes.

typel Matches OSPF external Type-1 routes, which gives the full metric
calculation for the complete path including internal as well as external
cost.

type2 Matches OSPF external Type-2 routes, which gives the external redistri-
bution metric only to the ASBR.

levell Matches 1S-1S Level-1 routes only.

level2 Matches 1S-1S Level-2 routes only.

Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete the match route-type parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this match criteria.
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Examples

-> ip route-map 111 sequence-number 50 match route-type internal
-> no ip route-map 111 sequence-number 50 match route-type internal

Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set metric

Configures the metric value of the route being distributed.

ip route-map route-map-name [sequence-number number] set metric metric
[effect {add | subtract | replace | none}]

no ip route-map route-map-name [sequence-number number] set metric metric
[effect {add | subtract | replace | none}]

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.

metric Configures the metric value of the route being distributed. A value of 0
is not allowed.

add Adds the configured metric value to the actual metric value.

subtract Subtracts the configured metric value from the actual metric value.

replace Replaces the actual metric value with the configured metric value.

none Redistributes the actual metric value. The configured metric value is

ignored. Use any value except 0.

Defaults
parameter default
number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the set metric parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence humber.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

Examples

-> ip route-map 111 sequence-number 50 set metric 30 effect add
-> no ip route-map 111 sequence-number 50 set metric 30 effect add

Release History

Release 7.1.1; command introduced
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Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Objects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set metric-type

Configures the metric type for the redistributed route.

ip route-map route-map-name [sequence-number number] set metric-type
{internal | external [typel | type2]}

no ip route-map route-map-name [sequence-number number] set metric-type
{internal | external [typel | type2]}

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
internal Sets the metric type to internal for routes redistributed into BGP.
external Sets the metric type to external for routes redistributed into BGP.

typel Sets the metric type to external typel for routes redistributed into OSPF,

which gives the full metric calculation for the complete path including
internal as well as external cost.

type2 Sets the metric type to external type2 for routes redistributed into OSPF,
which gives the external redistribution metric only to the ASBR.

Defaults
parameter default
number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the set metric-type parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

Examples

-> ip route-map 111 sequence-number 50 set metric-type internal
-> no ip route-map 111 sequence-number 50 set metric-type internal

Release History

Release 7.1.1; command introduced
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Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Objects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set tag

Configures the tag value of the route being distributed.
ip route-map route-map-name [sequence-number number] set tag tag-number

no ip route-map route-map-name [sequence-number number] set tag tag-number

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
tag-number Configures the tag number.

Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete the set tag parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

Examples

-> ip route-map 111 sequence-number 50 set tag 23
-> no ip route-map 111 sequence-number 50 set tag 23
Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

OmniSwitch CLI Reference Guide ~ December 2010 page 10-55



ip route-map set tag IP Commands

MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set community

Configures the community name of the route being redistributed into BGP.
ip route-map route-map-name [sequence-number number] set community community-string

no ip route-map route-map-name [sequence-number number] set community community-string

Syntax Definitions

route-map-name The name of the route map.
number A number that links together the route maps. The range is 1-100.
community-string Defines a community for an aggregate route. Community names range

from 0 to 70 characters.

Defaults
parameter default
number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the set community parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

Examples

-> ip route-map 111 sequence-number 50 set community 29
-> no ip route-map 111 sequence-number 50 set community 29
Release History

Release 7.1.1; command introduced

Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.
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MIB Obijects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set local-preference

Configures the local preference value for a route being distributed into BGP.
ip route-map route-map-name [sequence-number number] set local-preference value

no ip route-map route-map-name [sequence-number number] set local-preference value

Syntax Definitions

route-map-name The name of the route map.
number A number that links together the route maps. The range is 1-100.
value Configures the local-preference value for routes being redistributed in to

BGP. The value is between 0 and 4294967295.

Defaults
parameter default
number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the set local-preference parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

¢ The local preference attribute is used to set preference to an exit point from the local autonomous
system (AS).

¢ If there are multiple exit points from the AS, the local preference attribute is used to select the exit
point for a specific route.

Examples

-> ip route-map 111 sequence-number 50 set local-preference 4
-> no ip route-map 111 sequence-number 50 set local-preference 4

Release History

Release 7.1.1; command introduced
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Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Objects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set level

Configures the level of the ISIS route being redistributed.
ip route-map route-map-name [sequence-number number] set level {levell | level2 | level1-2}

no ip route-map route-map-name [sequence-number number] set level {levell | level2 | level1-2}

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
levell Matches 1S-1S Level-1 routes only.

level2 Matches 1S-1S Level-2 routes only.

levell-2 Matches 1S-1S Level1-2 routes.

Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete the set level parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

Examples

-> ip route-map 111 sequence-number 50 set level levell
-> no ip route-map 111 sequence-number 50 set level levell

Release History

Release 7.1.1; command introduced
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Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Objects

alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set ip-nexthop

Configures the IP address of the next hop in a route map.
ip route-map route-map-name [sequence-number number] set ip-nexthop ip_address

no ip route-map route-map-name [sequence-number number] set ip-nexthop ip_address

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
ip_address IP address of the next hop.

Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete the set ip-nexthop parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

Examples

-> ip route-map 222 sequence-number 50 set ip-nexthop 128.251.17.224
-> no ip route-map 222 sequence-number 50 set ip-nexthop 128.251.17.224

Release History

Release 7.1.1; command introduced
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Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Objects

alalPRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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ip route-map set ipv6-nexthop

Configures the IPv6 address of the next hop in a route map.
ip route-map route-map-name [sequence-number number] set ipv6-nexthop ipv6_address

no ip route-map route-map-name [sequence-number number] set ipv6-nexthop ipv6_address

Syntax Definitions

route-map-name The name of the route map.

number A number that links together the route maps. The range is 1-100.
ipv6_address IPv6 address of the next hop.

Defaults

parameter default

number 50

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete the set ipv6-nexthop parameter in the route map.

e All route maps having the same name but different sequence numbers are linked together and
processed in order of increasing sequence number.

¢ The route-map-name and sequence-number must exist before you configure this set criteria.

Examples

-> ip route-map 222 sequence-number 50 set ipv6-nexthop 2001::1
-> no ip route-map 222 sequence-number 50 set ipv6-nexthop 2001::1

Release History

Release 7.1.1; command introduced
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Related Commands

ip route-map action Creates a route map for redistribution and sets the status of the route
map to permit or deny.

show ip route-map Displays the configured IP route maps.

MIB Objects

alalPRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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vrf

Configures and selects a virtual routing and forwarding (VRF) instance on the switch.

vrf [name | default]

no vrf name

Syntax Definitions

name The alphanumeric name (1-20 characters) assigned to the VRF instance.
default Optional. Selects the default VRF instance.
Defaults

A default VRF instance exists in the switch configuration. All applications that are not VRF aware belong
to this instance.

Parameter Default

name | default default VRF instance

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete a VRF instance. Note that deleting the default instance is
not allowed. In addition, any interfaces configured for a VRF instance are automatically removed when
the instance is deleted.

e To return to the default VRF instance from within the context of another instance, enter the vrf
command with or without the optional default parameter (for example, vrf or vrf default).

e Configuring a VRF instance name is case sensitive. In addition, if the name specified does not exist, a
VRF instance is automatically created. As a result, it is possible to accidentally create instances or
delete the wrong instance.

¢ If the name of an existing instance is specified with this command, VRF changes the command prompt
to reflect the specified instance name. All CLI commands entered at this point are applied within the
context of the active VRF instance.

e Itis also possible to configure other instances from within the CLI context of the default VRF instance
by entering the virf command followed by the instance name. For example, entering vrf IpOne ip
interface intf100 address 100.1.1.1/24 vlan 100 is applied to the 1pOne instance even though IpOne is
not the active CLI context.
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Examples

-> vrf IpOne
IpOne: ->

IpOne: -> vrf IpTwo
IpTwo: ->

IpTwo: -> vrf
->

IpTwo: -> vrf default
->

-> vrf IpOne ip interface intfl00 address 100.1.1.1/24 vlan 100
->

Release History

Release 7.1.1; command was introduced.

Related Commands

show vrf Displays the VRF instance configuration for the switch.

MIB Objects

alaVirutalRouterNameTable
alaVirtualRouterName
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arp

Adds a permanent entry to the ARP table. To forward packets, the switch dynamically builds an ARP
Table to match the IP address of a device with its physical (MAC) address. These entries age out of the
table when the timeout value is exceeded. This command is used to add a permanent entry to the table.
Permanent entries do not age out of the table.

arp ip_address hardware_address [alias] [arp-name name] [port slot/port] [linkagg agg_num]

no arp ip_address [alias]

Syntax Definitions

ip_address IP address of the device you are adding to the ARP table.

hardware_address MAC address of the device in hexadecimal format (e.g.,
00.00.39.59.1.0c).

alias Specifies that the switch will act as an alias (or proxy) for this IP

address. When the alias option is used, the switch responds to all ARP
requests for the specified IP address with its own MAC address.

You can also enable the proxy feature for an IP interface using the ip
interface command. When enabled, ARP requests return the MAC
address of the IP router interface and all traffic within the VLAN is

routed.
name The name to assign to this ARP entry.
Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e Use the no form of this command to delete a permanent ARP entry.

e Configuring a permanent ARP entry with a multicast address is also supported. This is done by speci-
fying a multicast address for the ip_address parameter instead of a unicast address. (OS9000 and
0S6850 24-port models only)

¢ Note that using the arp alias command is not related to proxy ARP as defined in RFC 925. Instead,
arp alias is similar to the Local Proxy ARP feature, except that it is used to configure the switch as a
proxy for only one IP address.

e Because most hosts support the use of address resolution protocols to determine cache address infor-
mation (called dynamic address resolution), you generally do not need to specify permanent ARP
cache entries.

e Only the IP address is required when deleting an ARP entry from the table.
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Examples
-> arp 171.11.1.1 00:05:02:c0:7f:11

Release History

Release 7.1.1; command was introduced.

Related Commands

clear arp-cache Deletes all dynamic entries from the ARP table.

ip interface Enables or disables the Local Proxy ARP feature for an IP inter-
face. When enabled, all traffic within the VLAN is routed. ARP
requests return the MAC address of the IP router interface.

show arp Displays the ARP table.

MIB Obijects

ipNetToMediaTable

ipNetToMedial fIndex
ipNetToMediaNetAddress
ipNetToMediaPhyAddress
ipNetToMediaType
alalpNetToMediaTable

alalpNetToMediaPhyAddress
alalpNetToMediaProxy
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clear arp-cache

Deletes all dynamic entries from the ARP table.
clear arp-cache

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This commands only clears dynamic entries. If permanent entries have been added to the table, they
must be removed using the no form of the ip service command.

e Dynamic entries remain in the ARP table until they time out. The switch uses the MAC Address table
timeout value as the ARP timeout value. Use the mac-learning aging-time command to set the time-
out value.

Examples

-> clear arp-cache

Release History

Release 7.1.1; command introduced

Related Commands

ip service Adds a permanent entry to the ARP table.
show arp Displays the ARP table.

MIB Obijects
alalpClearArpCache
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ip dos arp-poison restricted-address

Adds or deletes an ARP Poison restricted address.
ip dos arp-poison restricted-address ip_address
no ip dos arp-poison restricted-address ip_address

Syntax Definitions
ip_address 32-bit IP address.

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the no form of the command to remove an already configured ARP Poison restricted address.

Examples

-> ip dos arp-poison restricted-address 192.168.1.1
-> no ip dos arp-poison restricted-address 192.168.1.1

Release History

Release 7.1.1; command introduced

Related Commands

ip service Adds a permanent entry to the ARP table.
show arp Displays the ARP table.

MIB Obijects

alaDoSArpPoisonTable

alaDoSArpPoisonlpAddr
alaDosArpPoisonRowStatus
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arp filter
Configures an ARP filter that determines if ARP Request packets containing a specific IP address are
processed by the switch or discarded.

arp filter ip_address [mask ip_mask] [vlan_id] [sender | target] [allow | block]
no arp filter ip_address

Syntax Definitions

ip_address The IP address to use for filtering ARP packet IP addresses.

ip_mask An IP mask that identifies which part of the ARP packet IP address is
examined for filtering (e.g. mask 255.0.0.0 filters on the first octet of
the ARP packet IP address).

vlan_id A VLAN ID that specifies that only ARP packets for a specific VLAN
are filtered.

sender The sender IP address in the ARP packet is used for ARP filtering.
target The target IP address in the ARP packet is used for ARP filtering.
allow ARP packets that meet filter criteria are processed.

block ARP packets that meet filter criteria are discarded.

Defaults

parameter default

vlan_id 0 (no VLAN)

ip_mask 255.255.255.255

sender | target target

allow | block block

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Use the no form of this command to delete an ARP filter.
e If there are no filters configured for the switch, all ARP Request packets received are processed.
e Up to 200 filters are allowed on each switch.

e If sender or target IP address in an ARP Request packet does not match any filter criteria, the packet is
processed by the switch.

e ARRP filtering is generally used in conjunction with the Local Proxy ARP application; however, ARP
filtering is available for use on its own and/or with other applications.
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Examples

-> arp filter 171.11.1.1

-> arp filter 172.0.0.0 mask 255.0.0.0

-> arp filter 198.0.0.0 mask 255.0.0.0 sender
-> arp Filter 198.172.16.1 vlan 200 allow

-> no arp Ffilter 171.11.1.1

Release History

Release 7.1.1; command introduced

Related Commands

clear arp filter Clears all ARP filters from the filter database.

ip interface Enables or disables the Local Proxy ARP feature on an IP inter-
face. When enabled, all traffic within the VLAN is routed. ARP
requests return the MAC address of the IP router interface.

show arp filter Displays the ARP filter configuration.

MIB Obijects

alalpArpFilterTable

alalpArpFilterlpAddr
alalpArpFilterlIpMask
alalpArpFilterVlan
alalpArpFilterMode
alalpArpFilterType
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clear arp filter

Clears the ARP filter database of all entries.

clear arp-cache

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This commands clears all ARP filters configured on the switch. To remove an individual filter entry, use
the no form of the arp filter command.

Examples

-> clear arp filter

Release History

Release 7.1.1; command introduced

Related Commands

arp filter Configures an ARP filter to allow or block the processing of speci-
fied ARP Request packets.
show arp filter Displays the ARP filter configuration.

MIB Objects
alalpClearArpFilter

OmniSwitch CLI Reference Guide ~ December 2010 page 10-75



icmp type IP Commands

icmp type

Enables or disables a specific type of ICMP message, and sets the minimum packet gap. The minimum
packet gap is the number of microseconds that must pass between ICMP messages of the same type.

icmp type type code code {{enable | disable} | min-pkt-gap gap}

Syntax Definitions

type The ICMP packet type. This is conjunction with the ICMP code deter-
mines the type of ICMP message being specified.

code The ICMP code type. This is conjunction with the ICMP type deter-
mines the type of ICMP message being specified.

enable Enables the specified ICMP message.

disable Disables the specified ICMP message.

gap The number of microseconds required between ICMP messages of this
type.

Defaults

parameter default

enable | disable disabled

gap 0

Platforms Supported
OmniSwitch 10K
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Usage Guidelines

e This command allows the user to enable or disable all types of ICMP messages, and set the minimum
packet gap between messages of the specified type.

e While this command can be used to enable or disable all ICMP message, some of the more common
ICMP messages have their own CLI commands, as described in the pages below. The following ICMP
message have specific commands to enable and disable:

ICMP Message Command
Network unreachable (type 0, code 3) icmp unreachable
Host unreachable (type 3, code 1) icmp unreachable
Protocol unreachable (type 3, code 2) icmp unreachable
Port unreachable (type 3, code 3) icmp unreachable
Echo reply (type 0, code 0) icmp echo

Echo request (type 8, code 0) icmp echo
Timestamp request (type 13, code 0) icmp timestamp
Timestamp reply (type 14, code 0) icmp timestamp
Address Mask request (type 17, code 0) icmp addr-mask
Address Mask reply (type 18, code 0) icmp addr-mask

¢ Enabling Host unreachable and Network unreachable messages are not recommended as it can
cause the switch instability due to high-CPU conditions depending upon the volume of traffic required
by these messages.

Examples

-> icmp type 4 code O enabled
-> icmp type 4 code 0O min-pkt-gap 40
-> icmp type 4 code O disable

Release History

Release 7.1.1; command introduced

Related Commands

icmp messages Enables or disables all ICMP messages.
show icmp control Allows the viewing of the ICMP control settings.

MIB Obijects

alalcmpCtriTable
alalcmpCtriType
alalcmpCtriTable

alalcmpCtriCode
alalcmpCtriStatus
alalcmpCtriPktGap
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icmp unreachable

Enables or disables ICMP messages pertaining to unreachable destinations, and sets the minimum packet
gap. The minimum packet gap is the number of microseconds that must pass between ICMP messages of
the same type.

icmp unreachable [net-unreachable | host-unreachable | protocol-unreachable |
port-unreachable] {{enable | disable} | min-pkt-gap gap}

Syntax Definitions

net-unreachable Sets the unreachable network ICMP message.

host-unreachable Sets the unreachable host ICMP message.

protocol-unreachable Sets the unreachable protocol ICMP message.

port-unreachable Sets the unreachable port ICMP message.

enable Enables the specified ICMP message.

disable Disables the specified ICMP message.

gap The number of microseconds required between ICMP messages of this
type.

Defaults

parameter default

enable | disable disabled

gap 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command enables ICMP messages relating to unreachable destinations. Unreachable networks,
hosts, protocols, and ports can all be specified.

e Enabling host-unreachable and net-unreachable messages are not recommended as it can cause the
switch instability due to high-CPU conditions depending upon the volume of traffic required by these
messages.

e The unreachable ICMP messages can also be enabled, disabled, and modified using the icmp type
command. See the icmp type command information on the type and code for the unreachable ICMP
messages.

Examples

-> icmp unreachable net-unreachable enable
-> icmp unreachable host-unreachable enable
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-> icmp unreachable protocol-unreachable enable
-> icmp unreachable port-unreachable enable
-> icmp unreachable port-unreachable min-pkt-gap 50

Release History

Release 7.1.1; command introduced

Related Commands

show icmp control Allows the viewing of the ICMP control settings.

MIB Obijects

alalcmpCtriTable
alalcmpCtriType
alalcmpCtriTable

alalcmpCtriCode
alalcmpCtriStatus
alalcmpCtriPktGap
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icmp echo

Enables or disables ICMP echo messages, and sets the minimum packet gap. The minimum packet gap is
the number of microseconds that must pass between ICMP messages of the same type.

icmp echo [request | reply] {{enable | disable} | min-pkt-gap gap}

Syntax Definitions

request Specifies the echo request ICMP message.

reply Specifies the echo reply ICMP message.

enable Enables the specified ICMP message.

disable Disables the specified ICMP message.

gap The number of microseconds required between ICMP messages of this
type.

Defaults

parameter default

enable | disable enable

gap 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command sets the ICMP echo messages. An echo request is sent to a destination, and must be
responded to with an echo reply message that contains the original echo request.

e Using this command without specifying a request or reply enables, disables, or sets the minimum
packet gap for both types.

e The echo ICMP messages can also be enabled, disabled, and modified using the icmp type command.
See the icmp type command information on the type and code for the echo ICMP messages.

Examples

-> icmp echo reply enable

-> icmp echo enable

-> icmp echo request enable

-> icmp echo request min-pkt-gap 50

Release History

Release 7.1.1; command introduced
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Related Commands

show icmp control Allows the viewing of the ICMP control settings.

MIB Obijects

alalcmpCtriTable
alalcmpCtriType
alalcmpCtriTable

alalcmpCtriCode
alalcmpCtriStatus
alalcmpCtriPktGap
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icmp timestamp

Enables or disables ICMP timestamp messages, and sets the minimum packet gap. The minimum packet
gap is the number of microseconds that must pass between ICMP messages of the same type.

icmp timestamp [request | reply] {{enable | disable} | min-pkt-gap gap}

Syntax Definitions

request Specifies timestamp request messages.

reply Specifies timestamp reply messages.

enable Enables the specified ICMP message.

disable Disables the specified ICMP message.

gap The number of microseconds required between ICMP messages of this
type.

Defaults

parameter default

enable | disable enable

gap 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ The data received (a timestamp) in the message is returned in the reply together with an additional
timestamp. The timestamp is 32 bits of milliseconds since midnight UT. The Originate timestamp is the
time the sender last touched the message before sending it, the Receive timestamp is the time the
echoer first touched it on receipt, and the Transmit timestamp is the time the echoer last touched the
message on sending it.

¢ Using this command without specifying a request or reply enables, disables, or sets the minimum
packet gap for both types.

e The timestamp ICMP messages can also be enabled, disabled, and modified using the icmp type
command. See the icmp type command information on the type and code for the timestamp ICMP
messages.

Examples

-> icmp timestamp reply enable

-> icmp timestamp enable

-> icmp timestamp request enable

-> icmp timestamp request min-pkt-gap 50
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Release History

Release 7.1.1; command introduced

Related Commands

show icmp control Allows the viewing of the ICMP control settings.

MIB Objects

alalcmpCtriTable
alalcmpCtriType
alalcmpCtriTable

alalcmpCtriCode
alalcmpCtriStatus
alalcmpCtriPktGap
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icmp addr-mask

Enables or disables ICMP address mask messages, and sets the minimum packet gap. The minimum
packet gap is the number of microseconds that must pass between ICMP messages of the same type.

icmp add-mask [request | reply] {{enable | disable} | min-pkt-gap gap}

Syntax Definitions

request Specifies request address mask messages.

reply Specifies reply address mask messages.

enable Enables the specified ICMP message.

disable Disables the specified ICMP message.

gap The number of microseconds required between ICMP messages of this
type.

Defaults

parameter default

enable | disable enable

gap 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e A gateway receiving an address mask request must return it with the address mask field set to the
32-bit mask of the bits identifying the subnet and network, for the subnet on which the request was
received.

e Using this command without specifying a request or reply enables, disable, or set the minimum packet
gap for both types.

¢ The address mask ICMP messages can also be enabled, disabled, and modified using the icmp type
command. See the icmp type command information on the type and code for the address mask ICMP
messages.

Examples

-> icmp addr-mask reply enable

-> icmp addr-mask enable

-> icmp addr-mask request enable

-> icmp addr-mask request min-pkt-gap 50

Release History

Release 7.1.1; command introduced
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Related Commands

show icmp control Allows the viewing of the ICMP control settings.

MIB Obijects

alalcmpCtriTable
alalcmpCtriType
alalcmpCtriTable

alalcmpCtriCode
alalcmpCtriStatus
alalcmpCtriPktGap
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icmp messages

Enables or disables all Internet Control Message Protocol (ICMP) messages.

icmp messages {enable | disable}

Syntax Definitions

enable Enables ICMP messages.
disable Disables ICMP messages.
Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> icmp messages enable
-> icmp messages disable
Release History

Release 7.1.1; command introduced

Related Commands

icmp type Enables or disables a specific type of ICMP message, and sets the
minimum packet gap.

show icmp control Allows the viewing of the ICMP control settings.

MIB Objects

alalcmpCtrl
alalcmpAl IMsgStatus
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ip dos scan close-port-penalty

Assigns a penalty value to be added to the Denial of Service penalty scan value when a TCP or UDP
packet is received on a closed port.

ip dos scan close-port-penalty penalty value

Syntax Definitions

penalty_value A penalty value added to the penalty scan value. This value can be any
non-negative integer.

Defaults
parameter default
penalty_value 10

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This command creates a point value that is added to the total port scan penalty value when a TCP or UDP
packet is received that is destined for a closed port.

Examples

-> ip dos scan close-port-penalty 25

Release History

Release 7.1.1; command introduced

Related Commands

ip dos scan threshold Sets the threshold for the port scan value, at which a DoS attack is
recorded.

ip dos trap Sets whether the switch generates SNMP DosS traps when an attack
is detected.

MIB Objects

alaDoSConfig
alaDoSPortScanClosePortPenalty
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ip dos scan tcp open-port-penalty

Assigns a penalty value to be added to the Denial of Service penalty scan value when a TCP packet is
received on an open port.

ip dos scan tcp open-port-penalty penalty value

Syntax Definitions

penalty_value A penalty value added to the penalty scan value. This value can be any
non-negative integer.

Defaults
parameter default
penalty_value 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command creates a point value that is added to the total port scan penalty value when a TCP
packet is received that is destined for an open port.

e The switch does not distinguished between a legal TCP packet and a port scan packet.

Examples

-> ip dos scan tcp open-port-penalty 10

Release History

Release 7.1.1; command introduced

Related Commands

ip dos scan threshold Sets the threshold for the port scan value, at which a DoS attack is
recorded.

ip dos trap Sets whether the switch generates SNMP DoS traps when an attack
is detected.

MIB Obijects

alaDoSConfig
alaDoSPortScanTcpOpenPortPenalty
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ip dos scan udp open-port-penalty

Assigns a penalty value to be added to the Denial of Service penalty scan value when a UDP packet is
received on an open port.

ip dos scan udp open-port-penalty penalty_value

Syntax Definitions

penalty_value A penalty value added to the penalty scan value. This value can be any
non-negative integer.

Defaults
parameter default
penalty_value 0

Platforms Supported
OmniSwitch 10K

Usage Guidelines

¢ This command creates a point value that is added to the total port scan penalty value when a UDP
packet is received that is destined for an open port.

e The switch does not distinguished between a legal UDP packet and a port scan packet.

Examples

-> ip dos scan udp open-port-penalty 15

Release History

Release 7.1.1; command introduced

Related Commands

ip dos scan threshold Sets the threshold for the port scan value, at which a DoS attack is
recorded.

ip dos trap Sets whether the switch generates SNMP DoS traps when an attack
is detected.

MIB Objects

alaDoSConfig
alaDoSPortScanUdpOpenPortPenal ty
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ip dos scan threshold

Sets the threshold for the port scan value, at which a DoS attack is recorded.

ip dos scan threshold threshold_value

Syntax Definitions

threshold_value A numerical value representing the total acceptable penalty before a
DosS attack is noted. This value can be any non-negative integer.

Defaults
parameter default
threshold_value 1000

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e |f the total port scan penalty value exceeds this value, a port scan attack is recorded.

e The penalty value is incremented by recording TCP or UDP packets that are bound for open or closed
ports. Such packets are given a penalty value, which are added together. The commands for setting the
packet penalty value are the ip dos scan close-port-penalty, ip dos scan tcp open-port-penalty, and
ip dos scan udp open-port-penalty commands.

Examples
-> ip dos scan threshold 1200

Release History

Release 7.1.1; command introduced
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ip dos scan threshold

Related Commands

ip dos scan close-port-penalty

ip dos scan tcp open-port-
penalty

ip dos scan udp open-port-
penalty

show ip dos config

MIB Obijects

alaboSConfig
alaDoSPortScanThreshold

Assigns a penalty value to be added to the Denial of Service pen-
alty scan value when a TCP or UDP packet is received on a closed
port.

Assigns a penalty value to be added to the Denial of Service pen-
alty scan value when a TCP packet is received on an open port.

Assigns a penalty value to be added to the Denial of Service pen-
alty scan value when a UDP packet is received on an open port.

Displays the configuration parameters of the DoS scan for the
switch.
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ip dos trap

Sets whether the switch generates SNMP DoS traps when an attack is detected.

ip dos trap {enable | disable}

Syntax Definitions

enable Enables the generation of DoS traps.
disable Disables the generation of DoS traps.
Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 10K

Usage Guidelines

This command controls whether the switch generates an SNMP trap when a DoS attack is detected. It is
assumed a DosS attack has occurred when the port scan penalty threshold is exceeded. This value is set
using the ip dos scan threshold command.

Examples

-> ip dos trap enable
-> ip dos trap disable

Release History

Release 7.1.1; command introduced

Related Commands

ip dos scan threshold Sets the threshold for the port scan value, at which a DoS attack is
recorded.

show ip dos config Displays the configuration parameters of the DoS scan for the
switch.

MIB Obijects

alaDoSConfig
alaDoSTrapCntl
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ip dos scan decay

Sets the decay speed of the port scan penalty value for the switch when calculating DoS attacks.

ip dos scan decay decay_value

Syntax Definitions

decay_value The decay value amount for reducing the port scan penalty. This value
can be any non-negative integer.

Defaults
parameter default
decay_value 2

Platforms Supported
OmniSwitch 10K

Usage Guidelines

The port scan penalty value is reduced every minute by dividing by the amount set in using this command.
For example, if the decay value is set to 10, every minute the total port scan penalty value is divided by
10.

Examples

-> ip dos scan decay 10

Release History

Release 7.1.1; command introduced

Related Commands

ip dos scan threshold Sets the threshold for the port scan value, at which a DoS attack is
recorded.

show ip dos config Displays the configuration parameters of the DoS scan for the
switch.

MIB Obijects

alaboSConfig
alaDoSPortScanDecay
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show ip traffic

Displays IP datagram traffic and errors.

show ip traffic

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The statistics show the cumulative totals since the last time the switch was powered on or since the last
reset of the switch was executed.

e Packets received on a port that is a member of the UserPorts group are dropped if they contain a source
IP network address that does not match the IP subnet for the port. This is done to block spoofed IP traf-
fic. If the UserPorts group function is active and spoofed traffic was detected and blocked, the output
display of this command includes statistics regarding the spoofed traffic.

¢ Note that the presence of spoofing event statistics in the output display of this command indicates that
an attack was prevented, not that the switch is currently under attack.

e |f statistics for spoofed traffic are not displayed, then a spoofing attempt has not occurred since the last
time this command was issued.

Examples

-> show ip traffic

IP statistics
Datagrams received

Total = 621883,
IP header error = 0,
Destination IP error = 51752,
Unknown protocol = 0,
Local discards = o,
Delivered to users = 567330,
Reassemble needed = o,
Reassembled = 0,
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show ip traffic

Reassemble failed

Datagrams sent
Fowarded
Generated
Local discards
No route discards
Fragmented
Fragment failed
Fragments generated

Source

output definitions

1l
o

2801,
578108,

L1 1 | T I R VA 1}
©

2 last mac 00:08:02:e2:17:70

Total

IP header error

Destination IP error

Unknown protocol

Local discards

Delivered to users

Reassemble needed
Reassembled
Reassemble failed

Fragmented

Fragment failed

Forwarded
Generated

Total number of input datagrams received including those received in
error.

Number of IP datagrams discarded due to errors in the IP header (e.g.,
bad checksums, version number mismatch, other format errors, time-to-
live exceeded, errors discarded in processing IP options).

Number of IP datagrams discarded because the IP header destination
field contained an invalid address. This count includes invalid
addresses (e.g., 0.0.0.0) and addresses of unsupported classes (e.g.,
Class E).

Number of locally-addressed datagrams received successfully but dis-
carded because of an unknown or unsupported protocol.

Number of IP datagrams received that were discarded, even though
they had no errors to prevent transmission (e.g., lack of buffer space).
This does not include any datagrams discarded while awaiting reassem-
bly. Typically, this value must be zero.

Total number of datagrams received that were successfully delivered to
IP user protocols (including ICMP).

Number of IP fragments received that needed to be reassembled.
Number of IP datagrams received that were successfully reassembled.

Number of IP failures detected by the IP reassembly algorithm for all
reasons (e.g., timed out, error). This is not necessarily a count of dis-
carded IP fragments since some algorithms (notably the algorithm in
RFC 815) can lose track of the number of fragments by combining
them as they are received.

Number of successfully fragmented IP datagrams.

Number of packets received and discarded by IP because they needed
to be fragmented but could not be. This situation could happen if a large
packet has the “Don’t Fragment” flag set.

Number of IP datagrams forwarded by the switch.

Total number of IP datagrams that local IP user protocols (including
ICMP) generated in response to requests for transmission. This does
not include any datagrams counted as “Forwarded.”
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output definitions (continued)

Local discards Number of output IP datagrams that were discarded, even though they
had no errors to prevent transmission (e.g., lack of buffer space). This
number includes datagrams counted as “Forwarded” if the packets are
discarded for these reasons.

No route discards Number of IP datagrams received and discarded by IP because no route
could be found to transmit them to their destination. This includes any
packets counted as “Forwarded” if the packets are discarded for these
reasons. It also includes any datagrams that a host cannot route because
all of its default routers are down.

Fragments generated The of IP datagram fragments generated as a result of fragmentation.

Routing entry discards Number of packets received and discarded by IP even though no prob-
lems were encountered to prevent their transmission to their destination
(e.g., discarded because of lack of buffer space).

Event The type of event (spoof).

Source The slot and port number of the port that has received spoofed packets
and is also a member of the UserPorts group. Ports are configured as
members of the UserPorts group through the policy port group com-

mand.
Total The total number of spoofed packets received on the source port.
Last xx seconds The number of spoofed packets blocked in the last number of seconds

indicated. Also includes the source MAC address of the last spoofed
packet received.

Release History

Release 7.1.1; command introduced

Related Commands

show icmp statistics Displays ICMP statistics and errors.
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show ip interface

Displays the configuration and status of IP interfaces.

show ip interface [name | emp | vlan vlan id]

Syntax Definitions

name The name associated with the IP interface.

emp Displays the configuration and status of the Ethernet Management Port
interface.

vlan_id VLAN ID (displays a list of IP interfaces associated with a VLAN).

Defaults

By default, all IP interfaces are displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The basic show ip interface command displays information about all configured IP interfaces on the
switch.

e Use the optional vlan parameter to display a list of interfaces configured for the specified VLAN.
e Specify an optional interface name to display detailed information about an individual interface.

e Use the optional emp parameter to display detailed information about the EMP interface.

Examples

-> show ip interface
Total 13 interfaces

Name IP Address Subnet Mask Status Forward Device
———————————————————— PRy
EMP 172.22.16.115 255.255.255. UP NO EMP
GMRULE 40.1.1.1 255.255.255. DOWN NO vlan 40
Loopback 127.0.0.1 255.0.0.0 up NO Loopback
client 60.1.1.1 255.255.255. DOWN NO vlan 60
gbps 5.5.5.5 255.255.255. DOWN NO vlan 7
if222 30.1.5.1 255.0.0.0 uP YES vlan 222
Idap_clientl 173.22.16.115 255.255.255. UP YES vlan 173
Idap_serverl 174.22.16.115 255.255.255. UP YES vlan 174
radius_client3 110.1.1.101 255_255_255. up YES vlan 30
vian-2 0.0.0.0 0.0.0.0 DOWN NO unbound
gre-1 24.24.24.1 255.255.255. uP YES GRE tunnel
ipip-1 25.25.25.1 255.255.255. uP YES IPIP tunnel
vlan-23 23.23.23.1 255.255.255. uP YES vlan 23
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IP Commands

output definitions

Name

IP Address

Subnet Mask

Status

Forward

Device

Interface name. Generally, this is the name configured for the interface
(e.g., Accounting). EMP refers to the Ethernet Management Port.
Loopback refers to a loopback interface configured for testing.

IP address of the interface. Configured through the ip interface com-
mand.

IP subnet mask for the interface IP address. Configured through the ip
interface command.

Interface status:
e UP—Interface is ready to pass packets.
e DOWN—Interface is down.

Indicates whether or not the interface is actively forwarding packets
(YES or NO).

The type of device bound to the interface:

unbound—No device is bound to the interface.

vlan—The VLAN ID that is bound to the interface.

EMP—The Ethernet Management Port is bound to the interface.
Loopback—A loopback interface is configured for testing.

GRE tunnel—GRE tunnel is configured for the interface.

e |PIP tunnel—IPIP tunnel is configured for the interface.
Configured through the ip interface command.

Note that the GRE tunnel and IPIP tunnel devices are supported only
on the OmniSwitch 10K switches.

-> show ip interface Marketing

Interface Name = Marketing
SNMP Interface Index
IP Address

Subnet Mask

Broadcast Address
Device

Encapsulation
Forwarding
Administrative State
Operational State
Operational State Reason
Router MAC

Local Proxy ARP

Maximum Transfer Unit
Primary (config/actual)

output definitions

13600007,
172.16.105.10,
255.255.0.0,
172.16.255.255,
vlan 200,

eth2,

disabled,
enabled,

down,
device-down,
00:d0:95:6a:f4:5c,
disabled,

1500,

no/yes

SNMP Interface Index
IP Address

Subnet Mask

Broadcast Address

Interface index.

IP address associated with the interface. Configured through the
ip interface command.

IP subnet mask for the interface. Configured through the ip interface
command.

Broadcast address for the interface.
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show ip interface

output definitions (continued)

Device

Encapsulation

Forwarding

Administrative State

Operational State
Operation State Reason

Router MAC
Local Proxy ARP
Maximum Transfer Unit

Primary (config/actual)

The type of device bound to the interface:

® unbound—No device is bound to the interface.

e vlan—The VLAN ID that is bound to the interface.

e EMP—The Ethernet Management Port is bound to the interface.

¢ | oopback—A loopback interface is configured for testing.

¢ GRE tunnel—GRE tunnel is configured for the interface.

IPIP tunnel—IPIP tunnel is configured for the interface.
Configured through the ip interface command.

Note that the GRE tunnel and IPIP tunnel devices are supported only
on the OmniSwitch 10K switches.

Displays the IP router encapsulation (eth2 or snap) that the interface
uses when routing packets. Configured through the ip interface
command.

Indicates whether or not IP forwarding is active for the interface
(enabled or disabled). Configured through the ip interface command.

Administrative state of the IP interface (enabled or disabled), which is
independent of the state of the underlying device. Configured through
the ip interface command.

Indicates whether or not the interface is active (up or down).

Indicates why the operational state of the interface is down:
unbound—No device is bound to the interface.
device-down—Device bound to the interface is down.
admin-down—The admin state of the interface is down.
no-such-device—Device does not exist.

no-router-mac—No MAC address available for the interface.
tunnel-src-invalid—The source IP address of the tunnel is invalid.
tunnel-dst-unreachable—The destination IP address of the tunnel
is not reachable.

Note that the tunnel-src-invalid and tunnel-dst-unreachable Opera-
tional State reasons are supported only on the OmniSwitch 10K
switches. These two reasons are only applicable for the GRE tunnel
and IPIP tunnel device types.

Note that Operational State Reason field is only included in the dis-
play output when the operational state of the interface is down.

Switch MAC address assigned to the interface. Note that each interface
assigned to the same VLAN shares the same switch MAC address.

Indicates whether or not Local Proxy ARP is active for the interface
(enabled or disabled). Configured through the ip interface command.

The Maximum Transmission Unit size set for the interface. Configured
through the ip interface command.

Indicates if the interface is the configured and/or actual primary inter-
face for the device (VLAN, EMP, Loopback). If the actual status is set
to yes and the config status is set to no, the interface is the default inter-
face for the VLAN. Configured through the ip interface command.
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IP Commands

The following are examples of the output display on OmniSwitch 10K switches:

-> show ip interface ipip-1

Interface Name = ipip-1
SNMP Interface Index
IP Address
Subnet Mask
Device
Tunnel Source Address

Tunnel Destination Address

Forwarding
Administrative State
Operational State
Maximum Transfer Unit

-> show ip interface gre-1

Interface Name = gre-1
SNMP Interface Index
IP Address
Subnet Mask
Device
Tunnel Source Address

Tunnel Destination Address

Forwarding
Administrative State
Operational State

Operational State Reason

Maximum Transfer Unit

output definitions

13600001,
25.25.25.1,
255.255.255.0,
IPIP Tunnel,
23.23.23.1
23.23.23.2,
enabled,
enabled,

up,

1480,

13600002,
24.24.24.1,
255.255.255.0,
GRE Tunnel,
23.23.23.1
23.23.23.2,
enabled,
enabled,
down,
unbound,
1476,

SNMP Interface Index
IP Address

Subnet Mask

Device

Tunnel Source Address
Tunnel Destination Address
Forwarding

Administrative State

Operational State

Interface index.

IP address associated with the interface. Configured through the
ip interface command.

IP subnet mask for the interface. Configured through the ip interface
command.

The type of device bound to the interface:

unbound—No device is bound to the interface.

vlan—The VLAN ID that is bound to the interface.

EMP—The Ethernet Management Port is bound to the interface.
Loopback—A loopback interface is configured for testing.
GRE tunnel—GRE tunnel is configured for the interface.

IPIP tunnel—IPIP tunnel is configured for the interface.
Configured through the ip interface command.

The source IP address for the tunnel.
The destination IP address for the tunnel.

Indicates whether or not IP forwarding is active for the interface
(enabled or disabled). Configured through the ip interface command.

Administrative state of the IP interface (enabled or disabled), which is
independent of the state of the underlying device. Configured through
the ip interface command.

Indicates whether or not the interface is active (up or down).
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show ip interface

output definitions (continued)

Operational State Reason

Maximum Transfer Unit

Indicates why the operational state of the interface is down:
interface-up—The admin state of the interface is up.
unbound—No device is bound to the interface.
device-down—Device bound to the interface is down.
admin-down—The administrative state of the interface is down.
no-such-device—Device does not exist.

no-router-mac—No MAC address available for the interface.
tunnel-src-invalid—The source IP address of the tunnel is invalid.
tunnel-dst-unreachable—The destination IP address of the tunnel
is not reachable.

Note that this field is only included in the display output when the oper-
ational state of the interface is down.

The Maximum Transmission Unit size set for the interface. Configured
through the ip interface command.

Release History

Release 7.1.1; command introduced

Related Commands

ip interface

ip interface tunnel
show icmp statistics

MIB Obijects

alalplnterfaceTable

alalplnterfaceName
alalplInterfaceAddress
alalplnterfaceMask

Configures an IP interface to enable IP routing on a VLAN. With-
out an IP interface, traffic is bridged within the VLAN or across
connections to the same VLAN on other switches.

Configures the end points for the GRE and IPIP tunnels.
Displays ICMP statistics and errors.

alalplnterfaceAdminState
alalplnterfaceDeviceType
alalplnterfaceVlanlD
alalplnterfacelpForward
alalplInterfaceEncap
alalplnterfacelLocalProxyArp
alalplnterfacePrimCfg
alalplnterfaceOperState
alalplnterfaceOperReason
alalplnterfaceRouterMac
alalplInterfaceBcastAddr
alalplnterfacePrimAct
alalplnterfaceMtu
alalplnterfaceTunnelSrc
alalplnterfaceTunnelDst
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show ip routes

Displays the IP Forwarding table.

show ip routes [summary]

Syntax Definitions

summary Displays a summary of routing protocols that appear in the IP Forward-
ing table.

Defaults

By default, all routes are displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e The IP Forwarding table includes static routes as well as all routes learned through routing protocols
(e.g., RIP, OSPF).

e Use the optional summary keyword to display a list of routing protocols and the number of routes for
each protocol that appear in the IP Forwarding table.

Examples

-> show ip routes

+ = Equal cost multipath routes
Total 4 routes

Dest Address Subnet Mask Gateway Addr Age Protocol
—————————————————— e
0.0.0.0 0.0.0.0 10.255.11.254 01:50:33 NETMGMT
10.255.11.0 255.255.255.0 10.255.11.225 01:50:33 LOCAL
127.0.0.1 255.255.255.255 127.0.0.1 01:51:47 LOCAL
212.109.138.0 255.255.255.0 212.109.138.138 00:33:07 LOCAL

-> show ip route summary

Protocol Route Count
________________ S

Local
Netmgmt
RIP
1S1S
OSPF
BGP
Other

OQOO0OO0COFrR WA
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show ip routes

output definitions

Dest Addr
Subnet Mask
Gateway Addr
Age

Protocol

Route Count

Destination IP address.
Destination IP address IP subnet mask.
IP address of the gateway from which this address was learned.

Age of the entry. If the entry is less than a day old, it is displayed in
hh/mm/ss format. If it is more than a day old, it is displayed in dd/hh
format (e.g., a route that is 2 days and 12 hours old is displayed as
2d12h).

Protocol by which this IP address was learned (e.g., RIP). NETMGT
indicates a static route. LOCAL indicates a local interface.

The number of routes that appear in the IP Foredoing table for each
protocol type listed.

Release History

Release 7.1.1; command introduced

Related Commands
ping
traceroute

show ip routes

Used to test whether an IP destination can be reached from the
local switch.

Used to find the path taken by an IP packet from the local switch to
a specified destination.

Displays a list of all routes (static and dynamic) that exist in the IP
router database.
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show ip route-pref

Displays the IPv4 routing preferences of a router.

show ip route-pref

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

N/A
Examples
-> show ip route-pref
Protocol Route Preference Value
____________ e
Local 1
Static 2
OSPF 110
RIP 100
EBGP 190
1BGP 200

Release History

Release 7.1.1; command introduced

Related Commands

ip route-pref Configures the route preference of a router.
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MIB Obijects

alalprmRtPrefTable

alalprmRtPrefLocal
alalprmRtPrefStatic
alalprmRtPrefOspf
alalprmRtPrefRip
alalprmRtPrefEbgp
alalprmRtPreflbgp
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IP Commands

show ip redist

Displays the IPv4 route map redistribution configuration.

show ipv6 redist [rip | ospf | bgp]

Syntax Definitions

rip Displays route map redistribution configurations that use RIP as the
destination (into) protocol.

ospf Displays route map redistribution configurations that specify OSPF as
the destination (into) protocol.

bgp Displays the route map redistribution configurations that specify BGP as
the destination (into) protocol at this time.

Defaults

By default all route map redistribution configurations are shown.

Platforms Supported

OmniSwitch 10K

Usage Guidelines

Specify a destination protocol with this command to display only those configurations that redistribute

routes into the specified protocol.

Release History

Release 7.1.1; command introduced

Examples

-> show ip redist

Source Destination

Protocol Protocol Status Route Map
———————————— Ry S
RIP OSPF Enabled ipv4rm

BGP RIP Enabled ipv4rm

-> show ip redist rip

Source Destination

Protocol Protocol Status Route Map
------------ e e e
BGP RIP Enabled  ipv4rm
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output definitions

Source Protocol The protocol from which the routes are learned.

Destination Protocol The protocol into which the source protocol routes are redistributed.

Status The administrative status (Enabled or Disabled) of the route map
redistribution configuration.

Route Map The name of the route map that is applied with this redistribution

configuration.

Related Commands

ip redist Controls the conditions for redistributing different IPv6 routes
between protocols.

MIB Objects

alaRouteMapRedistProtoTable

alaRouteMapRedistSrcProtold
alaRouteMapRedistDestProtold
alaRouteMapRedistRouteMapIndex
alaRouteMapRedistStatus
alaRouteMapRedistAddressType
alaRouteMapRedistRowStatus
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show ip access-list

Displays the details of the access list.

show ip access-list [access-list-name]

Syntax Definitions

access-list-name Name of the access list.

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

If the access-list-name is not specified in this command, all the access lists are displayed.

Examples
-> show ip access-list

Address / Redistribution
Name Prefix Length Effect Control
-------------------- S
al_3 10.0.0.0/8 permit all-subnets
al_3 11.0.0.0/8 permit all-subnets
al_4 1.0.0.0/8 permit no-subnets
al_4 10.0.0.0/8 permit all-subnets

-> show ip access-list al_4

Address / Redistribution
Name Prefix Length Effect Control
———————————————————— PRy S
al_4 1.0.0.0/8 permit no-subnets
al_4 10.0.0.0/8 permit all-subnets
output definitions
Name Name of the access list.
Address/Prefix Length IP address that belongs to the access list.
Effect Indicates whether the IP address is permitted or denied for redistribu-
tion.
Redistribution Control Indicates the conditions specified for redistributing the matched routes.
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Release History

Release 7.1.1; command was introduced

Related Commands

ip access-list Creates an access list for adding multiple IPv4 addresses to route maps.
ip access-list address Adds multiple IPv4 addresses to the access list.

MIB objects

alaRouteMapAccessListlIndex
alaRouteMapAccessListAddressType
alaRouteMapAccessListAddress
alaRouteMapAccessListPrefixLength
alaRouteMapAccessListAction
alaRouteMapAccessListRedistControl
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show ip route-map

Displays the IP route maps configured on the switch.

show ip route-map [route-map-name]

Syntax Definitions

route-map-name The name of the specific route map.

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

If the route-map-name is not specified in this command, all the route maps are displayed.

Examples

-> show ip route-map

Route Maps: configured: 1 max: 200

Route Map: Route_mapl Sequence Number: 50 Action permit
match ip address 10.0.0.0/8 redist-control all-subnets permit
set metric 100 effect replace

Release History

Release 7.1.1; command introduced
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Related Commands
ip route-map action Creates a route map for redistribution and sets the status of route
map to permit or deny.

ip route-map match ip address Matches the route with the specified IPv4 address or with addresses
contained in an IPv4 access list specified by the access list name.

ip route-map match ipv6 Matches the route with the specified IPv6 address or with addresses

address contained in an IPv6 access list specified by the access list name

ip route-map match ip- Matches the routes that have a next-hop router address permitted

nexthop by the specified access list.

ip route-map match ipvé- Matches the routes that have an IPv6 next-hop router address per-

nexthop mitted by the specified access list

ip route-map match tag Permits or denies a route based on the specified next-hop IP
address.

ip route-map match tag Matches the tag value specified in the route map with the one that

the routing protocol learned the route on.

ip route-map match metric Matches the metric value specified in the route map with the one
that the routing protocol learned the route on.

ip route-map match route-type Matches the specified route type with the one that the routing pro-
tocol learned the route on.

MIB Obijects

alaRouteMapRedistProtoTable
alaRouteMapRedistRouteMapIndex
alaRouteMapTable

alaRouteMap Index
alaRouteMapSequence
alaRouteMapType
alaRouteMapValue
alaRouteMapRowStatus
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show ip router database

Displays a list of all routes (static and dynamic) that exist in the IP router database. This database serves as
a central repository where routes are first processed for redistribution and where duplicate routes are
compared to determine the best route to use. If a route does not appear in the IP router database list, then
the switch does not know about it. In the case of dynamically learned routes, this could indicate that the
route was never received by the switch.

show ip router database [protocol type | gateway ip_address | dest {ip_address/prefixLen | ip_address}]

Syntax Definitions

type Routing protocol type (local, static, OSPF, RIP, or BGP).
ip_address Destination IP address.
ip_address/prefixLen The destination IP address along with the prefix length of the routes

processed for redistribution.

Defaults

By default, all routes are displayed.

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e Command options are not mutually exclusive. You can use them on the same command line to narrow
and/or customize the output display of this command. For example, use the protocol and dest options
to display only those routes that are of a specific protocol type and have the specified destination
network.

e The IP forwarding table is derived from IP router database processing performed by the switch and
contains only unique routes that the switch currently uses. Use the show ip route command to view the
forwarding table.

¢ If an expected route does not appear in the IP forwarding table, use the show ip router database
command to see if the switch knows about the route and/or if a duplicate route with a higher
precedence was selected instead.

e The switch compares the protocol of duplicate routes to determine which one to use. Regardless of
whether or not a route has a higher priority metric value, protocol determines precedence. Local routes
are given the highest level of precedence followed by static, OSFP, RIP, then BGP routes. As a result, a
route that is known to the switch does not appear in the IP forwarding table if a duplicate route with a
higher protocol precedence exists.

e Alist of inactive static routes is also included in the show ip router database output display. A route
becomes inactive if the interface for its gateway goes down. Inactive routes are unable to get to their
destination and further investigation is warranted to determine why their gateway is unavailable.

e Static routes that appear as inactive are not included in the main IP router database listing. If an
inactive route becomes active, however, it is removed from the inactive list and added to the active
route list.
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Examples

-> show ip router database

Destination Gateway Protocol Metric VLAN
——————————————————— Ry Uy Sy M
10.212.31.0/24 10.212.60.27 OSPF 2 44
10.212.31.0/24 10.212.61.27 OSPF 2 43
10.212.59.0/24 10.212.59.17 LOCAL 1 45
10.212.60.0/24 10.212.60.17 LOCAL 1 44
10.212.61.0/24 10.212.61.17 LOCAL 1 43
10.212.62.0/24 10.212.60.27 OSPF 2 44
10.212.62.0/24 10.212.61.27 OSPF 2 43
10.212.63.0/24 10.212.60.27 OSPF 2 44
10.212.63.0/24 10.212.61.27 OSPF 2 43
10.212.66.0/24 10.212.66.17 LOCAL 1 46
143.209.92.0/24 172.28.6.254 STATIC 1 N/A
172.28.6.0/24 172.28.6.2 LOCAL 1 6
172.28.6.0/24 10.212.60.27 OSPF 1 44
172.28.6.0/24 10.212.61.27 OSPF 1 43
172.28.6.0/24 10.212.66.18 OSPF 1 46

Inactive Static Routes
Destination Gateway Metric

_________________ SR SO,
1.0.0.0/8 8.4.5.3 1

-> show ip router database dest 10.212.62.0/24 protocol ospf

Destination Gateway Protocol Metric VLAN
------------------- e s Tt
10.212.62.0/24 10.212.60.27 OSPF 2 44
10.212.62.0/24 10.212.61.27 OSPF 2 43

Inactive Static Routes
Destination Gateway Metric

_________________ SRR ES
1.0.0.0/8 8.4.5.3 1

output definitions

Destination Destination IP address. Also includes the mask prefix length notation
after the address to indicate the subnet mask value. For example, /24
indicates the destination IP address has a 24-bit mask (255.255.255.0).

Gateway IP address of the gateway from which this route was learned.

Protocol Protocol by which this IP address was learned: LOCAL, STATIC,
OSPF, RIP, BGP).

Metric RIP metric or cost (hop count) for the route. Indicates a priority for the
route. The lower the metric value, the higher the priority.

VLAN The VLAN on which the route was learned, not forwarded. Note that
N/A appears in this field for static routes as they are not learned on a
VLAN.
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Release History

Release 7.1.1; command introduced

Related Commands

show ip routes Displays the IP Forwarding table.
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show ip emp-routes

Displays the IP routes associated with the Ethernet Management Port (EMP).

show ip emp-routes

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

e This command displays the routes that are connected to the Ethernet Management Port (EMP).
¢ The EMP cannot handle routing protocols such as RIP or OSPF.

¢ The default route for the switch cannot be set up on the EMP.

Examples

-> show ip emp-routes

Dest Address Subnet Mask Gateway Addr Age Protocol

------------------ 2
127.0.0.1 255.255.255.255 127.0.0.1 2d 4h LOCAL
172.17.1.10 255.255.255.255 10.255.11.225 1d 5h LOCAL

output definitions

Dest Addr Destination IP address.

Subnet Mask Destination IP address IP subnet mask.

Gateway Addr IP address of the gateway from which this address was learned.
Age Age of the entry. If the entry is less than a day old, it is displayed in

hh/mm/ss format. If it is more than a day old, it is displayed in dd/hh
format (e.g., a route that is 2 days and 12 hours old is displayed as
2d12h).

Protocol Protocol by which this IP address was learned (e.g., RIP). NETMGT
indicates a static route. LOCAL indicates a local interface.

Release History

Release 7.1.1; command introduced
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Related Commands

ping Tests whether an IP destination can be reached from the local
switch.
traceroute Finds the path taken by an IP packet from the local switch to a

specified destination.
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show ip config

Displays IP configuration parameters.

show ip config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

N/A

Examples

-> show ip config

IP directed-broadcast = OFF,

IP default TTL = 64

output definitions
IP directed-broadcast Indicates whether the IP directed-broadcast feature is on or off.
IP default TTL IP default TTL interval.

Release History

Release 7.1.1; command introduced

Related Commands

ip directed-broadcast Enables or disables IP directed broadcasts routed through the
switch.
ip default-ttl Sets TTL value for IP packets.

OmniSwitch CLI Reference Guide ~ December 2010 page 10-117



show ip protocols

IP Commands

show ip protocols

Displays switch routing protocol information and status.
show ip protocols

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show ip protocols
IP Protocols

RIP status = Not Loaded,

OSPF status = Loaded,

I1SIS status = Not Loaded,

BGP status = Loaded,

PIM status = Loaded,

DVMRP status = Not Loaded,

RIPng status = Not Loaded,

OSPF3 status = Loaded,

output definitions
RIP status Whether RIP is loaded or not.
OSPF status Whether OSPF is loaded or not.
BGP status Whether BGP is loaded or not.
DVMRP status Whether DVMRP is loaded or not.
PIMSM status Whether PIMSM is loaded or not.
RIPng status Whether RIP is loaded or not.
OSPF3 status Whether OSPFV3 is loaded or not.

Release History

Release 7.1.1; command introduced
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Related Commands

ip router primary-address Configures the router primary IP address.
ip router router-id Configures the router ID for the router.

MIB Objects

alalpRouteSumTable
alalpRouteProtocol
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show ip router-id

Displays the primary IP address and router ID of the switch, if configured.
show ip router-id

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
N/A

Examples

-> show ip router-id
Router ID =1.1.1.1,
Primary addr = 31.0.0.1

output definitions
Router ID The set routing ID. The router ID is how the router is identified in IP.
Primary addr The primary interface address the route uses.

Release History

Release 7.1.1; command introduced

Related Commands

ip router primary-address Configures the router primary IP address.
ip router router-id Configures the router ID for the router.

MIB Obijects

alalpRouteSumTable
alalpRouteProtocol
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show ip service

Displays the current status of TCP/UDP service ports.

show ip service

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

The display output from this command also includes the service port number.

Examples

-> show ip service

Name Port Status

______________________ S E R

ftp 21 enabled

ssh 22 disabled

telnet 23 disabled

udp-relay 67 disabled

http 80 disabled

network-time 123 disabled

snmp 161 disabled

avlan-telnet 259 disabled

avlan-http 260 disabled

avlan-secure-http 261 disabled

secure_http 443 enabled

proprietary 1024  disabled

proprietary 1025 disabled

output definitions
Name Name of the TCP/UDP service.
Port The TCP/UDP well-known port number associated with the service.
Status The status of the well-known service port: enabled (port is closed) or

disabled (port is open).

Release History

Release 7.1.1; command introduced
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IP Commands

Related Commands

ip service

MIB Objects

alalpServiceTable

alalpServiceType
alalpServicePort
alalpServiceStatus

alalpPortServiceTable

alalpPortServicePort
alalpPortServiceStatus

Enables (opens) or disables (closes) well-known TCP/UDP service

ports.
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show ip dos arp-poison

Displays the number of attacks detected for configured ARP poison restricted-addresses.
show ip dos arp-poison

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

N/A
Examples
-> show ip dos arp-poison

IP Address Attacks
___________________________________ S
192.168.1.1 0]
192.168.1.2 0
192.168.1.3 0]

output definitions

IP Address The configured ARP Poison restricted-addresses.
Attacks detected The number of ARP Poison attacks detected for each address.

Release History

Release 7.1.1; command introduced

Related Commands

ip dos arp-poison restricted-  Adds or deletes an ARP Poison restricted address.
address

MIB Obijects

alaDoSArpPoisonTable
alaDoSArpPoisonlpAddr
alaDoSArpPoisonDetected
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show arp

Displays the ARP table. The ARP table contains a listing of IP addresses and their corresponding transla-
tions to physical MAC addresses.

show arp [ip_address | hardware_address]

Syntax Definitions

ip_address IP address of the entry you want to view.
hardware_address MAC address of the entry you want to view.
Defaults

N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines

Use the basic command (show arp) to view all of the entries in the table. Enter a specific IP address or
MAC address to view a specific entry.

Examples

-> show arp
Total 8 arp entries
Flags (P=Proxy, A=Authentication, V=VRRP)

IP Addr Hardware Addr Type Flags Port Interface
————————————————— e
10.255.11.59 00:50:04:b2:c9:ee DYNAMIC 3/20 vlan 1
10.255.11.48 00:50:04:b2:ca:11 DYNAMIC 3/20 vlan 1
10.255.11.201 00:10:83:03:e7:e4  DYNAMIC 3/20 vlan 1
10.255.11.14 00:10:5a:04:19:a7 DYNAMIC 3/20 vlan 1
10.255.11.64 00:b0:d0:62:fa:fl DYNAMIC 3/20 vlan 1
10.255.11.25 00:b0:d0:42:80:24  DYNAMIC 3/20 vlan 1
10.255.11.26 00:b0:d0:42:82:59 DYNAMIC 3/20 vlan 1
10.255.11.254 00:20:da:db:00:47 DYNAMIC 3/20 vlan 1

output definitions

IP Address Device IP address.
Hardware Addr MAC address of the device that corresponds to the IP address.
Type Indicates whether the ARP cache entries are dynamic or static.
Flags Indicates the type of entry:

* P =Proxy

e A = Authentication (AVLAN)

e V=VRRP
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output definitions (continued)

Port The port on the switch attached to the device identified by the IP
address.
Interface The interface to which the entry belongs (e.g., VLAN, EMP).

Release History

Release 7.1.1; command introduced

Related Commands

ip service Adds a permanent entry to the ARP table.
clear arp-cache Deletes all dynamic entries from the ARP table.

MIB Objects

ipNetToMediaTable

ipNetToMedial fIndex
ipNetToMediaNetAddress
ipNetToMediaPhyAddress
ipNetToMediaType

ipNetToMediaAugTable
ipNetToMediaSlot
ipNetToMediaPort

alalpNetToMediaTable
alalpNetToMediaPhyAddress
alalpNetToMediaProxy
alalpNetToMediaVRRP
alalpNetToMediaAuth

OmniSwitch CLI Reference Guide ~ December 2010 page 10-125



show arp filter IP Commands

show arp filter

Displays a list of ARP filters configured for the switch.
show arp filter [ip_address]

Syntax Definitions

ip_address IP address of the filter entry you want to view.

Defaults
N/A

Platforms Supported
OmniSwitch 10K

Usage Guidelines
e If an IP address is not specified with this command, a list of all ARP filters is displayed.

e Enter a specific IP address to view the configuration for an individual filter.

Examples
-> show arp filter
IP Addr IP Mask Vlan  Type Mode

————————————————— T
171.11.1.1 255.255.255.255 0 target block
172.0.0.0 255.0.0.0 0 target block
198.0.0.0 255.0.0.0 0 sender block
198.172.16.1 255.255.255.255 200 target allow

-> show arp filter 198.172.16.1

IP Addr IP Mask Vlan  Type Mode
----------------- R S
198.0.0.0 255.0.0.0 (0] sender block
198.172.16.1 255.255.255.255 200 target allow

output definitions

IP Addr The ARP packet IP address to which the filter is applied.

IP Mask The IP mask that specifies which part of the IP address to which the fil-
ter is applied.

Vlan A VLAN ID. The filter is applied only to ARP packets received on
ports associated with this VLAN.

Type Indicates which IP address in the ARP packet (sender or target) is

used to identify if a filter exists for that address.

Mode Indicates whether or not to block or allow a switch response to an ARP
packet that matches the filter.
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Release History

Release 7.1.1; command introduced

Related Commands

arp filter Adds a permanent entry to the ARP table.
clear arp filter Deletes all 